VV AOKYMEHT NOANMUCAH

@ HEKBAAW$UPOBAHHOW
SAEKNEA A (AT PEPBO OBPABOBAHUSA CTABPOITOJBCKOI'O KPAA

WHPOPMALLUS O CEPTUPUKATE DIO/IKETHOT0 00pa30BaTeILHOI0 YUpeKIeHUs

S/N: 16E774D691E6E8BB43BP0C453EDF6726 BbBICHICTO 06pa303a}mﬂ

Braaeren: (CTABPOMOABCKIH TOCYJJARCTBEHHBIN NEJATOT'MYECKWI MHCTUTYT»
AOAXHOCTB: MN.0. AMPEKTOPA PUAUTAQ

E-mail: pedagogkmv@sspi.ru BIT. 7Kes1e3HoBoACKE
Opranusauusa: Puanan CITIN B r. XKeAae3HOBOACKE
AaTta noanucanus: 31.05.2024

AencTtButeeH: c 09.11.2022 oo 09.11.2025

10 y4eOHOI

T.A. Tloromapenko

PABOYAA ITPOT'PAMMA JTUCIIUITIMHBI

KUBEPBE3O0ITACHOCTD b1.B./1B.02.01

(HaumeHoBaHue y4uebHO OUCYUNTUHBL)

YpoBeHb 0CHOBHOIM NpoeccoHaILHOI 00pa3oBaTeIbHOM NPOrpaMMbl OakaiaBpuat

Hanpasiaenue noaroroBku 44.03.03 CrnenunanbHoe (1edekTosorniaeckoe) ooOpazoBaHue,

1

Hanpasaennocts (mpopuan(u)) "Jloronenus"

®opma 00yueHus1 OuHas
Cpoxk ocBoenusi OIIOII 4 rona.
I'on Hauyana o6yuenus 2024

DakyJbTeT [ICUXOJI0T0-MeIarOrHYeCKUil

{

3aBenyrouuii kadeapoit /M.H. ApyTionsH/

Jexan ¢akynbrera /9.C. Tabonosa/

KenesnoBoack, 2024 r.



Paboyas nporpamMma IUCHMILUIMHBI COCTaBJICHA B COOTBETCTBUU C YYECOHBIM ILJIAHOM 10
COOTBETCTBYIOIIEH 00pa30BaTeNbHOI MporpaMmme

ABTOp (B1)-pazpaboTyuk (1) bypakoBa MW.C., nmomeHT kadeappl TYMaHUTAPHBIX W
COIMATIbHO-9KOHOMHYECKUX JUCITUTLINH,
KaHIUJAT MearornuecKuX HayK

QHUO, dondcHocmy, yueHdas Cmenetb, 36anue

«CorimacoBaHoy «CormacoBaHoy

3aBenyronuii kKageapoit W.o. 3aBenyromiero OMOINOTEKOM
Apytionss  M.H.., k.bunocod.H., ~  Kunmenko A.B. j;éf V4
JIOLIEHT %% ®UO, noonuce Z:f z -”/

@UO, yuenas cmenens, 38anue, 7 «28» mas 2024r. S

noonuch

«28» mas 2024r



Conepxkanue

1. 1Ielb ¥ 3a0QUH, JUCIIHIIIIEHDBL .......vvveeeeeeeeeeeerirreeeeeeeeeeeninsseseseseseessenssssseseseseensessssseseseseeeensossnseses 4
2. MecTo THCHUIUTMHBI B CTPYKTYPE 00pa30BATCIBHOU MTPOTPAMMBI .....vveeeevreeenvreennreeennreeessneeennnes 4
3. [lmaHupyeMble pe3yIbTaThl OOYUCHHUS IO JUCIIUATIIIFIHE .....eevveenreeereenreenseeenseensnesseesnsessseesssesnsens 4
4. O6beM y4eOHOU TUCITUTIIIMHBI U BHJIBI YUCOHOM PAOOTBI ....vveeeevreeeeeieeeiieeeireeeieeeeseeesveeesveeenns 5
5. ConeprkaHue TUCHMILIMHBI IO pa3jiesiaM (TeMaM) U BUAAM 3AHATHM ...cc..eeeereveerueeennieeniieenaneens 6
6. KOHTpOJIb KaUeCTBA OCBOCHUS TUCHIUATIIIIHBL ..c.uveeeuveeteeruteenuteanseesstenaeenstessseesseesnseenueesnseesssesnseas 6
7. YueOHO-METOIMUECKOE O0CCTIEYCHUE AMCIIATIIHBL. « ..o e eue ettt entene et et eeeateeeneeneeen, 8
8. [lepedyeHh OCHOBHOM W JAOTIOTHUTEIBHOU YICOHON JTUTCPATYPBL..cevvveeeerreeanrreenreeesvreenseeennneens 8
9. MatepuaibHO-TEXHUIECKOE 00CCTICUCHUE JUCTIHILTIHBL .....eevveereeenereeneeenneeeseesnseenseesseeenseennns 11
L0000 107 02 1 12



1. lean u 3apa4y AUCHUIIHHBI

[enstMmu OCBOCHHSI JUCIMILTUHBI SBISIOTCS: (DOPMHUPOBAHKE IEIOCTHOTO MPEICTABICHHUS
O POJU COBPEMEHHOTO KHOEPIPOCTpPAaHCTBA B 00pa3oBaTENbHOM cpele W IeIarornyecKoun
JEeSTEIIbHOCTH;  (DOPMHUPOBAHHE CHUCTEMBbI 3HAHWUH, YMEHUHW W HAaBBIKOB JUIS OOECTeUeHUs
KrOepOe30I1acHOCTH CBOCH MpodhecCHOHATBLHOM NeITeIbHOCTH.

3aga4u AUCIUTUIMHBI:

— dbopMupoBaHHe OOIMUX TPEIACTABICHUS O OE30IMacCHOCTH B HH(DOPMAIMOHHOM

o0I11eCTBE;

- U3YYCHHE OOIMX TMPHUHIMIIOB TEXHOJOTHHA, MNPUMEHIEMBIX B HH(POPMAIIMOHHOM
0€e30I1aCHOCTH;

- dbopMUpOBaHHE YMEHHUs MPUMEHATh IpaBUIa KHOepOE30macHOCTH BO Bcex cdepax
JIEATEIIbHOCTH;

— OCBOCHHME 3HAHWH, COCTABISIOMIMX Hadajla MpeACTaBIeHUH 00 HH(pOpMaIMOHHOMI
KapTHHE MHpa U UHPOPMALMOHHBIX MPOLIECCAX;

- OBJIAJICHUE YMEHUEM MHCIOJIb30BaTh KOMIIBIOTEPHYI0 TEXHUKY Kak IPAKTHYECKHUH
WHCTPYMEHT Ui  paboThl ¢ HHGOpMAaNKeil B IIOBCETHEBHON KU3HU;

—  pa3BHUTHE HABBIKOB OPUEHTHPOBAHUS B HH()OPMAIIMOHHBIX ITOTOKAX.

2. MecTo IUCHHMILUINHBI B CTPYKTYpe 00pa30BaTeIbHON MPOrpaMMbl

Hucuunnuna «Kubepbe3onacHOCTh» OTHOCUTCS K BapuaTHBHOW wacTu bioka 1,
SIBIISICTCS IUCIIUILTUHON 110 BBIOOPY.

Jlis ocBoeHHsT y4eOHOro MmaTepuana Mo AUCHUILIUHE HCTIOJIb3YIOTCS 3HAHUS, YMEHHUS,
HABBIKH, C(OPMHUPOBAHHBIC MPEAIICCTBYIONIMME JUCHUTIIMHAMH: MHpOopMaTHka (IIKOJBHBINA
Kypc), Texnonmoruu 1udppoBoro oo6pa3oBaHus.

3HaHMs, YMEHHS, HaBBIKH, CHOPMHpPOBAHHBIC B IMPONECCE W3YYCHUS TUCITUTUTHHBI
HEOOXOJMUMBI JII TPOXOXACHUS Yy4eOHOW M MPOU3BOJACTBEHHOHN MPAKTUK, MOJATOTOBKH K
TOCYIapCTBEHHOW UTOTOBOM aTTECTAIUU.

3. [lnanupyembie pe3yJabTaThl 00y4eHUs MO JTUCHUILINHE

Kox u Koa u HaumeHOBaHue
PesyabTaThl 00y4eHus
HAaHMEHOBaHHe HHIMKATOPA NOCTHKCHHUS
10 JMCHHUIIHHE
KOMIIETeHIIUH KOMIIETeHIIUH
Ynuuegepcanvnvie komnemenyuu
VK-1. VK-1.1 - 3HaeT cmocoObl  BepupuKanUH
Criocoben JlemoHCcTpUpy€ET 3HaHUE nojryyaemMoi nHdopMaIum.
OCYIIECTBIISATh OCOOEHHOCTEH CUCTEMHOTO U | -  3HAeT  MPHUHIMIBI  CHUCTEMHOTO
MOMCK, KPUTHUUECKUN | KPUTUYECKOTO MBIIIJIEHUS U MOIX0/1.
QHAIN3 U  CHUHTE3 | TOTOBHOCThH K HEMY. - crocoOeH BbIpadaThIBATh CTPATETHIO
uH(popMaIuy, JNEICTBUMI Ha OCHOBE CHCTEMHOIO
MIPUMEHSATH MOoAXoJa WCHOJB3ysl 00paboTaHHYIO
CUCTEMHBIN IOAXOJ MOJTYYSHHYIO HH(POPMALHIO.
JUIst pemenns | YK-1.5 - 3HaeT IOPANOK  OIpeAeieHUs
IIOCTaBJIEHHBIX 3a1a4 | COmoCTaBIseT pa3HbIe UCTOYHUKOB HMH(POpPMALIUHU, TOPIIOK
HMCTOYHUKU MH(OPMALIUH C MOJIy4EHHUS JOCTYyTa K HUM.
LIEJIbIO BBISIBIIEHUS UX - 3HAaeT METOAbl  ONHCAaHMS W
MPOTUBOPEUYUI U TOUCKA hopmanmzanuu MOJTYy4YEeHHOMN
JIOCTOBEPHBIX CYKJICHUH. nH(pOpMaIHH.
- CTIOCOOCH MPOBECTH aHAJIN3
nH(pOpMaIUY TPEAMETHON 00JIaCTH
MoJay4eHHo! ¢ ucnonbs3oBanuem MKT.
- 3HaeT OCHOBBI 00pabOTKH




uHpopMaMy B IpoQecCuoHaIbHON
chepsr;

- croco0OeH MPOBECTH BHIOOD

HE00X0 MO HH(pOPMALTUH
MPEeIMETHOM 0071acTH C
ucnoab3oBanuem 1K u nakeron
MIPUKJIAIHBIX IPOTPaMM.

yMeeT IMOoJy4yaTb HOBbIE 3HAHUS Ha
OCHOBE aHanM3a u CUHTE3a
uHdopmaruu; cobupaTh W 0000IIATH
JaHHBIE TI0O HAY4YHBIM mpoldiieMawm,
OTHOCSIIUMCA K TpOodeccCHoHaIbHOM
o0Oacru;

OCYIIECTBIISITh TMOUCK HHGOpMALUU H
NPUMEHSATh CUCTEMHBIA TOIXOM JUIS

peIICHUA IIOCTABJICHHBIX 3ajJa4d,
OIIPCACIIATh u OLICHUBATb
IMPAKTUYCCKUC IIOCICACTBUA

BO3MOXKHBIX pemeHm“I 3aJa4du.

YK-1.6.
ApryMeHTHpOBaHHO
dbopMupyeT coOCTBEHHOE
CYXJ/ICHUE U OLICHKY
uHpOpMaLUY, IPUHUMAET
000CHOBAHHOE pEIICHHUE.

BJIa/Ie€T HABBIKAMHU HCCIIEIOBAHUS
npo0sem npodeccruoHanbHON
JESATEIIBHOCTH ¢ IPUMEHEHUEM
aHaJlu3a, CUHTE3a U JIPYIMX METOJOB
MHTEIJIEKTYJIbHOU JESATEIILHOCTH;
BBISIBJICHUS] HAYYHBIX [TPOOJIEM U
VCIIOJIb30BaHUS a/IEKBaTHBIX
METOJIOB JIJISl X PEILECHUs;
(opMyIMPOBAHUS OLIEHOYHBIX
CYKJICHUH IIPU PELICHUH
npogeccuoHaIbHbBIX 33j1ay.

4. O0bem y4eOHOM TUCHUIIMHBI H BBl y4e0HOH padoThI
OOmas TpyAOEMKOCTh JUCHMIUIMHBI COCTaBIsAeT 2 3adeTHhle eauHuil (72 dyaca),
BKJIFOYAsi IPOMEKYTOUHYIO aTTECTALUIO.

Bun yue6HO# paboTh Bcero yacos CeMCSCTpH

Z | Beero: 36 36
§ Jlexuum (Jlek) 16 16
é [TpakTrueckue 3aHATUS (B T.4. CEMUHAPHI) 20 20
= (ITp/Cem)
= JlaGopatopusbie 3ansaTus (J1ab)
S
= Wuausunyansabie 3ausatus (M13)

=N

g = 3ader, 3a4eT ¢ OleHKOMH, 3k3aMeH (KIIA) 0,3 0,3

° =

=

% % Koncynpranus k sx3ameny (Konc)

= E

ls:% ® | Kypcosas pa6ota (Kp)

CamocrosrenbHas padora ctyneHToB (CP) 35,7 35,7




ITonroroBka k sk3ameny (Kontpoip)

Bu mpoMeXyTOYHOM aTTecTaliu 3a4eT 3a4€T
OO0mas TpynoeMKoCTh (110 NJIAHY) 72 72
5. Coneprkanue QMCHUILIMHBI 110 pa3aeaaM (TeMaM) U BUIaM 3aHATHH
2
o
oz | 2 v 5 | &
S| 257 £ 22 | B
HaumeHoBaHue pasjena (TeMbl) 5| 832 5 e E ¥ Sl g° 5 2
JTUCIUTITUHBI é EE S % | O A | E§ = %
8238 g" =& | &%
<
o
Cemectp 5
KI/I6€p6630HaCHOCTL B CUCTEME VK-1.1 Jlokman
HAllMOHAJILHOHN Ge3onacHocTH PD 2 4 4 10 zﬁig cobecenoanne
KubeprpecTyrieHus mpoTuB YK-1.1 JOKIa
JIMYHOCTH, OOILECTBA M FOCY1apCTBA 2 4 6 12 ;’Eig cobecenoBanme
CoBpeMeHHOEe KHOepIpOCTPaHCTBO VK-1.1 JOKIa
Texuuka 6e30MaCHOCTH B 4 4 8 16 3}1511 65 cobecenoanne
KHOEPIPOCTPAHCTBE o
[Tpo6Gaembr IHTEpHET-3aBUCUMOCTH, VK-1.1 JoKIaz
KHOepOyIITHHTa 4 4 8 16 | YK-1.5 | cobecenoBanue
YK-1.6
Mertoast obecnieuenus 6e3omacHoctu [TK YK-1.1 IOKIIaz
u Mnrepuera. BUpycsl U aHTUBUPYCBI 4 4 97 | 1.7 | YK-1.5 recr
VK-1.6 | cobecemoBanue
dopma MPOMEKYTOUHOU aTTECTALHHI 03 cobecenoBanne
(3auer) ’
Bcero 3a cemectp: | 16 20 357 | 72

[Tnanbl mpoBedeHHs] Y4EOHBIX 3aHATUH OTPaXKEHbl B METOJUYECKMX MaTepuagax

(ITpunoxxenwue 1.).

6. KonTpoJib kayecTBa 0CBOCHHS THCHUIIINHBI

KonTponb kauecTBa 0OCBO€HHs y4eOHOT0 MaTepuaa 1o AUCUUILINHE MPOBOIUTCS B

(dopMe TeKyIero KOHTPOJIs yCIIEBAeMOCTH U TIPOMEXYTOYHON aTTeCcTalllu.

Jns arrectanuu 00y4yarouMxcs Ha COOTBETCTBUE UX MEPCOHAIBHBIX TOCTHKEHUIN

TpeOOBaHUSAM 00pa30BaTENbHON MNpPOrpaMMbl HCHOJIB3YIOTCS OLEHOYHbIE MaTepHasbl
TEKYIIEro KOHTPOJIS YCIIEBaeMOCTH U TpoMexkyTouHo# arrectanuii (IIpunoxenue 2).

YpoBeHb chopMHPOBAHHOCTH KOMIIETEHIINH
chopmupoBana chopmupoBana copmupoBana
He chopMHpOBaHaA (bopmup (bopmup (bopmup
YACTHYHO B LIeJIOM NOJIHOCTHI0
«He 3auTeHo» «3auTeHo»
«Heynosaersopuren
y LHO® P «Y10BJI€ETBOPUTEIbHO» «Xopouo» «OTaAN4YHO»
Onucanue KpuTEepHeB OLCHUBAHUS
OObyuatonuiics OOyuaromuiics OO6yuatonmiics OOyuaromnmiics
JIEMOHCTPUPYET: JEMOHCTPHUPYET: JEMOHCTPHPYET: JEMOHCTPUPYET:




- CYIIECTBEHHBIE
po0Oesibl B 3HAHUSX
y4eOHOro Marepuana;
- IOITyCKaloTCA
MPUHIMITHATIEHBIC
OIIMOKY TIPH OTBETE
Ha OCHOBHBIE
BOIIPOCHI OmIIeTa,
OTCYTCTBYET 3HAHUE
Y TIOHUMaHue
OCHOBHBIX TTIOHSATHH U
KaTeropuii;

- HETIOHUMAaHHE
CYILIIHOCTHU
JIOTIOJTHATEIbHBIX
BOIIPOCOB B paMKax
3aJaHuil Ouera;

- OTCYTCTBUE YMEHUS
BBITIOJHATH
MIPAKTUICCKHEC
3aaHus,
MIPEAYyCMOTPEHHBIE
porpaMmon
JICITUTLIAHBI,

- OTCYTCTBHUE
TOTOBHOCTH
(crmocoOHOCTH) K
JTUCKYCCUU U HU3Kas
CTENEHb
KOHTaKTHOCTH.

- 3HaHUSA
TEOPETUYECKOT O
MaTepHana,

- HEIIOJIHbIE OTBETHI Ha
OCHOBHBIE BOIIPOCHI,
OIIMOKHU B OTBETE,
HE/I0CTaTOYHOE
MIOHUMaHHE CYIHOCTH
U3JIaraeMbIX BOTIPOCOB;
- HEYBEpPEHHbIE U
HETOYHbIE OTBETHI HA
JIONIOJTHUTENbHbIE
BOTIPOCHI,

- HEZIOCTaTOYHOE
BJIAJICHUE JINTEPATYPOU,
PEKOMEHI0BaHHON
IIpOrpaMMon
JVICIATUTHHEI,

- ymeHue 0e3 rpyobIx
OLIMOOK peliarh
MIPAKTUYECKHE 3aJaHUS.

- 3HaHHE U
MOHMMAaHUE
OCHOBHBIX
BOIPOCOB
KOHTPOJIMPYEMOIO
o0Bbema
MPOrPaMMHOTO
MaTepuana;

- TBepAbIC 3HAHUS
TEOPETUUYECKOTO
MaTtepuana.

- CIIOCOOHOCTH
yCTaHaBJIUBATh
OOBSICHSITH CBSI3b
MPAKTHKHU U
TEOpUH, BBIABIATH
IPOTUBOPECUHS,
poOJIEMBI U
TEHACHIINU
pa3BHTHS,

- IpaBUJIbHBIC U
KOHKpETHBIE, Oe3
rpyObIX OMIHUOOK,
OTBETHI HA
MOCTaBIICHHbBIC
BOTIPOCHI,

- YMEHHE peliaTh
MPAKTHYECKHE
3a/laHusl, KOTOPbIe
clenyer
BBITIOJTHUTD;

- BJIaZICHUE
OCHOBHOM
JIUTEPATYPOH,
PEKOMEHIOBAaHHOM
IpOrpaMMon
JUCITUTIINHBL,
Bo3MoxHBI
HE3HAYUTENbHBIC
HETOYHOCTH B
PacKpBITUH
OTIENbHBIX
MOJIOKEHUN
BOIIPOCOB Ousiera,
MIPUCYTCTBYET
HEYBEPEHHOCTD B
OTBETax Ha
JIOTIOTHUTEIIbHBIE
BOIIPOCHI.

- rry0okwue,
BCECTOPOHHHE H
apryMEHTHPOBAHHBIE
3HAHUS
MPOrPaMMHOTO
Marepuana,

- IIOJIHO€ IOHMMAaHUE
CYIIIHOCTH U
B3aMMOCBSI3U
paccMaTpuBaeMbIX
MIPOLIECCOB U
SIBIICHHI, TOUHOE
3HAHHE OCHOBHBIX
MOHATUI B paMKax
00CYyKITaeMBIX
3aJIaHuM;

- CIIOCOOHOCTh
YCTaHABJIUBAThH U
OOBSICHATH CBS3b
MIPAKTUKU U TCOPHH;
- JIOTUYECKHU
MOCAEA0BATEIbHEIE,
coJiepKaTeNbHbIC,
KOHKpETHBIC U
MCYEPIBIBAIOIINE
OTBETHI Ha BCE
3aJaHus Ouiera, a
TaKxe
JIOTIOJTHUTEIbHEIC
BOIIPOCHI
HK3aMEHAaTOopa;

- YMEHHE periaTh
MIPaKTUYECKHE
3aaHus;

- HaJTM4Iue
COOCTBEHHOI
000CHOBaHHOM
MTO3HUIIHHU T10
00CyXIaeMbIM
BOIIPOCaM;

- CBOOOIHOE
HCIIOJIE30BAaHHE B
OTBETax Ha BOMPOCHI
MaTepHaJIOB
PEKOMEHIOBAHHOMN
OCHOBHOH U
JIOTIOJTHUTEIIbHOM
JUTEPATYPHI.




7. Y4eOHO-MeToAnYecKoe o0ecneuyeHue JUCIUILIHHDI

YyebHO-MeToAMYEeCcKOe oOOecredeHnue AUCIUIUIMHBI BKJIOYAeT pabodyyro Mporpammy
JTUCITUTIIMHBI, METOIMISCKUE MATePHAIIBI, OIICHOYHBIC MAaTCPHUAITHI.

[TonHbIl KOMIUIEKT METOAMYECKUX JOKYMEHTOB pasmenieH Ha DNOC dunuana CI'TINA B
r. JKene3HoBoaCKe.

YyeObHO-MeTOAMYECKOe  00ecleueHne CaMOCTOSATEIbHONH  paboThl  00yYaroluxcs
BKIIIOYAET: Yy4YeOHHWKH, Y4YeOHbIE TIOCOOMs, OJEKTPOHHBIE OO0pa30BaTENbHBIE PECYPCHI,
METOJIMYECKUE MaTEPHAIIbI.

CamocrosarenbHass  pabota  oOywaromuxcs  siBiasercss  (GopMoil  opraHuzanuu
00pa3zoBaTeNbHOr0 Tpolecca MO AWCIUIUIMHE W BKIIOYACT CIICAYIONIUE BBl JCATCIbHOCTH:
nouck (mogbop) W 0030p HAyyHOW M Y4EeOHOUW JUTEPATyphl, SJICKTPOHHBIX HCTOYHHKOB
uH(pOpMaIIMU M0 U3y4aeMoil TeMe; paboTa ¢ KOHCIIEKTOM JIEKIIUN, SIIEKTPOHHBIM YUeOHHUKOM, CO
CJIOBapsIMH U CIIPABOYHHKAMH, HOPMATUBHBIMHU JIOKYMCHTAMH, aQpXUBHBIMH U JIp. HCTOYHUKAMU
uHpopmanuyu (KOHCIIEKTUPOBAHKE); COCTaBJICHHWE IUIaHA W TE3MCOB OTBETA; IOJATOTOBKA
cooOmenust (pedepara); cobecemoBaHUe, TIPE3CHTALMU; BBINOJHEHUE WHIWBUYAITBHBIX
3aJJaHUI; OJrOTOBKA K MPAKTHUYECKUM 3aHATUSAM U JIp.; OJIFOTOBKA K 3a4eTy.

8. [lepeyeHb OCHOBHOM M IONOJTHUTEIbHOM Y4eOHOM JTUTEPATYPBbI
Ocnoenas numepamypa.

1. Jlocb, A.b. Kpunrtorpadpuueckue meroapl 3amuThl HUHDOpManMU IS
U3yYalONIMX  KOMIBIOTEpHYIO  Oe3omacHOCTh :  y4eOHuK i By3oB/  A. b. Jlocs,
A. 1O. Hecrepenko, M. U. PoxkoB. — 2-e u3a., ucnp. — Mocksa : M3gatensctBo IOpaiir,
2022. — 473 c.— (Bwicmee oOpa3zoBanue). — ISBN 978-5-534-12474-3. — Tekct
NeKTpoHHBIH  //  OOpazoBarenbHas  miatgopma  FOpaiir  [caiit] —  URL:
https://urait.ru/bcode/489242

2. boryneckas, H. A. Mozaenu 6e30macHOCTH KOMIIBIOTEPHBIX CHUCTEM : yueOHOe

nocobue / H. A. borynbsckasi, M. M. Kyuepos. — Kpacnosipck : COVY, 2019. — 206 c. — ISBN
978-5-7638-4008-7. — TekcT : 3neKTpoHHbIH // JIaHb : 37eKTPOHHO-OMOIMOTEYHAs CUCTEMa. —
URL: https://e.Jlanbook.com/book/157578

Jlononnumenvnas numepamypa:

1. Jleontses, A. C. 3amuta unpopmanuu : yuebnoe nocodue / A. C. JleonTbeB. —
MockBa : PTY MUPDA, 2021. — 79 c.— Teker : aneKkTpoHHBIHN // JlaHb @ 3JIEKTPOHHO-
oubnuoreuynas cucrema. — URL: https://e.lanbook.com/book/182491

2. [Tyrun, B. B. 3ammurta wuHbopManuu B KOMIBIOTEPHBIX HHGOPMAIMOHHBIX
cucremax : yuebHoe nocobue / B. B. Ilyrun, E. 0. I'onyOnuuas, C. A. Jlabaga. — Camapa :
I[rytu, 2018. — 119 c.— Tekct : asnextponHHslii / Jlanb : 3M€KTpOHHO-OMOIHMOTEUHAS
cucrema. — URL: https://e.lanbook.com/book/182299

3. Kupnuek, Kcenns AnexcanapoBHa , Kak o6ecnieunts HHPOPMALIMOHHYIO 3aLIUTY

aBTOpcKuX npaB? Meroandeckue pekomeHganuu / K.A. Kupeuek, O.B. Ilenux, A.C. PensaHos,
B.C. Touckun — CraBpomnoJib : u3a1-Bo « Tumuenko O.I".». 2020.- 51 c.

4. bubapcosa TI'.Il. IIpaBoBoe oOecnieueHre WHGOPMALMOHHBIX TEXHOJIOTHM:
VYuebHoe nmocodwue.- Craspomnons: CI'TIN, 2010.- 100 c.

5. ®opmupoBaHue UHPOPMALMOHHOM TUTHEHBI Yy OYAyIIMX MEIaroroB: ydeOHOE
noco6ue / bypnakosa U.C., Cutak JI.A, u n1p. Mocksa, 2020.- 3nanue —-M- 80 c.

6. Touckun B.C. wu gp. HHpopmanmoHHble TexHONOrHuM  Oe3omacHas
obpasoBarenbHas cpena B obmectBe XXI Beka — yuurtensMm uHpopmaTuku: ydyeOHoe mocoodue /
B,C. Touckun, B.B. Kpacuibaukos, O.B. Ilenux.- CraBponons: U3n-Bo «Tumuenko O.I.»,
2021.-121c.



Ilepuoouueckue uzoanus:

1) IlpodeccrnonanbHbIe ICUXOJIOTHYECKHE TECTHI - http://vsetesti.ru
2) Ilemarorndyeckas o6ubanoreka - http://www.pedlib.ru

3) Kypnan "Jloronexa" http://www.logopedsfera.ru/

Humepnem-pecypcuwi:

IBC

Ne HaumenoBanue Anpec caiita

n/m

1 OBC «Jlaub» WWWw.urait.ru

2. OBbC «Jlanp» http://e.lanbook.com/

3. OBbC «A#bykc.py/ibooks.ruy http://ibooks.ru

4 «HammonanbHast snekTpoHHas OubamoTexa» | https://rusneb.ru/
(H9Bb)
0P

Ne HauMmeHoBaHue Anpec caiita

n/n

1 «[Iegarornyeckas OuOIMOTEKAY http://pedlib.ru

2. Hayunas snektponHasi Oubamnoreka https://elibrary.ru

3 Hayunas 3JIEKTPOHHAS 6ubnmoreka | https://cyberleninka.ru/
«Kubepnenunka»

4. bubnuoreka akagemun Hayk (BAH). Pecypcsl | http://www.rasl.ru/e resours/resursy
OTKPBITOIO JOCTYyINa otkrytogo_dostu

5. CnoBapu ¥ HIMKIONEINN https://dic.academic.ru

6. ITenarornyeckas MacTepcKas «IIepBoe | https://fond.1sept.ru
CEHTSIOps»

7. Hannonanshas atdopma «OtkpsiTOE | https://openedu.ru
o0pa3oBaHHE»

8. Poccuiickoe  obpasoBanue.  DenepanbHbiil | http://edu.ru
OpTAI

0. [lopran  @enepanbHbIX  roCyJapCTBEHHBIX | http://fgosvo.ru
0o0pa3oBaTeNbHBIX  CTaHIAPTOB  BBICILETO
o0pa3zoBaHus

10. | Ilopran mnpoekra «CoBpemenHas uu¢poBas | https://online.edu.ru
oOpaszoBarenbHas cpena B POy

11. | ludposas  oOpazoBatenpHass  miaatdopma | https://media.prosv.ru/
«Media» (LECTA), I'K «IIpocBenienue»

9. MaTepuajibHO-TEXHUYECKOE o0ecnevyeHre JUCHMIIIMHBI

3aHATUS, TEKYIUH KOHTPOJb YCIIEBAEMOCTH U TPOMEXKYTOUYHAs aTTecTalus 10
TVCIIATUTHHE TIPOBOJATCS B YUYEOHBIX ayTUTOPHSX, YKOMIUIEKTOBAHHBIX THUIIOBOH MeOENbI0 IS
oOyuaromuxcs u npernonaasatens. [1o 3asBke ycTaHaBIMBaeTCss MOOMIIBHBIA KOMIUIEKT (HOYTOYK,
MIPOEKTOP, IKPaH, KOJIOHKH).

ITomerieHust A CaMOCTOSTENLHON pabOThl 00YyYarOIUXCsS OCHAIIEHBl KOMIIBIOTEPHON
TEXHUKOM ¢ TMOAKIIOUEHHEM K ceTu VIHTepHeT M o0ecrneyeHbl JOCTYNOM B 3JIEKTPOHHYIO
UH(POPMALIMOHHO-00pa30BaTENbHYIO Cpelly By3a.

KomnbrotrepHoe 000py/10BaHHE OCHAIIEHO KOMIUIEKTOM JIMLEH3MOHHOIO M CBOOOIHO
pacIpoCTpaHsIeMOro MPOrpaMMHOT0 00ECTIEYeHHS, B TOM YHUCIIE OTEUECTBEHHOTO MPOU3BOCTBA!

1. [TakeTs mporpaMMHOTO oOOecrmedeHHs OOImEero Ha3HAa4eHHs (BO3MOIKHBI
cienyroue BapuanTsl: «MoitOducy, «MicrosoftOffice», «LibreOffice», «ApacheOpenOffice»).
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2. [prnoskeHne, MO3BOJISIONIEE TPOCMATPUBATh W BOCIIPOM3BOAUTH MEAUAKOHTEHT
PDF-paiinos «Sumatra PDF Reader», «AdobeAcrobatReaderDC».

3. [IpunoxxeHue, TMO3BOJISIIONIEE CKAHMPOBaThH M PACIIO3HABATh  TEKCTOBBIE
JOKYMEHTHI (BO3MOXHBI cneaytomue BapuanTel: « ABBY YFineReadery», «WinScan2PDF»).

4. [Tporpamma-(haiisioBeIii apxuBaTop (BO3MOXKHBI CICAYIOIINE BapUAHTHI: «7-Zip»,
«WinRAR»).

5. [IporpamMma a5 opraHu3alii U TPOBEIACHUS  TECTUPOBAHHS (BO3MOXKHBI
CJIeIYIOIINE BapUaHTHIL: «Alipen», «MytestX»).

6. [IporpamMma mpocMoTpa MHTEpHET-KOHTEeHTa (Opay3ep) (BO3MOXKEH CIeayoIuil

BapuaHT: «Yandex»).
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IIpuaoxenue 1

MeToanuyeckue MaTepuAaJbI 0 TUCHUILIUHE
« Knbep0e3onacHocTb)

1. IInanbr NMPaAKTUIECCKUX p360T U METOAUIECCKUE PEKOMEHAALIUNA

Tema 1. Kubepb6e3omacHoCTh B CHCTEME HAIIMOHAIBHOM Oe3omacHocTu PO

IIpakTnyeckoe 3ansaTue 1.1.

Bormpocs! myist o0cysxneHust:

l.

AR o

['ocynapcTBeHHas! MOMUTUKA B 00JIaCTH KHOEPOE30MaCHOCTH KOMIIBIOTEPHBIM aTakaM OT
15 suBapsa 2013 r.

VYronosusii koneke P®, paznen «Ilpectymnenns B chpepe KOMIBIOTEPHON HH(POPMAITHN.
3amura KubepnpocTpaHcTBa rocynapctsoM. Kubepsoiina.

[TpaBo Ha nuadopmanuio B Koncrutymun PO.

3amuTa rocyapcTBa 1 3alura KHOepnpoCcTpaHCTBa.

JlokTprHa MHPOPMALIMOHHOM 0€30MacHOCTH.

IIpakTnyeckoe 3ansaTue 1.2.

Bonpocsr 1uist 06cyxnenus

l.

ARl A

KubepBoiicka. 3amuTa KHOSpIPOCTPAHCTBA KaK OJJHA U3 33724 BOOPYKECHHBIX CHII.
Hudopmanmonnas BoiiHa. Tupopmairionnoe opyxue.

ITaTpnOTH3M M UHTEPHET.

WNudopmanronHoe Bo3aeicTeue.

Boennas, rocynapcTBeHHas1, KOMMEpUYecKas TaiHa.

3amuTa caToB rocy1apCTBEHHBIX OPraHOB (JIEKTPOHHOE IPABUTENIBCTBO).

Tema 2. KuGepnpecrynjieHusi NpOTHB JTHYHOCTH, 001IECTBA U TOCYAapCTBA

IIpakTnyeckoe 3ansaTue 2.1.

BOHpOCLI HJIA O6CY)KI[€HI/IH

1.
2.

[9S)

WX A

PeanbHas 1 BUpTyanbHas INYHOCTD.

[Tcuxonoruueckas o6cranoBka B MHTepHeTe: rpuduHr, kuOepOyuIMHT, KHOepMOOOUHT,
TPOJITUHT, OyJUTULIU.

be3omacnas paGota B ceTHM B MpolLecce CETeBOW KOMMYHHUKaluu (4YaTel, (GOpyMbl,
KOH(epeHIINHU, CKaIl, COLMaIbHbIE CETH U TIp.).

TepMHUHBI CETEBOTO STUKETA: OBEPKBOTHUHT, uieiiM, iy, odhdronuk, cmailimku u ap.
[TpuMepbl 3THUECKUX HapyIlIeHUH. 3HaYeHHe CETEBOro ITHKETA.

CobctBenHocTh B IHTEpHETE. ABTOpCKOE MPABO.

WuTemiekTyanbHast COOCTBEHHOCTb.

[InatHas u 6ecrnatHast uHGoOpMaus.

3ammra mpaB NOTpeOUTENe mHpu Hcnoiab3oBaHMU yciuyr WHTepHer. 3amuTa mnpaB
noTpeOuTenel yciyT npoBanaepa.

IIpakTnyeckoe 3ansTHe 2.2.

BOHpOCLI HJI O6CY)K,Z[CHI/I$I

1.
2.

OTBETCTBEHHOCTH 32 HHTEPHET-MOLICHHUYECTBO.

[IpaBoBble  akThl B  0OjMacTd  WHQPOPMALMOHHBIX  TEXHOJOTMH W 3aIIUTHI
kubeprpocTpancTBa. OTBETCTBEHHOCTh 32 KUOEPIIPECTYTICHHUS.

KoHCTUTYLIMOHHOE TpaBO Ha TMOHMCK, MOJYYEHHE M paclpocTpaHeHHe HH(OpMAIUH.
®denepanbHbiit 3akoH OT 29.12.2010 Ne 436-D3 (pexn. ot 28.07.2012) «O 3ammre aeteit ot
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N

x

Tema

nH(pOopMaIuy, MPUIUHSAIONICH BPEJ UX 3I0POBBIO0 M PA3BUTHIO» (IEeHCTBYET ¢ 1 ceHTOps
2012 rona).

Nudopmanmonnoe 3akoHoaaTeibcTBo PD.

3akoH P® «O06 undopmarum, "HGOPMALMOHHBIX TEXHOJOTHX U O 3aIUTe HHPOPMALIUN.
VYTronoBHas OTBETCTBEHHOCTh 3a CO3JaHHe, MKCIONb30BaHHE M PaclpoCTpaHEHHE
BPEIOHOCHBIX KOMIIBIOTEpHBIX nporpamm (cT. 237 YK P®). IIpaBoBas oxpaHa nporpamm
i1 OBM u BJI. Kommepueckoe I1O. becrmatnoe I1O (FreeWare, Free, Free GPL,
Adware), ycnoBHo-6ecruatnoe [10 (Trial, Shareware, Demo).

[IpaBoBBIE OCHOBBI JUIsI 3AIUTHI OT CIIaMa.

[IpaBoBasi oxpana mporpamm st 9BM u BJl. Jlunensuonnoe I[10. Buasl nunensuit
(OEM, FPP, kopnioparuBHbIe JuiieH3uu, noamnucka). I10 ¢ otkpeiteiM komom (GNU GPL,
FreeBSD).

[TpaBo Ha HHpOPMAIHNIO, HA COKPBITUE TaHHBIX, KATETOpUH UH(OPMALIUY.

[lepconasibHble U OOLIENOCTYIHBIE JaHHbIE, OIrPaHUYEHHbIM Joctyn. 3akoH «O
MEPCOHAIBHBIX JTaHHBIX).

3. CoBpemeHHOe kuOepnpocTpancTBO TexHnka 0e30MacHOCTH B KHOEPIPOCTPAHCTBE

IIpakTnyeckoe 3ansaTue 3.1.
Bompocs! i o6cyxaeHus

l.

2
3.
4.

b

* >

Moennnyeckue neiictust B Uatepuere. Kubepnpecrymienus

CereBoii atuker. [Icuxonorus u cetb

[TpaBoBbI€ acTIeKTHI 3alUTHI KUOEPIIPOCTPaHCTBA
Omnyaiin  cepBUCBHl Al  0€30HACHOCTH  IOJIb30BAaTENsl B HMH-TEpHETE (IIpOBEpKa
KoMIbloTepa W (Dail;loB Ha BHPYCHl OHJIAWH, OHJAWH aeakTuBanus SMS-BHpYCOB,
IpoBepKa caiiTa Ha BHpYChl, HpoBepka (ailnoB mo e-mail, ompeneneHue ajapeca
CTpaHullbl, mposepka croumoct CMC u nip.).
Hactpoiiku 6€301acHOCTH MOYTOBBIX MPOTPaMM.
3amuTa B MOUCKOBBIX cUCTeMax ((QUIbTPHI Ui OTpaHUYEHHUs] MOTEHLU-aIbHO OIACHOTO
COJIEP’KUMOTO).
Hacrpoiiku 6e3omacHoctu BeO-6pay3epos (Internet Explorer, Firefox u 1.11.).
DJeKTpOHHAs MOYTa U CUCTEMbI MTHOBEHHOTI'O 0OMEHa COOOIICHUSIMHU.
Hactpoiiku 0e3onacHoctu Ckaiin, ICQ u np. CiocoObl o0ecriedenust 6€301macHoCTH BeO-
caifra.

10. Kubeprnpectynienus. Buasl mHTepHET-MolIeHHHYECTBA (MHMChMa, peK-Jama, 0XOTa 3a

11.

JUYHBIMU JAHHBIMU U T.11.). OnacHOCTH MOOMIIBHOM cBsi3u. [IpeanoxeHus no ycraHoBKe
BPEJOHOCHBIX MPUII0KECHHI.

Momennnyeckue CMC. VYTeuka M 0OOHapoJoOBaHUE JIMYHBIX JaHHbIX. [logbop wu
nepexBatT MmapoJiei.

12. B3momsr AKKayYHTOB B COLIUAJIBHBIX CCTAX. Buasl MolieHHHUYECTBA B I/IHTCpHCTC. @OUIIUHT

(papmuHr). A3apTHBIE UTDPBHI.

13. Jloxxusle anTuBUpychl. Ilommena crpaHuil B MHTEpHETE (CaWThI-KJIOHBI). DanblInBbIe

baim000MEeHHUKH.

14. DnexTpoHHBIN KoleneK. MOIeHHHYECTBO NP pacnpocTpaneHun «oecruiatHoroy I10.
15. Texnonmornn MmanunyaupoBanusi B IHtepHere.
16. Tb npu uHTEpHET-O0IIECHUH.

IIpakTnyeckoe 3ansaTue 3.2.

Bormpocs! 1ytst 06CcyxieHus

1.

2.
3.
4

Tb npu peructparuu Ha BeO-caiTax.
Komnerorepnoe nuparctBo. [Lnaruar.
KuGepnaeMHUKH 1 KHOEPIETEKTHBHI.
Ornenka ymep6a oT KubepnpecTyIIeHUH.
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PN

0.

WNurtepuer-3tHkeT. [IpaBuna obmenus B UuTepHere.
OCHOBBI CETEBOTO ITHKETA.

[Tepenucka B ceTw.

[IpaBuna noBenenus B ckaie. @opym.

OO111eHre B CETH U €ro MOCIEeACTBHUS.

10. Arpeccus B ceTH.
11. AHOHUMHOCTB B CETH.
12. Buabl 3THKETa (JMYHBIM, OE€I0BOM, NMHCbMEHHBIM, JUCKYCCHUOHHBIM W 1p.). Paznuuums

OTHUKETA B pa3HbIX CTpaHaXx.

13. Dtuka auckyccuii. BzanmHoe yBaxxeHne npu HHTEPHET-O0IIEHUH.
14. Dtuker u 6€30MaCHOCTbD.

Tema 4. IIpo6s1embl UHTEpHET-32aBHCUMOCTH, KHOEpOyJIIIMHT A
IIpakTnueckoe 3ansaTue 4.1.
Bonpocsr 1uist 06cyxnenus

SO XN R D=

14.
15.
16.

['uruena komneroTEpA.

KomnbroTep u kpoBooOpalieHue.

[Tonib3a 1 Bpen KOMIIBIOTEPHBIX UT.

Komnsrorep u 302K.

PuU3nYecKoe U ICUXUYECKOE 3/10POBBE.

ITpaBuiia noBeeHUSI B KOMIIBIOTEPHOM KJIacCe.

WuTepHeT B cucteMe 0e301MacHOCTH.

TexHuka 0e30MacHOCTH NPU paboOTe ¢ KOMIIBIOTEPOM.

Komnbrotep 1 MOOUIIBHBIE YCTPOMCTBA B YPE3BBIUANHBIX CUTYaLUsX.

Menununackas uHpopmanus B MurepHere. KommbioTepsl 1 MOOWIIBHBIE YCTpOicTBa B
AKCTPEMAIIBHBIX YCIOBUSIX.

BoznelicTBue paguoBoiIH Ha 310pOBbE U OKpyskarolyto cpeny (Wi-Fi, Bluetooth, GSM).
Kommuiekc ynpakHeHuit npu paboTe 3a KOMIIBIOTEPOM.

Bozneiicteue Ha 3penune DJIT, KUAKOKPUCTAUIMYECKUX, CBETOIAUOAHBIX, MOHOXPOMHBIX
MOHMTOPOB.

KomnreioTep B pexxumMe TpyJa U OTAbIXA.

BnusiHue xoMnbroTepa Ha PENPOAYKTUBHYIO CUCTEMY.

Bpenusie ¢pakTopsl paboThl 32 KOMIIBIOTEPOM U UX HOCIEICTBHSL.

IIpakTnyeckoe 3ansaTue 4.2.

Bonpocer 1uist 06cyxnenns

17.

WX A WD =

— e
A WD ~=O

Opranuzanus pabodero Mecrta
HNHuTepHeT-coo01IecTBO.
HNHTepHeT-3aBUCUMOCTb.
ConmanbHble ceTH. JleTCKHue colaibHbIe CETH.
BuprtyanpHas IM4HOCTb.
3aBucuMocTh 0T HTepHET-001IeH S.
PazBneuenus B IuTepHere.
IIpu3Haky UrpoBOM 3aBUCUMOCTH.
CereBble UIpBI.
Caiitel 3HakoMcTB. 30K 1 KOMIbIOTED.
. Bunpt 3aBucumoctu. Jlectpykrusnas nndopmanus B UHTepHETE.
. Bunpr UHTEpHET-3aBUCUMOCTH.
. Kubepkynbrypa (MaccoBast KylnbTypa B CETH) H JTUIHOCTD.
. [Icuxonoruveckoe Bo3jeiicTBUE HHPOPMAILIUK HA YEIIOBEKA.
. YrpaBneHue JMYHOCTBIO uepe3 ceTh. VHTEepHET M KOMIBIOTEpHAsh 3aBUCUMOCTH
(ammuKims).
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15.

Kputepun 3aBucUMOCTH (IIPHUOPUTETHOCTb, W3MEHEHUS HACTPOCHHS, TOJEPAHTHOCTD,
CHUMIITOM pa3pbiBa, KOHQIIUKT, PELUINB).

16. Tunbl MHTEpHET-3aBUCUMOCTHU (TpUCTpacTe K paboTe ¢ KOMIIBIOTEPOM, K HaBUTalluU U

17.

NOUCKY MH(POPMALUU, UTPOMAHUSA U 3JICKTPOHHBIEC MOKYIIKH, 3aBUCUMOCTh OT CETEBOTO
oO1eHus).
Knaccudukanus HHTEpHET-3aBHCUMOCTEH

Tema 5. Metoanb! o0ecnieuenns 6e3onacHoct IIK u MntepHera. Bupycobl 1 aHTUBHPYCHI

NNk L=

10.
11.
12.

IIpakTuyeckoe 3ansitue S.1.

KoHTeHT-QUIbTpHI.

[TouckoBsle cepBepsl.

[Tpu3Haku 3apaskeHus] KOMIBIOTEPA.

AHTHUBHpYCHAas 3allUTa.

3ammra ¢aitnos. besonacHOCTh pu ckauMBaHUU (PAKIIoOB.

3amyra nporpaMM U JIaHHBIX OT HECAHKIIMOHUPOBAHHOTO KOIIMPOBAHUS.
OpraHu3anyoHHbIe, OPUAMYECKHE, MPOTPaMMHBIE W TMPOTrPaMMHO-ANIapaTHbIE MephI
3alIUTBHI.

3ammTa IporpaMM M JIaHHBIX C TIOMOIIBIO TApOJeH, MPOTPAMMHBIX M AIIEKTPOHHBIX
KJIIOYEel, CEpUIHBIX HOMEPOB, [IEPEHOCa B OHJIANH U T.I1.

Henepemeraembie mporpaMmel.

3amurTa OT KONMMPOBAaHUS KOHTEHTA CalTa.

Ncrounuku 3apaxenus [1K.

AnTuBupycaoe I10, Buabl 1 Ha3HaYeHHe. MeTo/ bl 3aIUThl OT BUPYCOB.

IIpakTnyeckoe 3ansaTHe 5.2.

Bormpocs! 151 06cyxaeHust

1.

ARl N

10.
11.
12.

13.

14.

[Tpobnemsr OezonacHocTH MHPpacTpyKTypbl MHTEpHETa (IPOTOKOJBI MapHIpyTHU3aLUU
CETH, CUCTEMA IOMEHHBIX UMEH, CPEJICTBA MAPLIPYTU3ALUH U T.I1.).

[TpoBepka nouymHHOCTH (ayTeHTU(UKanus) B HTepHeTe.

Mepsl 6e3onacHoctu Juis nonb3oBatens WiFi. Hactpoiika 6e3onacHocT.

Bupycsl a1 MOOUIIBHBIX YCTPONCTB (MOOMIIbHBIE OaHKEPHI U JIp.).

Hactpoiika kommnbrotepa i1t 0e3onacHoi paboTsl. OMNOKY MOJIB30BaTENS.

Meppl  nuuHOM  Oe3zomacHocTH  Ipu  ceTeBoM  obmieHuu.  I[IpenorBpaieHue
HECaHKI[MOHUPOBAHHOTO ocTyna K 11K.

[Taponu, 6GuomeTpuyecKkne METO/bl 3aIUThl U ayTeHTU(UKALUSA C ITOMOIIbIO BHEIIHUX
HOCHUTEJIEH.

[TpocTbie n AUHAMUYECKU U3MEHsIoNMecs napoiu. bopsba ¢ yreukamu nadopmaruu.
Cpenctsa koHTposs noctyma. [IpaBa monp3oBareneit. CriocoObl pa3rpaHUueHUs JOCTYTIA.
OTnnuus BUPYCOB U 3aKJIaJ0K.

AnTuBHpYCcHbIe nporpammbl ais [1K: ckanepsl, peBU30pHI U Ap.

Haubounee n3BectHrle anTuBUpYycHBIE porpammel. Kaspersky Internet Security. Dr.Web
Security Space. ESET NOD32 Smart Security. Kommepueckoe wu OecraTHOE
antuBupycHoe [10.

Omnnaiin cepBUCH 1J11 6€30MaCHOCTH TOJB30BATENs B MHTEPHETE (MPOBEPKa KOMITBIOTEPA
U (aiiioB Ha BUPYCHI OHJIAMH, OHJAWH AeakTuBanus SMS-BUpyCOB, poBepKa caifTa Ha
BUPYCHI, TpoBepka (ailioB mo e-mail, ompezneneHue aapeca CTpaHUIBL, MPOBEpKa
crouoctt CMC u nip.).

Hactpoiikn 06e301macHOCTH TOYTOBBIX MPOrpaMM. 3aldTa B TIOMCKOBBIX CHCTEMax
(unbTpHI A1 OrpaHUYEHUS TOTEHIIUATBHO OMIACHOTO COJEPKUMOTO).

2. 3apgaHus A8 CaMOCTOSITeIbHON PadoThl
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Tema 1. KubepOe3zonacHOCTh B CUCTEME HAIMOHAIBHOM Oe3omacHocT PO
I[ToaroToBUTH AOKIAM IIO TEME:

1. HNudopmanuonnas BoiiHa. MTudopmamoHHoe opyxKue.

2. IlatpmoTu3M M UHTEPHET.

3. HudopmarimoHHOE BO3ICHCTBHE.

Tema 2. KuOepnpecTymieHus NpOTUB JTUYHOCTH, OOIIECTBA U FOCYAaPCTBA
IToaroToBUTH NOKIA IO TEME:
1. PeanbpHas u BUpTyasibHas JUYHOCTD.
2. Tlcuxonornyeckas obcranoBka B MuTepHete: rpuduHr, KnbepOyiHr, KnOepMOOOHHT,
TPOJUIUHT, OYJUTHIIHI.

Tema 3. CoBpemeHHOE KHOEPIPOCTPAaHCTBO TeXHHKa 0€30MaCHOCTH B KHOEPIIPOCTPAHCTBE
IToAroTOBUTH JOKIAM IO TEME:

1. DIeKTpOHHBII KOIIEJEK.

2. MoueHHUYeCcTBO MpHU pacnupocTpaneHuu «oecruiatHoro» I10.

3. IlpaBuna moBeaeHMS B CKaMIIE.

4. ®opym. IlpaBuna noBenenus

Tema 4. [IpoGnemsl nTepHET-3aBUCHMOCTH, KMOEPOYIIIIMHTA
[ToAroToBUTH AOKIA MO TEME:
1. Bunael UHTEpHET-3aBUCUMOCTH.
2. KubepkynbTypa (MaccoBasi KyJIbTypa B CETH) U JINYHOCTb.
3. Tlcuxomoruueckoe BO3ecTBUE HH(MOPMAIIMU HA YeTIOBEKA

Tema 5. Metoas! obecrieuenust 0ezonacHoctu I1K n MaTepuera. Bupycsl u aHTUBHpYCHI
[ToaroToBUTH TOKIJIAM MO TEME:

1. Mepsi GezonacHocTu A noas3oBarenst WiFi. Hactpoiika 6e3omacHocTy.

2. Bupychsl 1u11 MOOMIIBHBIX YCTPOUCTB (MOOUIIbHBIE OaHKEPHI U JIP.).

3. IIpumepHble TeMbl pedpepaToB

1. Wnadopmamus - pakTop cyniecTBOBaHUS U pa3BUTHs o01iecTBa. OCHOBHBIE (DOPMBI

nposiBlIeHusl UH(popMaluu, e€ CBOHCTBa Kak 0ObekTa 0€30MacHOCTH.

[TonsiTue 6e3onacHocT U €€ cocrapistonie. besonacHocts HHGpOpMaLUU.

Obecneuenne nHPOPMAIIMOHHOMN 0€30IMaCHOCTH: CO/IEPIKAHUE U CTPYKTYpa MOHATHUS.

HanmonansHbie nHTEpECH B MHMOpPMAITMOHHON chepe.

VlcTouHMKM U coiepikaHue yrpo3 B MHGOPMAaLMOHHOM cdepe.

CooTHolIeHrEe TOHATUN «MHPOPMAIIMOHHAs O€30M1aCHOCTh) U «HAI[MOHATIbHAS

0€3011aCHOCTb)

7. Puck paboTsl Ha IepcoOHAILHOM KoMmIbtoTepe. [lnanupoBanue 6e3omacHoil paboThl Ha
NEPCOHAIIBHOM KOMIIBIOTEDPE.

8. Hudopmanus - paxTop cymecTBOBaHUS U Pa3BUTHS OOIIECTBA.

9. llenu u 3agauu 3aMIUTH UHPOPMALIUH.

10. Opranun3zanus 3auThl KOH(UIESHIMATIBHON HHDOpMAaLIUH.

11. Bugsl 3amuiiaeMoii nHGopManuu B cepe rocyJapcTBEHHOr0 ¥ MyHHIIUTIAIEHOTO
yIpaBIeHUS.

12. YpoBHu BeaeHus: HHPOPMAITMOHHON BOMHBI. OniepaTUBHAs MaCKHUPOBKA.
Pannosnextponnas 6oprba. Bo3aeiicTBue Ha ceTH.

13. OcHOBHBIE TOJNOXEHUSI TOCYJApCTBEHHONH HWH(POPMALMOHHOM monuTHKU Poccuiickoii
®denepanyu.

AR
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[Tpunoxenue 2

OueHo4YHBbIC MATEPHAJIBI 110 IMCHHUIIIMHE
« Knbepoe3zonacHocrn»

1. OueHouyHbIe MaTepUaIbI VIS TEKYIIET0 KOHTPOJIS
1.1. TecToBbIe MaTEepHAJIbI

Tecr 1
1. UndopmanmonHas 0€301acHOCTb 3aBUCHUT OT:
a) KOMIIBIOTEPOB, OICPIKUBAIOIIECH HHPPACTPYKTYPHI +
0) mosb3oBarenen
B) nH(OpMaIuu
2. TapreTupoBaHHas aTaka — 3TO:
a) aTaka Ha ceTeBoe 000pyT0BaHHE
0) aTaka Ha KOMIIBIOTEPHYIO CUCTEMY KPYIHOTO IPEeANpUsTUS +
B) aTaka Ha KOHKPETHBIA KOMITBIOTEP MOJIb30BATEIS
3. Stuxnet — 3T0:
a) TpOsSIHCKasi mporpamma
0) MaKpoOBHUPYC
B) MPOMBIIIUICHHBIN BUPYC +
4. OcHoBHas Macca yrpo3 MHGOpMaIMOHHON 0€30MaCHOCTH MPUXOAUTCS Ha:
a) TposiHCKME TporpaMMBbl +
6) LInnoHckue nporpaMmsl
B) Uepsu
5. Ilox kakue CUCTEMBI paclpOCTpPaHEHUE BUPYCOB IPOUCXOUT Hanboiee TMHAMUYHO:
a) Windows
0) Mac OS
B) Android +
6. Kakoii Buj uaeHTu(uKanuy 1 ayTeHTU(hUKALUKU TOTy4niI Haubouiblee pacpoCTpaHeHue:
a) cuctembl PKI
0) mocTosIHHBIE TApOIH +
B) OJIHOPA30BbIE TTAPOJIU
7. Kakue yrpo3sl 6€30nacHOCTH MH(POPMALIUH SIBIISIOTCS MPEIHAMEPEHHBIMU:
a) OIMOKHU TepcoHasia
0) OTKpBITHE JEKTPOHHOTO MTUChMa, COJIEPIKALIETO BUPYC
B) HE aBTOPU30BAHHBIN JOCTYH +
8. Urto Takoe «oddrom»:
a) coob1enne He 1o Teme ¢popyma +
0) yacTb rapaepoda
B) GyTOOJIBHBII TEPMUH
9. Cucremoii kpunrorpapuueckon 3auThl UHHOPMALIUHU SBIISIETCS:
a) BFox Pro
6) CAudit Pro
B) Kpunro I1po +
10. CITAM:
a) arpeccUBHOE TOBEIcHNE Ha (hopyMax
0) MaccoBast pacchbUIKa PeKJIaMbl U IPOYNX OOBSIBICHHH +
B) LIENIOYKA HETIOHATHBIX, HEJIOTMUHBIX OOBSICHEHUI
11. Kakue BUpYyCHl aKTHBU3UPYIOTCS B CAMOM Hadajie padOThI C ONEepallMOHHON CUCTEMOM:
a) 3arpy304Hble BUPYCHI +



0) TPOSIHITBI

B) UE€pPBU

12. IlepeBeaute Ha s13bIK MIHTEpHETA BBIPAKEHUE JIUTh BOLAY):

a) ueiim

0) Quyn +

B) CIIAM

13. «CnoBecHast BOItHa», BO3HUKAOIIAs MHOTA Ha hopyMax:

a) dueiim +

6) CIIAM

B) duyn

14. J1ns Beigenenrs Haubosee 3HAaYMMBIX CIIOB B TEKCTE MCTIONb3YIOT:

a) KypcuB

0) MmoYepKuBaHUe

B) JKUPHBINA mpudt +

15. Habop cnoB 3AT'JIABHBIMU OykBamu CityKuT:

a) JUIsl BBIPAXKEHUS CUIIbHBIX MO +

0) 11t 0003HAYCHHUSI YET0-TO OOJIBIIIOTO

B) /ISl IPUBJICYEHUS] BHUMAHUs cOOECeHUKA K TJIABHOMY B BbICKa3bIBAHUU

RELAP

RELAP

16. Hopmbl oOmienus B cetn IHTepHET:

a) UHTEKET

0) HETHUKET +

B) 3TUKET

17. Bribepute BepHOE yTBEpPXKICHHE.

ABTOpCKHE IOCTHI, pa3MelllaeMbl€ MT0JIb30BATEISIMHU B COLMATIBHBIX CETAX U Oyorax:

a) HUKOTJ]a He COZIeprKaT MePCOHAIbHON HH(pOPMAaLIUH, TO3TOMY MX ITyOJUKAIUs HE HECET
CEpPBE3HBIX MOCIIEICTBUN

0) Bceraa coneprkaT U3JHUILHIOW NEPCOHATbHYIO HH(POPMAIIUIO O YETIOBEKE, UTO MOKET
HaBPEJIUTh HE TOJIBKO €ro peryTaluu, HO 1 JMYHOM 0e30macHOCTH

B) OLICHMBAIOTCS YUTATEISIMU [TO-Pa3HOMY, TOITOMY HEBO3MOXKHO MpeICKa3aTh, KaK MyOJInKaIus
[0CTa OTPA3UTCS Ha penyTallu ero aBTopa +

18. Ykaxkure ycTpoWCTBO ISl MOAKIOYEHHSI KOMIIBIOTEPA K CETH:

a) MBbIIIIb

0) Moaem +

B) CKaHep

19. IIpu mpocmoTpe BeO-caiiToB u odieHnn yepe3 MHTepHeT:

a) Bbl ocTaBmnsieTe 31€KTPOHHBIE CII€/Ibl, KOTOPbIE MOXKHO yIaIUTh CAaMOMY

6) BbI ocTaBisiere 31eKTpOHHBIE CIIeJbl, KOTOPbIE XpaHATCs TOJIbKO Ha Baiem koMmbiotepe
B) BBl ocTaBinsiere as1eKTpoHHbIE cliefibl («IHU(POBBIE OTIIEYATKNY), IO KOTOPHIM MOKHO
OIIPEIENIUTh, KaKUe CTpaHuLbl Bbl mpocMarpuBanu u kakou [P-anpec kommnbsrorepa Bl
HACIOIB30BaIN +

20. I'naBHoO# ¢yHKIMEN OpaHaMayspa SBISIETCS:

a) TIOTIOJTHUTENHHOE 0(DUCHOE TIPIIIOKEHUS JUTsl pabOTHI ¢ 6a3aMu JaHHBIX

0) 3ammMTa KOMIIBIOTEPA OT B3JIOMA XaKePaMH, a TAaK’Ke BCEBO3MOXHBIX BUPYCOB U «TPOSHOBY» +
B) YIIPOLIEHUE U ONTUMM3AIHS padOThl ONEPALMOHHON CUCTEMBbI

exaama0+

21. Yro HE nmomMokeT 3aIlUTUTh CBOIO AJIEKTPOHHYIO MOYTY OT B3JIOMA:

a) IepUOJNYECKH MEHSTh aJpeC AIEKTPOHHON NIOYTHI, MEHAThH POBAAEpOB +

0) co3/iaBaTh pa3HbIC MMAPOJIA OT Pa3HBIX AKKAyHTOB

B) HE OTKPBIBATh COOOIIECHHUS C HE3HAKOMBIX U MOA03PUTEIBHBIX aIPECOB
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22. Korma MOKHO MOJHOCTHIO JOBEPSATh HOBBIM OHJIANH-APY3bSM:

a) MOTOBOPHUB 10 TeseHOHY

0) Huyero He MoxkeT Aath 100 %-Hyr0 rapanTHIO TOTO, YTO OHJIAWH-IPYTY MOXKHO JOBEPSTH +
B) mocie oomena ororpadusmu

23. Yto nenath, €Ciid BaM MPUILIO MHUCbMO O TOM, YTO BbI BBIUTPAJIH B JIOTEpEE:

a) CBA3ATHCS C OTIIPABHUTENIEM 1O TenedoHy

0) mepeiTu Mo cchlIKe B MUChMeE, Belb MH(POpMAIIHsI MOXKET 0Ka3aTbCs MpaBaoi

B) YAAJHTb €ro 1 3a0JI0KUPOBATh OTIIPABUTENS +

24. Kakyto nHpopMaiuio o cede MOXKHO BBIKJIaIbIBaTh B IHTepHETEe B OTKPBITOM JIOCTYIIE:
a) MecTo paboThI poauTENeH

0) 0 cBOMX MHTEpecax +

B) HOMep TenedoHa

25. Kak 3aluTUTHCS OT HETaTUBHOTO KOHTEHTA!

a) 0OpaTUTHCS K aBTOPY HEraTUBHOI'O KOHTEHTA

0) He oOpamaTh Ha HEr0 BHUMaHUS

B) HCIIOJIK30BaTh Oe30macHbIi mouck Google n 6e3omacHbIil peskum Ha YouTube +

26. B xakoM citydyae HapylIaeTcst aBTOpPCKOe MpaBo:

a) MU UCTIOJIH30BAHUH MaTEpUAIOB BUKHIIe My Tt MOATOTOBKH JJOKJIAIa CO CCBUIKOM Ha
HCTOYHUK

0) pu pasmenicHnn Ha YouTube cOOCTBEHHOTO BUICOPOIIMKA C KOHIIEPTA KAKOK-THOO TPYIIIBI
+

B) IpU IPOCMOTPE TPAHCIISILIMIA HAa OPUIIMATIBHOM CalTe TeJIeKaHata

27. TposiHCKasi mporpamma oracHa TeM, 4To:

a) MPOHHUKAET HAa KOMITBIOTEP TOJ] BUIOM MOJIE3HON MPOTPaMMBI U BHITIOJHSET BPEIOHOCHBIE
neiicTBus 0e3 BeloMa moyb30BaTens +

0) o0Jy1aiaeT BCEMH BBILIETIEPEUHCICHHBIMUA BO3MOXKHOCTSIMU

B) BBIHY’K/Ia€T MOJIH30BATENS BO3BpAIIaTh JOJITH JaHANIIEB

28. KnaBuatypHbIi IINHOH:

a) OPUIUYECKHUI TEPMUH, UCTIONB3YEMBIN /11 0003HaYEHHS MPAaBOHAPYIIEHUH, CBS3aHHBIX C
MH(OPMaLMOHHON 0€30M1aCHOCTHIO

0) puznyeckuit TEpMHUH, UCTIONIb3YEMbIH /17151 0003HAUYEHUS PaBOHAPYIIEHUH, CBA3aHHBIX C
MH(OPMaLIMOHHON 0€30M1aCHOCTHIO

B) MporpamMma, OTCIIeKHUBAIOIIAs BBOJI MOJIb30BaTEIEM Mapojeil U MUH-KOAOB +

29. Yto He sABIsIETCS EPCOHATbHBIMU JAHHBIMU:

a) ucTopus 6ose3HH +

0) macmopTHBIC TaHHBIE

B) amMIIus, UMsl, OTIECTBO

30. Yro nenaTp, €CIM BbI CTAJIH )KEPTBON MHTEPHET-TPABIIN:

a) ChINIAaTh YIPO3aMHU B OTBET, MIpeJIaraTb BCTPETUTHCS U pa3odparbes

0) 00paTUTHCS B A AMUHUCTPAIINIO pecypca ¢ Mpoch00i Haka3aTh OOUTINKA +

B) BBIKUHYTh KOMIIBIOTED

Tect 2

1) K npaBoBeiM MeToAaM, oOecneyuBaOIIUM HHPOPMALUOHHYIO 0€30MacHOCTb,
OTHOCSTCS:

- Pa3zpaboTka anmapaTHbIX CpeACTB 00ecrieYeHHs TPABOBBIX JTaHHBIX

- Pa3paboTka m ycTaHOBKa BO BCEX KOMIIBIOTEPHBIX IPABOBBIX CETSAX JKYpPHAJIOB ydeTa
JeucTBUI

- Pa3paboTka W KOHKpeTHM3amus MPaBOBBIX HOPMATHUBHBIX AaKTOB OOECIECUCHHUS
6e3zomacHoCTH
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2) OCHOBHBIMH HCTOYHHUKAMHU YTP03 HHGOPMAIMOHHOW O0€30MacHOCTH SIBISIOTCS BCE
yKa3aHHOE B CITHCKE:

- XUIlleHue KECTKUX JUCKOB, MOJKIIOUEHUE K CETH, HHCAUIePCTBO

- [lepexBat JaHHBIX, XUIIEHUE TaHHBIX, I3MEHEHHUE aPXUTEKTYPhI CUCTEMBI

- XulieHue AaHHBIX, MOJKYI CHUCTEMHBIX aJAMUHUCTPATOPOB, HapyIIEHUE periamMeHTa
paboThI

3) Bunpl uHpopManmoHHON 6€30MTaCHOCTH:

- [lepconanbHas, KOpmopaTUBHAs, TOCYIapCTBEHHAS

- Kninenrckas, cepepHasi, cereBas

- JloxanbHas, rmobanpHas, CMEIaHHas

4) llenmum wuHbDOpMAIMOHHOW 0E30MACHOCTH — CBOCBPEMEHHOE OOHapyXeHHE,
npenynpexaeHHE:

+ HECaHKIMOHUPOBAHHOTO JI0CTYyNa, BO3ACUCTBUS B CETH

- MHCalIepCTBa B OpTaHU3AIUU

- YpE3BBIYAaMHBIX CUTYyaLlUN

5) OcHoBHBIE 00BbEKTH HH(GOPMAIMOHHON 0€30MaCHOCTH:

- Komnbrorepusie cetn, 6a3pl JaHHBIX

- UndopmManimoHHble CUCTEMBI, ICUXOJOTMYECKOE COCTOSIHUE MT0JIb30BaTeIIeH

- buzHec-opueHTHPOBaHHbBIE, KOMMEPUYECKHE CUCTEMBI

6) OCHOBHBIMU pHCKaMU MH(GOPMALMOHHON 6€30MacCHOCTHU SIBISIOTCS:

- Uckaxxenue, yMeHbllIeHUE 00beMa, NEPEKOIUPOBKA HH(OpPMALIUU

- Texnuueckoe BMEUIaTENbCTBO, BBIBEJIEHUE U3 CTPOSI 000PY10BaHUS CETU

- [loreps, uckaxenue, yreuka uHQopMauu

7) K ocHOBHBIM mpuHLIMIAM o0ecrnedeHust HH(PpOopMaImoOHHON 0€30MacCHOCTH OTHOCUTCS:
- DKOHOMHUYECKOU 3P PEKTUBHOCTU CUCTEMBI 0€30MACHOCTH

- MHoromnargpopMeHHON peanu3aluy CUCTEMBI

- YcuseHus 3aUIMIEHHOCTH BCEX 3BEHbEB CUCTEMBI

8) OcHOBHBIMHU CyObeKTaMU HHPOPMALMOHHOM 6€30MaCHOCTHU SIBISIOTCS:

- PYKOBOAUTEINH, MEHE)KEPBI, AIMUHUCTPATOPbI KOMITAHUH

- OpraHsl IpaBa, rocyaapcTaa, OuzHeca

- ceTeBble 0a3bl JaHHBIX, ()aCPBOJIIIbI

9) K ocHOBHBIM (yHKIMSAM CHUCTEMbI 0€30IaCHOCTH MOXHO OTHECTH BCE NEPEUUCICHHOE:!
- YcTaHOBIIEHHE perjaMeHTa, ayJUT CUCTEMBI, BBIIBICHHE PUCKOB

- YcTaHOBKA HOBBIX O(UCHBIX NMPUITOKEHUH, CMEHA XOCTUHT-KOMIIaHUHU

- Buenpenue ayTeHTH(UKaIUK, TPOBEPKU KOHTAKTHBIX JAHHBIX MOJIb30BaTEIEH
10) ITpunnunoM nHGOPMAMOHHON 60€30MAaCHOCTH SABJISIETCS NPUHLIMI HEJONMYIIIECHHUS:
- HeonpaBnaHnHbIX orpaHuyeHuil npu paboTe B CETU (CUCTEME)

- PuckoB 0€3011acHOCTH CETH, CUCTEMBI

- [Ipe3ymnnuu cekpeTHOCTH

11) IIpuHIUIIOM MOJUTHUKH UH(POPMAITMOHHON 0€30MaCHOCTH SABJISIETCS TPUHLIMI:
- HeB03MOXHOCTH MHUHOBATh 3alIUTHBIE CPEJICTBA CETH (CHUCTEMBI)

- YcuileHHsI OCHOBHOTO 3B€HA CETH, CUCTEMBI

- [lonHOro OJIOKUPOBAHUS JOCTYIA IPU PUCK-CUTYAIUSIX

12) IIpuHIUIIOM MOJUTHUKH UH(POPMAITMOHHON 0€30MaCHOCTH SABJISIETCS TPUHLIMI:
- YcusieHus 3aU[MIIEeHHOCTH CaMOT'0 HEe3aIMIIEHHOTO 3B€Ha CeTH (CUCTEMBI)

- Ilepexona B Oe30macHOe COCTOSIHHE PAOOTHI CETHU, CUCTEMBI

- [lontHOTO HOCTYIA MOJIB30BaTEIEH KO BCEM pecypcaM CETH, CUCTEMBI

13) IIpuHIIUTIOM MOJUTHUKH UH(POPMAITMOHHON 0€301aCHOCTH SBJISIETCS TPUHLIMI:
- Pazgenenus nocrymna (00s3aHHOCTEM, MPUBUJICTHI ) KIUEHTAM CETH (CUCTEMBI)

- OIHOYpOBHEBOM 3alIUThl CETH, CUCTEMBI

- CoBMECTUMBIX, OJJHOTUIIHBIX MPOTrPaMMHO-TEXHUYECKUX CPEACTB CETH, CUCTEMBI
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14) K 0oCHOBHBIM THUIIaM CPEICTB BO3/ICHCTBUS Ha KOMITBIOTEPHYIO CETh OTHOCHUTCS:
- KoMmnbrorepuslii c60it

- Jlornueckue 3aKaagaku («KMUHBI)

- ABapuiiHO€ OTKJIIOYCHUE MUTAHUSA

15) Kornga monyuen cnam mo e-mail ¢ mpuiaokXeHHbIM (aiiom, cCiaenyer:

- [IpounTtaTh NpUI0KEHHUE, ECIIU OHO HE COAEPKUT HUYETO LIEHHOTO — YJAJIUTh

- Coxpanutsb npuiioxkenue B napke «Crnamy, BeISICHUTD 3aTeM IP-anpec reneparopa cnama
- Y1anute NUCbMO € NPUI0KEHUEM, HE PACKpPBIBasl (HE 4UTasi) €ro

16) I[Mpunnun Kupxroda:

- CexpeTHOCTh KJII04a ONpeeieHa CEKPETHOCThIO OTKPHITOTO COOOIIEHHS

- CexkpeTHOCTh UH(OpPMALUH ONIPEieieHa CKOPOCThIO Mepeaun JaHHBIX

- CexkpeTHOCTh 3aKPHITOTO COOOLIEHHS ONPEEAETCS CEKPETHOCTHIO KI04a

17) OUII - sro:

- DneKTpoHHO-M(POBOH MpeodpazoBaTeIh

- DIeKTpOHHO-UH(pPOBas MOANUCH

- DIIeKTPOHHO-IU(POBOH MpoIEccop

18)  Hawubonmee  pacmpocTpaHeHbl  yrpo3sl  HHGOpMAUOHHOW  0€30MacHOCTHU
KOPIIOPAaTUBHON CHCTEMBI:

- [lokynka Henuuenzuonuoro 11O

- OmmOKH >KCIUTyaTallui ¥ HEYMBIIUIEHHOTO U3MEHEHUS PEeKUMa PaOOThI CUCTEMBI
- Co3HaTeNnbHOTO BHEJPEHUS CETEBBIX BUPYCOB

19) Haubonee pacrpocTpaHeHbl YTpo3bl HHPOPMALHMOHHON O€30MaCHOCTH CETH:

- PacnipenenenHblii JOCTYI KIUEHT, OTKa3 000pyIOBaHUS

- MopanpHBI U3HOC CETH, HHCAWAEPCTBO

+ C0Ooii (oTKa3) 000pyAOBaHUS, HEllETaTbHOE KOMUPOBAHUE JAHHBIX

20) Haubonee pacupocTpaHeHbl CpeCcTBA BO3JAEHCTBUS HA CETh oduca:

- Cnals1it Tpaduk, nHGOPMATMOHHBIN 0OMaH, BUPYChl B MHTEPHET

- Bupycsl B ceTu, Joruuyeckre MUHBI (3aKiIaKn), HHPOPMaIlMOHHBINH ITepexBat

- KomnbrorepHsie c60u, U3MEHEHUE aIMUHCTPUPOBAHUS, TOIOJOTUU

21) YTeukoii uH(GOpMAIIUKA B CUCTEME HA3bIBAETCS CUTYAllHsI, XapaKTepuzyemas:

- [loTrepeit taHHBIX B CUCTEME

- U3menenuneM ¢popMbl HHPpOpMaLu

- I3MeHeHuneM cojiepKaHus HHPOPMALUH

22) CpoiictBamu  uH(popmauuu, Haubosiee AaKTyaJbHBIMM NpuU  oOecrnedeHUun
uH(pOpMaIMOHHON 0€30MaCHOCTH SABISIOTCS:

- llenocTHOCTH

- 1oCTynIHOCTH

- AKTyanbHOCTb|

23) Yrpo3a uHpopmManmoHHON cucTeMe (KOMIBIOTEPHOI CETH) — 3TO:

- BepositHOE coObITHE

- JlerepMuHHMpOBaHHOE (BCETrJa ONpEeIeHHOE) COOBITHE

- CoObITHE, TPOUCXOAIIEE TEPUOTUIECKHU

24) Undopmanus, KOTOpPYIO CileAyeT 3alluiiarth (0 HOpMaTHBaM, MpaBUIIaM CETH,
CHCTEMBI) Ha3bIBACTCS:

- PernmamenTupoBaHHOMI

- [IpaBoBoO#

- 3amuniaeMoun

25) Pa3HOBUIHOCTSIMH yIrpo3 0e3omacHOCTH (CeTH, CHUCTEMBbI) SBISIOTCA BCE
IIEPUYUCIEHHOE B CIIUCKE:

- [IporpaMMHbIe, TEXHHYECKHE, OPTaHU3AIMOHHBIE, TEXHOJIOTHYECKUE

- CepBepHble, KIMEHTCKHE, CIIYyTHUKOBBIE, HA3EMHBIE

- JInuHble, KOpIOpPATUBHBIE, COI[UAIbHbIE, HAIIUOHAJIbHbIE
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26) OkoHUYATENIbHO, OTBETCTBEHHOCTh 3a 3AIHUINEHHOCTh JAHHBIX B KOMIIBIOTEPHOW CETH
HECET:

+ Biangenen cetu

- AIMUHUCTPATOpP CETH

- [lonb3oBaTens cetu

27) [Monutuka 6€30MaCHOCTH B CUCTEME (CETU) — ITO KOMILICKC:

- PyxoBoncTB, TpeboBaHuii oOecnedeHuss HeOOXOUMOTO YPOBHS 0€30MacHOCTH

- UHCcTpyK1Uii, aITOPUTMOB ITOBEJAECHUS II0JIb30BATEIIS B CETH

- HopMbl nH(OpManimoHHOTO MpaBa, COOII01aeMble B CETH

28) HaumbGomnee BaXHBIM IMpU peAIH3aNUU 3ALIUTHBIX MEp MOJHUTHKH O€e30MacHOCTH
ABIISIETCA:

- Ayaut, aHanu3 3aTpar Ha NPOBEIEHUE 3allUTHBIX Mep

- Aynut, aHanu3 6€301MacHOCTH

- AynuT, aHanu3 ysi3BUMOCTEH, pUCK-CUTYallul

Kpurepum ouenku:
s oneHKH pe3yJibTATOB TECTHPOBAHMS IPEIYCMOTPEHA CIEAYIOIIasi CUCTEMa OILICHUBAHUS
y4eOHBIX TOCTHKEHUHN CTYJCHTOB:
3a KaxAbli MPaBUIBHBIN OTBET CTaBUTCS 1 Oa,
3a HempaBWIbHBIN 0TBET — () OaoB.
Ecnu ctynenT HaOupaer
ot 85 110 100 % npaBuIBHBIX OTBETOB €MY BBICTABIISIETCS OLIEHKA «OTIUYHON;
oT 72 10 84 % npaBUIIBLHBIX OTBETOB — OLIEHKA «XOPOILLIO»,
ot 51 10 71 % npaBUIBHBIX OTBETOB — OLIEHKA «YJOBJIETBOPUTEIHLHO,
MeHee 50 0aoB — OlLIEHKa «HEYJIOBIETBOPUTEIHHOY.

1.2. Bonpocsl 1J1s1 coGece10BaHus1

Tema 1. Kubep0Oe3onacHocTh B cucTeMe HAlIMOHAIbHOM Oe3onacHocT PP
1. TocynapcTBeHHas moiMTHKA B 00J1aCTH KHOEpOE30MaCHOCTH KOMITBIOTEPHBIM aTakaM OT
15 suBaps 2013 r.
VYronosusiit kogeke PD, paznen «Ilpectymienus B chepe KOMMIBIOTEPHOI
UHpOpMALIUN.
3ammTa KuOEpnpoCcTpaHCcTBa rocynapctTsom. Kubeproiina.
IIpaBo Ha unpopmanuto B Koncrutyuuu PO.
3amuTa rocyJapcTBa U 3aiiiuTa KubepnpocTpaHCTBa.
JlokTprHa HHPOPMALIMOHHOM OE30MaCHOCTH.
Kubeppoticka. 3anura KuOepnpocTpaHCTBa KaK OJTHA U3 3a7a9 BOOPYKEHHBIX CHJI.
WNudopmanronnas BoitHa. HopMaIiioHHOE OpyXKHe.
[TaTpnoTH3M 1 UHTEPHET.
10. UudopmaninonHoe Bo3/ieiicTBuE.
11. Boennas, rocyapcTBeHHas, KOMMEpUYecKas TaliHa.
12. 3amumra caiiToB rocy1apCTBEHHBIX OPraHOB (JIEKTPOHHOE MPABUTENIBCTBO).

N

WX AW

Tema 2. KubGepnpectynjieHusi NpOTHB JTHYHOCTH, 001IeCTBA U FOCY1apCTBa
1.  PeanbHas u BUpTyajbHas JINYHOCTD.

2. Ilcuxomornueckas obcranoBka B MHTepHeTe: rpuduHT, KUOSpOYUIMHT, KHOSPMOOOHHT,
TPOJUIUHT, OYyJUTHIIH/I.
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[9S)

A I

10.

12.

13.
14.

15.

16.

17.
18.

be3omacHass pabora B ceTm B TPOIECCE CETEBOM KOMMYHHUKAIMH (4YaThl, (OPYMBI,
KOH(EepEeHIINHU, CKaII, COIHAIbHBIC CETH H TIp.).

TepMUHBI CETEBOT0 3TUKETA: OBEPKBOTHHT, ¢uieiiM, Gy, o TONNK, CMAWINKK U Ap.
[Tpumepsl 3THUECKUX HApYIIEHUH. 3HAYEHUE CETEBOI0 3TUKETA.

CoOcTBeHHOCTB B IHTEpHETE. ABTOPCKOE MPaBo.

WuTtemiektyanbHas COOCTBEHHOCTb.

[TnaTHas u 6ecruiaTHass HH(GOPMAIIHSL.

3ammrTa mMpaB MOTpeOHWTENed MNpH MCIONb30BaHUHM Yyciuyr HMHreprer. 3amurta mpaB
noTpeOuTenel yciyr npoBanaepa.

OTBETCTBEHHOCTh 32 HHTEPHET-MOLIEHHUYECTBO.

[IpaBoBbie  akThl B  O0OsacTd  HMHMOPMALMOHHBIX  TEXHOJOTMA U 3AIIUTHI
kubeprpoctpancTBa. OTBETCTBEHHOCTD 32 KHOEPIPECTYIUICHUSI.

KoHcTUTylIMOHHOE MpaBO HA TMOHCK, MOJTY4YEHHE W PacHpoCTpaHeHHEe HHQPOpMAIUU.
®epnepanbubiit 3akoH OT 29.12.2010 Ne 436-D3 (pex. ot 28.07.2012) «O 3amure aereit ot
uH(pOpMalY, PUUMUHSIONIEH BpeJl UX 3J0POBBIO M Pa3BUTHIO» (AeicTByeT ¢ 1 ceHTa0ps
2012 rona).

NudopmanmonHoe 3akoHoAaTeIbeTBO PD.

3akoH P® «O06 nrdopmarum, "HPOPMALMOHHBIX TEXHOJOTHSX U O 3aIIUTe WH(POPMAIIHN.
YTronoBHas OTBETCTBEHHOCTh 3a CO3JaHHe, WKCIOIb30BAaHHE U PaclpOCTpaHEHHE
BPEIOHOCHBIX KOMIIbIOTEpHBIX nporpamm (cT. 237 YK P®). [IpaBoBas oxpaHa nporpamm
it OBM u BJI. Kommepueckoe I1O. becrmatnoe I1O (FreeWare, Free, Free GPL,
Adware), ycinosHo-0ecrataoe 110 (Trial, Shareware, Demo).

[IpaBoBBIE OCHOBBI JUIsI 3AIIUTHI OT CIIaMa.

[IpaBoBass oxpana mporpamm st 9BM u BJl. Jlunensuonnoe I[10. Buasl nunensuit
(OEM, FPP, xopnopatuBHble nunen3uu, noamnucka). [10 ¢ otkpeiteim kogom (GNU GPL,
FreeBSD).

[TpaBo Ha MHpOPMAIUIO, HA COKPBITHE JaHHBIX, KATETOPHH UH(OPMAIIHH.

[lepconanbHble M OOLIENOCTYIHBIE JaHHBIE, OTrpaHWMYEHHbIM Joctyn. 3akoH «O
MEPCOHATIBHBIX TAHHBIX).

Tema 3. CoBpemenHoe kuOepnpocTpaHcTBO TexHHUKa 0e30I1aCHOCTH B KHOEPIPOCTPAHCTBE

1.

2.
3.
4

b

Sl

10.

11.

12.

Momennnyeckue neiictust B UaTepuere. Kubepnpecrymienus

CereBoii atuker. [Icuxomnorus u cetb

[IpaBOBBIE aCTIEKTHI 3aLTUTHI KHOEPIPOCTPAHCTBA

OmnuaiiH cepBHUCHI AJIs OE30MACHOCTH MOJIb30BATENs B MHTEpHETE (IPOBEPKa KOMIbIOTEpA U
¢aiinoB Ha BUPYCHI OHJIANH, OHJIAMH qeakTuBanus SMS-BUpycOB, MpoBepKka caifiTa Ha
BUPYCHI, IpoBepKa (haiisioB 1o e-mail, onpeneneHue aapeca CTPaHUIIBI, TPOBEPKa
croumoctat CMC u nip.).

Hactpoiiku 6€301macHOCTH MOYTOBBIX TPOTPaAMM.

3ammuTa B MOUCKOBBIX CUCTEMaX ((PHIIBTPHI IJIs1 OTpaHUYEHUS MOTEHITUATBHO OMACHOTO
COJIEPKUMOTO).

Hacrpoiiku 6e3omacHocT BeO-Opay3epos (Internet Explorer, Firefox u 1.11.).
DNEeKTPOHHAs MTOYTa U CUCTEMBI MTHOBEHHOTO OOMEHA COOOIICHUSIMH.

Hacrpoiiku 6e3onacnoctu Ckaiin, ICQ u p. Cioco6s1 obecrieueHus: 6€30macHOCTH BeO-
caira.

Kubepmnpectymienus. Buapl nHTepHET-MOIIIEHHUYECTBA (TUChMa, PEK-Iama, 0X0Ta 3a
JUYHBIMH JTJaHHBIMH U T.11.). OMTacHOCTH MOOHIIbHOM cBsi3u. [IpeayioxkeHus Mo ycTaHOBKE
BPEIOHOCHBIX MPUII0KECHHI.

Momennnyeckne CMC. YTeuka u o0HapoI0BaHKE JIMYHBIX AaHHBIX. [lonbop n mepexsar
napoJiei.

B3110MBI aKKayHTOB B COLMAJIbHBIX CeTAX. Buapl MomeHHn4YecTBa B MHTepHEeTE. @UIIMHT
(dbapmuHT). A3apTHBIE UTPHI.
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13.

14.
15.
16.
17.
18.

Jloxxuble anTuBHpyCHI. [logmMeHa cTpanuil B MHTEpHETE (CalThI-KJIOHBI). DanbIuBhIe
(haitmio0OMEeHHUKH.

DIIEKTPOHHBIN KolIeneK. MOIIEHHUYECTBO MPHU pacipocTpaHeHuu «oecraTrHoro» I10.
Texnonornu Manunyauposanus B HTepHere.

Tb npu uHTEpHET-O0IIICHUH.

Tb npu peructpanuu Ha BeO-caiTax.

Komnerorepnoe nuparcrBo. [Lnaruar.

Tema 4. IIpodaembl UHTEpHET-3aBUCMMOCTH, KHOEpOYUIMHT A

DN =

10.
11.
12.
13.
14.
15.
16.
17.
18.
19.
20.
21.
22.
23.

24.

25.

TexHuka 0e30macHOCTH NPU paboTe ¢ KOMIIBIOTEPOM.

KomnbroTep 1 MOOMIIbHBIEC YCTPOICTBA B UPE3BBIUANHBIX CUTYAIHSIX.

Menununackas uHpopmauus B MurepHere. KommbroTepsl U MOOWJIBbHBIE yCTpPOMCTBAa B
9KCTPEMAIIBHBIX YCIOBUSIX.

BoznelicTBue paaroBoiIH Ha 30pOBbe U OKpyskatolryto cpeny (Wi-Fi, Bluetooth, GSM).
Kommuiekc ynpakHeHuil npu paboTe 3a KOMIIBIOTEPOM.

Boznericteue Ha 3penue OJIT, KUAKOKPUCTAIUIMUECKUX, CBETOAMOIAHBIX, MOHOXPOMHBIX
MOHHTOPOB.

Komnerotep B pexxumMe TpyJa U OTAbIXA.

BiusiHue xoMnbroTepa Ha penpOAYKTUBHYIO CUCTEMY.

Bpenusie ¢pakTopsl paboThl 32 KOMIIBIOTEPOM U UX HOCIEICTBHSL.

Opranuzanus pabodero Mecra

HHTepHeT-coo011ecTBo.

WHTEepHEeT-3aBUCUMOCTb.

ConuanbHble ceTu. J[eTckue colManbHbIE CETH.

BupryanpHas TM4HOCTS.

3aBucuMOCTh OT MIHTEepHET-001IeHM .

PazBneuenus B UuTepHere.

IIpu3Haky UrpoBOM 3aBUCUMOCTH.

CereBble UTpBI.

Caiitsl 3HaKoMcTB. 30K 1 KOMIBIOTED.

Bunpei 3aBucumoctu. JlectpykrusHas uandopmanus B UHTepHere.

Bunsl MHTEpHET-3aBUCUMOCTH.

KubepkynbTypa (MaccoBasi KyJlbTypa B C€TH) U JTUYHOCTb.

Kpurepun 3aBucuMocTd (IPUOPUTETHOCTb, WM3MEHEHHUS HACTPOCHMs, TOJEPAHTHOCTb,
CUMIITOM pa3pbiBa, KOHQIIUKT, PEIU/IUB).

TUMbl UHTEPHET-3aBUCUMOCTH (IIPUCTPACTHE K paboTe ¢ KOMIBIOTEPOM, K HABUTAllUU U
MOMCKY MH(OpMAIK, UTPOMAHUS U AJIEKTPOHHbIE MOKYNKH, 3aBUCHMOCTb OT CETEBOTO
oOmIeHus).

Knaccudukanmsi ”HTepHET-3aBUCUMOCTEH

Tema 5. Metoabl o6ecnieuenus 6ezonacHoctu I1K u Untepuera. Bupycbl 1 aHTUBHPYCHI

e

N

IIpu3Haky 3apaxxeHuss KOMIIbIOTEpA.

AHTUBHpYCHas 3allUTa.

3amuTa Qaitnos. bezonacHoCTs Npu ckauyMBaHUM (PailyioB.

3amuTa NporpamMm U JaHHBIX OT HECAHKIIMOHUPOBAHHOTO KOIMPOBAHUS.
OpranusanyoHHble, HOPUANYECKUE, NPOTPaAaMMHBIE U IIPOrPAMMHO-AIIAPATHBIE MEPHI
3aILUTHI.

3amuTa NporpaMM M JAHHBIX C IIOMOIIBIO IAapOJI€H, IMPOrPaMMHBIX M JJIEKTPOHHBIX
KJIIOYEH, CEpUIHBIX HOMEPOB, IIEPEHOCA B OHJIANH U T.II.

Henepemeniaembie nporpamMmel.
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8. 3anmTa OT KONMUPOBAHUS KOHTEHTA CalTa.

9.  HUcrounuku 3apaxenus [1K.

10.  AntuBupycnoe 110, Busbl u Ha3HaueHHUE. MeTOIbl 3aIUThI OT BUPYCOB.

11. TIlpoGnemsr Oe3omacHoCTH HHGpPACTPyKTypsl MHTEpHETa (IMIPOTOKOIBI MapLIpyTH3AIHU
CETH, CUCTEMA IOMEHHBIX UMEH, CPEJICTBA MAPIIPYTU3ALUH U T.I1.).

12. Tlposepka moanuHHOCTH (ayTeHTUUKaus) B lHTEpHETE.

13.  Mepsl 6e30nacHocTH 1151 mosib3oBatens WiFi. Hactpoiika 6e3omacHoCTH.

14. Bupycsl 115t MOOMJIBHBIX YCTPOICTB (MOOHMIBHBIE OaHKEPHI U IP.).

15. Hactpotika komnbproTepa uisi 6e3omacHor padoThl. OMUOKH MOIB30BaATEIIA.

16. IlpocTeie M TMHAMHYECKH U3MEHsIONIHECs napoiu. bopbda ¢ yreukamu nHpopMamuy.

17. CpenctBa koHTpoJisa goctyna. [IpaBa monb3oBateneit. CriocoObl pa3rpaHUYeHHS JOCTYIIA.

18.  OTinuus BUPYCOB U 3aKJIAJIOK.

19. AwntuBupycuHsie nporpammsl i [1K: ckanepsl, peBU30pbI U Ap.

Kpurepum ouenkmu:

OLIEHKA «OTJHMYHO» BBICTABISICTCS CTYACHTY, €CIM OH TMPOJEMOHCTPUPOBA TMOJHOTY U
rnyOuHy 3HAaHUU MO BCEM BOMPOCaM, 3HAET OCHOBHBIE TEPMHHBI IO KOHTPOJIUPYEMBIM TEMaM,
BJIaJCeT 3HAHUAMH 00 OCHOBHBIX OCOOCHHOCTSX PEIICHUs 3a7a4. YMEET PUMEHSTH TOTyYeHHbIC
3HAHUSI [T PELLIEHNs] KOHKPETHBIX MPAKTIYECKHX 3a/1a4.

OLIEHKA «XOPOILUO0» BBICTABIIAECTCS CTYIAEHTY, KOTOPBIA IPOJEMOHCTPUPOBAI IIOJHOTY H
IyOMHY 3HAHUH 10 BCEM BOIMPOCAM paszelia, JJOTMYHO U3JlaraeT MaTepual.

OLIEHKA «YJAOBJIETBOPUTEJIbHO» BBICTABIIACTCA CTYJIEHTY, NPU HAJWYUHU Yy HEro 3HaHUU
OCHOBHBIX KaT€TOPHH M MOHATHI MO MpeIMeTy, YMEHHs OCTaTOYHO TPaMOTHO H3IIOKUTh
MaTepual.

OLICHKA «HEY/JAOBJIETBOPHTEJIbHO» BBICTABISETCS CTYIAEHTY, KOTOPBII HE OCBOMJI OCHOBHOTO
CoZlepyKaHMs TpeIMeTa, He BIaJIeeT 3HAHUSIMU TUCIUTUINHE.

1.3. Kpurepuu ouenku pedepara

Kpurepusimu onieHkH pedepara MOTYT BBHICTYIIHTD CIEAYIONIHE MOMEHTHI:

— B KakoW Mepe pacKphIBAETCS aKTyaJbHOCTh TEMBI;

—  KakoOB TEOPETHYECKHH YPOBEHb CYXKICHHUH aBTOpa, Kak BIAJIEeT OH COBPEMEHHBIMH
METOAOJIOTMYECKIMH OCHOBAaMH HayK TIpHM OCBEIIEHWH IIOCTAaBJICHHBIX B pedepate
BOIIPOCOB;

—  COOTBETCTBHE CTPYKTYpBI M cOoJlepKaHMs pedepaTa miany;

—  IIeJIOCTHOE, NTyOOKOe MOHUMaHNe BOIPOCOB TEMBI WM pa3pabaThiBaeéMoOi MpoOIeMBbl;

—  Kak yJajoch aBTOpPYy CBs3aTh M3JlaraeMble B pedepare BOMPOCHI TEOPUHU C MpoOIeMamMH
CETOMHSIIHErO JHS, yMEHHE HCIONb30BaTh TEOPETUYCCKHE HWCTOYHHKH W y4eOHO-
METOAMYECKYIO JTUTEPATYPY;

—  JIOCTaTOYHO JH IMpPOSBJICHA aBTOPOM CAMOCTOSITENHOCTh B IOCTAHOBKE BOIPOCOB, B
TPAaKTOBKE MX, €CTh JIM B padOTe OpPHUTHHAIBHBIC MBICITH, CBEXHE (aKThI, OMUCAHUE
JyYIIEro OmbITa paboThl, KOHKPETHBIX NPUMEPOB M3 MPAKTUKH, COOTBETCTBYIOIIUE
PEKOMEHAANNY ¥ TTPEIOKEHUS;

—  W3maraercs Jim B pedepaTe cCOOCTBEHHOE MIOHMMAaHUE pacCMaTpUBaeMOn TIPOOIIEMEI,
JOCTaTOYHA JIM ero apryMeHTallHs;

—  kak oopmieH pedepar wim gokian (00beM, HaIU4YKe IUIaHa, COAEPKATENTbHOCTh
BBEJICHHUS, TIOJTHOTA CITUCKA UCIIOIB3yEMOU JIUTEPaTyphl, HATMYNE PUIIOKEHHH, aHATN3a
OIbITa PabOTHI, CXEM, TAOJHII, AUArpaMM, IUTAHOB, aHKET U T.J1.);

—  uMeeT Jiu paboTa ONpeeTIeHHYIO IEHHOCTh, YTOObI pEKOMEHI0BATh €€ B (DOH]T yueOHBIX
ocoOuii Mo Kypcam.

Pedepar onennBaercs mo 4-x 6aIIbHON CUCTEME - «HEYIOBJICTBOPUTEIHHOY,

«YAOBJIETBOPUTEIILHOY, «XOPOIIOY», KOTIUYHO.
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1.4. Kpurepuu oueHKH Npe3eHTAUNH

bamnsHOE BBIPAXKCHUC OLICHKU IMPC3CHTALINHN

Ne bannn
Kpumepuu ouenku KomMnoHeHmog npezeHmayuu (makcumanvhoe
Koiuuecmeo npu
nonnoi
8vIpadiceHHOCMu
Kpumepus
CTpyKTypa npe3eHTanuu
1. [paBuibHOE 0pOpMIICHHE TUTYIILHOTO JIUCTA 4
2. Hanuune noHsITHON HaBUTallUKU 4
3. OtMeueHbl HHPpOpPMaMOHHBIE PECYPCHI 4
4. Jlornueckast mociea0BaTesIbHOCTh MH(GOPMAIMK Ha cllaiax 4
Odopmienne npe3eHTalun
5. Enunblii ctuie odopMieHust 5
6. Vcnonp30BaHUe Ha claiilax pasHOro pojia 0ObEKTOB 5
7. Texcr nerko unTaercst, JOH COYETAETCSI TEKCTOM U rpadudeckumu Gaiizamu 5
8. Vcnonp30BaHHEe aHUMAIIMOHHBIX 00HEKTOB 5
9. [IpaBUIBHOCTh U3JI0KEHUS TEKCTA 5
10. | Hcmosip30Banne 00BEKTOB, CICTAHHBIX B APYTHX MPOTrpaMMax 5
Copepikanue npe3eHTaAUN
11. | CdopmynupoBaHsl pobieMa i €€ TTOCHUTBI, PACKPBITHI 00CTOSATEIHCTBA €€ MPOSBICHNUS, 7
OTIPENICIAIONINE AKTyaTbHOCTh PACCMOTPEHHUS BOIIPOCA.
12. | TIoHATHEI 3a[a49H, JIOTHKA W OOIMINH aJTOPUTM PacCCMOTPEHHI PACKPHIBAEMBIX BOIIPOCOB 7
13. | JocraTo4Has EMKOCTB, COJIEPKATEIBHOCTh U YOSIUTEIBHOCTD MPEACTABISIEMOTO 7
MaTepuaia
14. | He meperpyeHHOCTb IIPEACTABIIEMOTO MaTepHalia BTOPOCTEICHHBIMH JaHHBIMU H 7
CBEIACHUSIMHU
15. | CpnenaHsl sicHBIE JUIsI BOCTIPHUSTHS BBIBOABI (3aKIIOUEHHS) 7
16. | TlpencraBieHHbIM MaTepHall M BHIBOJBI COOTBETCTBYIOT IIOCTABICHHOM LIeNIH 7
JddekT npe3eHTaAHN
17. | T'apMOHHMYHOE JIOTIOJIHEHHE YCTHOTO BBICTYIUIEHUS U 001IIee BIIeYaTIeHHe OT MPOCMOTpPa 12
IIpe3eHTAlUU
Cymma 6aJu10B 100

Ecnu ctynenT naOupaer
oT 85 o 100 - oleHKa «OTIUYHOY;
oT 72 10 84 — OLIEHKA «XOpOLIO»,
ot 51 10 71 — ouEeHKa «yJA0BIETBOPUTEIHHOY,
MeHee 50 0ayuioB — OILIEHKA «HEYIOBICTBOPUTEIHLHOY.
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PN WDD

10.
11.
12.
13.
14.

15.
16.

17.
18.
19.

20.

21.
22.
23.
24.

25.
26.
27.
28.
29.
30.
31.
32.
33.

34.
35.
36.
37.

2. OueHOYHBIC MATEPHAJIBI AJI IPOMEKYTOYHOM aTTeCTAlUN
2.1. IlpumepHbIil NepeYyeHb BONPOCOB IS 3a4eTa.

KoHCcTUTYIMOHHOE TTPAaBO HA MOUCK, MOIYYEHUE U PACIIPOCTPAaHEHNE HH(POPMAITIH.
®denepanbhbiii 3aK0H 0T 29.12.2010 Ne 436-D3 (pex. ot 28.07.2012) «O 3amure neteit ot
uHpOpMaLKK, IPHUUHSIOMIEH Bpea UX 30POBBIO U PA3BUTUIO» (AeHCTBYET ¢ 1 ceHTI0ps
2012 rona).

3ammTa rocyAapcTBa U 3aliuTa KHOepInpoCcTpaHCTBa.

JoxTprna nHGOopMamoHHON 0€30M1aCHOCTH.

KubepBoiicka. 3ammra KubepnpocTpaHCTBa KaK OHA U3 337a4 BOOPY>KEHHBIX CHIL.
HNudopmanmonnas BoriHa. Mupopmairionnoe opyxue.

ITaTpuOTH3M M UHTEPHET.

HudopmaninoHHoe BO3ACCTBHE.

bezonacnass pabota B ceTH B IpoIecce CETeBOH KOMMYHHMKAUWU (4aTbl, (OpPYMBEI,
KOH(epeHIINH, CKaMIl, COLUATbHBIC CETH U TIP.).

[Tpumepsl 3THUECKUX HApyIIEHUH. 3HaYEHUE CETEBOT0 3TUKETA.

CobctBenHocTh B IHTepHETE. ABTOPCKOE MPABO.

WuTennexryanbHas COOCTBEHHOCTb.

[TnaTHas u OecruraTHass HH(GOPMAIIHSL.

WHupopmaninoHHOEe 3aK0HO01aTeNbCTBO PO.

[IpaBoBas oxpana mporpamm s OBM u BJl. Kommepueckoe I1O. becnnatnoe I10
(FreeWare, Free, Free GPL, Adware), ycnoBHo-06ecriaraoe 10 (Trial, Shareware, Demo).
[IpaBOBBIE OCHOBBI /JIs1 3AIIUTHI OT CIIAMA.

[lepconanbHble U OOWIENOCTYIHBIE JaHHbIE, OrPAaHUYEHHbIM Joctyn. 3akoH «O
MEPCOHANIbHBIX JTAHHBIX).

CereBoii atuket. [Icuxosorus u cetb

OmnutaiiH cepBHUCHI AJis1 OE30MACHOCTH MOJIH30BATENS B MHTEPHETE

3amuTa B MOMCKOBBIX CUCTEMaX ((QUIBTPHI AJ11 OTpaHUYEHUsI HOTEHLUAIBHO OMTaCHOTO
COJIEP’KHUMOTO).

Buasl nuaTEpHET-MOIIIEHHUYECTBA (TMChMa, PEK-JIaMa, 0XO0Ta 3a JIMYHBIMU JaHHBIMH H
T.IL.).

OnacHocTu MOOMIBHOM CcBsI3U. [IpeoxkeHus mo ycTaHOBKE BPEIOHOCHBIX MTPHUII0KEHUH.
Bunst momennnyectBa B MaTepuete. @ummHr (GpapmuHr).

A3apTHBIE UTPBI.

Jloxubie anTuBUpYCHL. [lonMeHa cTpaHull B UHTepHETE (CalThI-KIOHBI). DaabIIUBbIe
(haim000MEeHHUKH.

DJEeKTPOHHBIN Kolenek. MOIIeHHNYeCTBO MU pacnpocTpaHeHun «oecraarHoroy I10.
Wnrepuer-stuker. [Ipasuia oOuienus B IntepHere.

OCHOBBI CETEBOTIO ITHKETA.

[Tepenucka B ceTw.

[IpaBuna noseneHus B ckaire. Popym.

OOI11IeHNE B CETH U €r0 MOCIEICTBHUS.

Arpeccus B CETH.

AHOHHUMHOCTD B CETH.

Bunb! aTukera (JIMYHBIN, 1€7T0BOM, MICHMEHHBIHN, TUCKYCCHOHHBIN U TIp.). Paznuuus
JTUKETA B Pa3HBIX CTPaHaXx.

['uruena komneroTEpAa.

ITonb3a 1 Bpes KOMIBIOTEPHBIX UIP.

TexHuka 0e30MacHOCTH MPU padbOTe ¢ KOMITBIOTEPOM.

Kommbrorep 1 MOOMIIBHBIE YCTPOWCTBA B UPE3BBIUAHHBIX CUTYAIHSX.
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38. Menmununackas nadopmanus B MaTeprere. Komnbrorepsl 1 MOOMIIBHBIC YCTPONCTBA B
IKCTPEMAIIBHBIX YCIOBUSIX.

39.  KomneroTep B pexxuMe Tpyda U OTAbIXA.

40. Bpenusie hakTopsl pabOTHI 32 KOMIIBIOTEPOM M HX TOCIEICTBUS.

41. HuHTepHET-3aBUCUMOCTb.

42. ConuanbHbie ceTH. JleTCkue conuaibHbIe CeTH.

43. BupryanbpHas JUYHOCTD.

44. 3aBucumoctb OT MIHTEpHET-00LIECHUS.

45. PasBnedenus B intepHere.

46. Ilpu3Haku UTPOBOM 3aBUCUMOCTH.

47. CereBbl€ UTPHI.

48. Bugsl 3aBucumoctH. JlectpyktuBHas nHpopmanus B HTepHere.

49. Bunpl UHTEpHET-3aBUCHMOCTH.

50. Tlcuxonormueckoe Bo3AeHCTBIE HH(OPMAIIMH Ha YEIIOBEKA.

51. Kpurepuu 3aBUCUMOCTH (IPUOPUTETHOCTh, U3MEHEHHSI HACTPOEHUS, TOJICPAHTHOCTD,
CHUMIITOM pa3pbiBa, KOHQIIUKT, PELUINB).

52. Knaccudukanuys HHTEPHET-3aBUCUMOCTEH

53. Ilpu3Haku 3apa)kxeHUsI KOMIIBIOTEpA.

54. AHTUBHpYyCHAas 3allUTA.

55. OpraHu3alMOHHBIE, IOPUAMYECKHE, IPOrpaMMHBIE U IPOrPaMMHO-aNIapaTHbIE MeEpbl
3alIUTBHI.

56. 3amura mporpaMMm M JaHHBIX C IIOMOIIBIO IapoJeil, MPOrpaMMHBIX U 3JIEKTPOHHBIX
KJIIO4Eel, CepUIHBIX HOMEPOB, [IEPEHOCa B OHJIANH U T.I1.

57. AwntuBupycHoe I10O, Buapl u HazHaueHue. MeTo bl 3a1UThl OT BUPYCOB.

58.  Mepsl 6e3onacHoctu A nonb3osarens WiFi. Hactpoiika 6e3onmacHocTy.

59.  Bupycsl a5 MOOUIIBHBIX YCTPONCTB (MOOMIIbHBIE OaHKEPHI U JIP.).

Kpurtepun onenkn
0 0aJ171I0B — 3a/1aHN€e HE BBIIOJIHEHO;
1 0aju mojmyyaeT CTYJEHT, JIEMOHCTPUPYIOIIMNA 3HAYUTENbHbIE MpPOOebl B 3HAHUU 0a30BOro
TEOPETUYECKOr0 MaTepuana, WU HHU3KUH YpPOBEHb MPAKTUYECKUX YMEHUH U HAaBBIKOB,
JIOITYCTUBUIMHA MPUHIUIHATIbHbBIE OIIUOKH MTPU BBITOJIHEHUH TPAKTUYECKOT0 3a/1aHusl.
2 0aJju1a OJTy4aeT CTYACHT, JIEMOHCTPUPYIONTUI 3HAHUS 0Aa30BOT0 TEOPETUUYECKOTO MaTepHuaa,
HECTaOMJIBHBIA YPOBEHb YMEHMM, HCIIBITHIBAIOIIUI 3aTPy/THEHHUS B BBINOJIHEHUH MPAKTUYECKON
paboTHI.
3 6ans1a mosyyaeT CTy/IEHT, AEMOHCTPUPYIOLIHMH ITyOOKOe 3HaHHE TEOPETHUECKOro MaTepuana,
BBICOKMI YpPOBEHb YMEHHUH M CIOCOOHBI K HX CaMOCTOSITEIbHOMY IPUMEHEHHUIO, He
UCTIBITHIBAIOIIEMY 3aTPYJHEHUN MPU BHIOJHEHUN MPAKTUYECKOM paboThI.
4 0aJuI0B NIONTyyaeT CTYJAEHT, JEMOHCTPUPYIOUIMM TIyOOKOe 3HAaHHME TEOPEeTHUYECKOTo
MarepHala, BbICOKUH YpOBEHb YMEHHUH M CHOCOOHBIH K MX CaMOCTOSITEIbHOMY HPUMEHEHHIO,
MPOSIBUBILIEMY CIIOCOOHOCTH IMPH BBIITOJIHEHUH MPAKTUYECKON pabOTHI.
5 0aJuJ10B MOJIyYaeT CTYJEHT, JeMOHCTPUPYIOIUI ITyOOKoe 3HaHHE 06a30BOr0 TEOPETUYECKOTO
MaTepuaia, BBICOKHI ypOBEHb YMEHUU U CIIOCOOHBIM K MX CaMOCTOSTEIbHOMY NPUMEHEHHIO,
IPOSIBUBIIEMY TBOPUYECKHE CIIOCOOHOCTH MPH BHIMOJIHEHUH MTPAKTHYECKONU PaOOTHI.
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JIuCT n3MeHeHnit padoveil MPOrpaMmbl AU CIUATIIHHBI

npojjieHueM kKoHTpakta ¢ ObC u B 4actu
MEepeYHsi  OCHOBHOW W JIONOJHUTEIbHOU
JUTEPATYypPbl B CBS3M C €r0 HM3MEHEHUEM.
AKTyanu3upoBaHa B YacTH JIMIICH3MOHHOTO
MPOrpaMMHOIO O0€CleYeHUss B CBSI3U C €ro
€XKEroJIHbIM OOHOBJICHHEM.

COLIMAILHO-
SKOHOMUYECKUX
mucrurming Ne 11
oT «28» mas 2024 r.

Ne Coneprxanue N3MEHEHUN PexBu3uthl ara
1\t JIOKyMeHTa 00 BHECEHUS
YTBEPKIAECHUH U3MEHEHUM
M3MEHEHUI
1 AKTyanu3upoBaHa B qacTu yuebHo- IIporokon 28.05.2024 r.
METOJUYECKOTO u UH(QOPMALIMOHHOTO | 3aceaHus Kadeapsl
oOecnieyeHuss  JUCHMIUIMHBI B CBA3M  C | TyMaHUTapHBIX U
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