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1. Heapb 1 32124y THCHUNIHHBI

LlensiMu OCBOCHUSI AUCIMIUIMHBI SBJISIOTCS: (OPMUPOBAHUE IIEIOCTHOTO MPEACTABICHHUS
O pOJIM COBPEMEHHOTO KHOEPIPOCTpAaHCTBA B 00pa30BaTEIbHOM Cpele W IeJaroruyecKoil
JeATeNIbHOCTH;  (DOPMHUPOBAHUE CHUCTEMbI 3HAHHI, YMCHHH M HABBIKOB Uil OOCCIICUCHHS
KkrbOep0Oe30MacHOCTH CBOCH MPpodecCnOHABHOMN 1A TEIHPHOCTH.

3aa4yn AUCIUILIHHBL:

— dbopMupoBaHHe OOIMMX TPEJACTABICHHUS O OE30MacHOCTH B HH(DOPMAIMOHHOM

o0111eCTBE;

- U3y4YCeHHE OONMX TMPHUHIWIIOB TEXHOJOTHHA, MPUMEHIEMBIX B HH(POPMAIIMOHHOM
0€30I1aCHOCTH;

— dbopMUpOBaHHE YMEHHUS IPUMEHATH IpaBUIa KHOepOE30macHOCTH BO Bcex cdepax
JICATEIbHOCTH;

- OCBOEHUE 3HAHMM, COCTAaBJISIOIIMX Hayajga IMpeAcTaBiIeHUl 00 MHpOpManOHHON
KapTHHE MHpa U MTHPOPMALMOHHBIX IPOLIECCAX;

—  OBJIQJICHUE YMEHHMEM HCIIOJIb30BaTh KOMIBIOTEPHYIO TEXHMKY KaK MpPaKTUYEeCKUH
UHCTPYMEHT Ui paboThl ¢ HHGOpMaLKel B IOBCEIHEBHON KU3HU;

- Pa3BUTHUEC HABBIKOB OPUCHTUPOBAHHS B I/IH(i)OpMaHI/IOHHBIX ITIOTOKax.

2. MecTO AUCHHUILIMHBI B CTPYKTYpe 00pa30BaTe/IbHOM MPOrpaMMbl

Hucnummaa «KubepOe30macHOCTh» OTHOCUTCS K BapuaTHBHOW YacTh bioka 1,
SBIISIETCS AUCLUILITUHON IO BBIOODY.

Jlia ocBoeHMsI y4eOHOro MmaTepuana 1o AUCLMIUIMHE HCHOJIb3YIOTCS 3HAHUS, YMEHUS,
HaBbIKH, C(OPMHUPOBAHHBIE MPEAIISCTBYIOIIUMU AUCHUIUIMHAMH: MHpopMmaThka (IIKOIbHBIN
Kypc), Texnonmoruu uugppoBoro o0Opa3oBaHusl.

3HaHUs, YMEHHs, HaBBIKM, C(HOPMHUPOBAHHBIE B TMPOLIECCE H3YUCHUS TUCIUILIAHBI
HEOOXOIUMBI ISl TIPOXOXKJEHUsT Yy4eOHONM U TMPOU3BOJICTBEHHOW MPAKTUK, TMOJATOTOBKH K
roCyJapCTBEHHOI UTOTOBOM aTTECTALINH.

3. Ilnanupyemble pe3yJibTaThbl 00y4eHHs MO0 TUCHHUIINHE

Kon u Kon u HanmeHnoBaHue
Pe3yabTaThl 00yyeHus
HAaUMeHOBaHHe HHIMKATOPA NOCTUKEHHU S
10 JMCHUIINHE
KOMIIETCHIIUH KOMIIETCHIIUH
Ynueepcanvnvie komnemenyuu
YK-1. VK-1.1 - 3HaeT crnocoObl  BepUUKAUH
Cnocoben JleMoHCTpHpYyeT 3HaHHE oJIy4aeMoil HHpOpMaIIH.
OCYIIECTBIISATH 0COOEHHOCTEH CUCTEMHOTO U | -  3HaeT  MNPHUHLUUIB  CHUCTEMHOTO
MOMCK, KPUTHUYECKUN | KPUTUUECKOTO MBIIIJIEHUS U MO/IX0/1a.
QHWIN3 U  CUHTE3 | TOTOBHOCTH K HEMY. - croco0eH BhIpabaThIBaTh CTPATETUIO
uH(popMaluuy, JNEUCTBUM HAa OCHOBE CHCTEMHOIO
IPUMEHSITh MOJX0Aa HCMONB3Yys 00paboTaHHYIO
CUCTEMHBIN IOAX0] MOJIYYEHHYI0 HHPOPMAIHIO.
1A pewenus | YK-1.5 - 3HaeT TMOPSAOOK  ONpENEIECHUs
IIOCTABIICHHBIX 3a1a4 | COMOCTaBIISET pa3HbIC HUCTOYHUKOB HH(MOpPMALIUU, MOPSAIOK
UCTOYHUKU UH(POPMALIUH C MIOJIy4EHUS JOCTYTA K HUM.
1IEJIbIO BBISBIICHUS UX - 3HaeT MeTOoAbl  ONHCAHHUS U
IIPOTUBOPEYUH U TIOUCKA (bopmanuzanuu IIOJIy4YEHHOMN
JIOCTOBEPHBIX CYKIIEHUM. uH(pOpMaIHH.
- CIIOCOOEH MPOBECTH aHATH3
nH(pOpMaIUU MPEAMETHON 00IacTH
IIOJIy4€HHOM ¢ ucnons3oBanuem UKT.
- 3HAET OCHOBBI 00PAOOTKHU




nHpopMaluu B nmpodhecCHOHATHHON
cdepsr;

- CIOCOOCH MPOBECTH BHIOOP
HE00X0AUMOM HH(pOpMaUU
peAMETHOW 00J1acTH ¢
ucnoiibzoBanueM [1K u nmakeToB
NPUKJIAJHBIX TIPOTPAMM.

yMeeT IMOJy4aTh HOBBIC 3HAHUS Ha
OCHOBE aHaim3a u CHHTE32
undopmanuu; cobmpath U 0000mATH
JAaHHBIE TI0 HAay4yHBIM TpolieMawm,
OTHOCSIIIUMCS K TPO(eCcCHOHATBLHOM
obnacTy;

OCYIIECTBIISITh TIOUCK WH(POPMAIUU H
NPUMEHSTh CUCTEMHBIA TOAXOJ JUIS

pPeIICHUA IIOCTAaBJICHHBIX 3aaa4,
OIIpCACIIATD u OLICHUBAThb
IMPAKTUYCCKUC OCICACTBUA

BO3MOXHBIX peHIGHI/Iﬁ 3aga4u.

YK-1.6.
ApryMeHTHpOBAHHO
dbopmupyeT COOCTBEHHOE
CYX/IEHUE U OLIEHKY
uH(pOpMaLUU, IPUHUMAET
000CHOBaHHOE pellIeHHE.

BJIaJIeeT HaBBIKAMU MCCIICIOBAHUS
npo0semM npodeccruoHanTbHON
NEeSITETBbHOCTH C TIPUMEHEHUEM
aHalM3a, CUHTE3a U IPYTHX METOJIOB
MHTEJUICKTYaIbHOH JIeITETbHOCTH;
BBISIBJICHUS HAyYHBIX IPOOIIEM U
WCTIOJIb30BAHUS aJIEKBATHBIX
METOJIOB JIJISl KX PEIICHUS;
hopmynupoBaHUs OIIECHOYHBIX
CYXXIACHH MPH pEIICHUN
npoeccroHaANIbHBIX 3a]1a4.

4. O0bem y4eOHOM TUCHUIIMHBI U BBl y4eOHOH padoThl
OOmast TpyIOEMKOCTh IUCLMIUIMHBI COCTaBIseT 2 3auyeTHble enuHulbl (72 4yaca),
BKJIIOYasi IPOMEXYTOUHYIO aTTECTAIHIO.

Bunx yuebnoit paboThl Bcero vacos CeMZ.CTpH

2 Bcero: 36 36
= Jlextuu (Jlek) 16 16
@]
é [TpakTudeckue 3aHsITHS (B T.4. CEMHUHAPHI) 20 20
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% JlaGopaTtopusie 3ansatus (J1ad)
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% % Koncynpramnus k sx3ameny (Konc)
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ls:% < | Kypcosas pa6ora (Kp)

CamocrositensHas pabora ctynentoB (CP) 35,7 35,7




[ToaroroBka k 3x3ameny (KoHTposs)

Bu nmpoMexyTOYHOM aTTecTalun 3a4er 3a1et
OO0was TPyA0eMKOCTh (110 MJIAHY) 72 72
5. Conep:xanue TUCHUILUIMHBI N0 pa3/iesiaM (TeMaM) U BUIaM 3aHATHIA
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Cemectp S
KubepOe3omnacHOCTh B cucteMe VK-1.1 oknan
HAIMOHAILHOI Ge3omacHocTH PO 2 4 4 10 zﬁig cobecenopanne
KubGepnpecTyrienus npoTus VK-1.1 AoKnazn
JIMYHOCTH, OOIIECTBA U TOCY1apPCTBA 2 4 6 12 zﬁig cobecenoBanue
CoBpeMeHHOe KHOepIpOCTPaHCTBO VK-1.1 AoKnazn
TexHuKa 0€30MaCHOCTH B 4 4 8 16 | YK-L5 | cobecenosanne
KHOEPIPOCTPAHCTBE VK-1.6
[IpobGnembr IHTEpHET-3aBUCUMOCTH, VK-1.1 JOKJIa
Kn6epOyIIHHTa 4 4 8 16 | YK-1.5 | cobecenoBanue
YK-1.6
Metonsl obecrieuenus 6ezonacuoctu [1K YK-1.1 AOKJIaz
v VinTepreTa. BUpychl 1 aHTHBUPYCHI 4 4 97 | 11,7 | YK-1.5 TecT
YK-1.6 | cobecenoBanue
®dopma MPOMEKYTOYHOU aTTecTalluu 03 cobecesioBanKe
(3auer) .
Bcero 3a cemecTp: | 16 20 357 | 72

[Inans IMPOBCACHUA y‘-Ie6HI:>IX 3aHATHH OTPAXXCHbBI B MCETOAUYCCKHUX MaATCpHUajlax

(ITpunoxenue 1.).

6. KonTpoJib kKauecTBa 0CBOCHUSA M CIUTIINHbBI
KoHTpob kauecTBa OCBOCHUS Y4€OHOTO MaTepHalia Mo AUCIUIIINHE MPOBOIUTCS B
dbopMe TeKyIIero KOHTPOJIS YCIIeBaeMOCTH M MPOMEKYTOYHON aTTeCTalllu.
Jlnst arrecTanuu 00y4aronnuxcs Ha COOTBETCTBUE UX MEPCOHATBHBIX TOCTHKEHUI
TpeboBaHUsIM 00pa30BATENIbHON TPOTPAMMBI HCIIONB3YIOTCS OIEHOYHBIE MaTepPHAIIBI
TEKYIIET0 KOHTPOJIS YCIIEBAEMOCTH U TpoMexxyTouHoU arrectanmii ([Tpunoxxenue 2).

YpoBeHb chopMHPOBAHHOCTH KOMIIETEHIUH
copmupoBana cpopmupoBana copmupoBana
He c()OpMHUPOBaAHA (popmup (bopmnp (bopmup
YACTHYHO B 11€JIOM NOJHOCTBIO
«He 3auTeHo» «3auTeHo»
«HeynosiaerBopure
ya LHO® P «Y10BJICTBOPHUTEJIBHO» «Xopomo» «OTaH4YHO»
Onucanue KpuTepues OlleHUBAHNUS
OOyuaromumiicst OO6yuarommiics OOGyuarommiics OO6yuarommiics
JEMOHCTPUPYET: JEMOHCTPHUPYET: JEMOHCTPHUPYET: JEMOHCTPHUPYET:




- CYLLIECTBEHHBIE
npoOesbl B 3HAHUAX
y4eOHOro Marepuana;
- JIOITyCKAI0TCsA
IPUHIUIHATIbHbIE
OLIMOKH P OTBETE
Ha OCHOBHBIE
BOIIPOCHI OMIIeTa,
OTCYTCTBYET 3HaHME
U TIOHNMAaHUE
OCHOBHBIX NOHATHUH 1
KaTeropuii;

- HEMIOHUMaHue
CYIIHOCTH
JIOTIOJTHUTEIbHBIX
BOIIPOCOB B paMKax
3aJaHui OuiIeTa;

- OTCYTCTBUE YMECHHUS
BBITIOJIHATH
HPaKTUYECKHE
3aaHHS,
HpeIyCMOTPEHHBIE
IIpOrpamMmoin
JUCLUIUIMHBI,

- OTCYTCTBHE
TOTOBHOCTH
(crocobGHOCTH) K
JMCKYCCHM U HU3Kasi
CTETIeHb
KOHTAKTHOCTH.

- 3HAHUS
TEOPETUYECKOIO
MaTepuana,

- HETIOJIHBIE OTBETHI Ha
OCHOBHBIE BOITPOCHI,
OIIIMOKHU B OTBETE,
HEZ0CTaTOYHOE
MMOHMMAHHE CYITHOCTU
M3JIaraeéMbIX BOIIPOCOB;
- HCYBEPCHHBIE H
HETOYHBIE OTBETHI Ha
JIOTIOTHUTEIILHBIC
BOIIPOCHI;

- HEJJOCTaTOYHOE
BIIAJICHUE JIUTEPATYPOH,
PEKOMEHIOBAHHOM
MPOrpamMmMoit
JTUCITUTUTAHBI,

- yMeHue 6e3 rpyOnIx
oImuOO0K pernaTh
MIPAKTUICCKHUEC 3/ IaHNS.

- 3HaHHE U
MMOHWMAaHHE
OCHOBHBIX
BOIIPOCOB
KOHTPOJIUPYEMOTO
o0beMa
IPOrpaMMHOTO
Marepuaa,

- TBepAbIC 3HAHUS
TEOPETUUECKOTO
MmaTepuana.

- CIIOCOOHOCTH
yCTaHaBIUBaTh U
OOBSCHATH CBS3b
MPAKTUKU U
TEOPHH, BBISBIISITH
POTUBOPEYHS,
poOJIEMBI U
TEHJICHLIUU
pa3BUTHS;

- IPaBWIbHBIC U
KOHKpETHbIE, 0e3
rpyObIX OIIKOOK,
OTBETHI HAa
MOCTaBJICHHBIC
BOIIPOCHI;

- YMEHHE peniaTh
MPaKTUYECKUE
3a/IaHus], KOTOPBIE
cienyer
BBITIOJTHUTH;

- BJIQJICHUE
OCHOBHOM
JUTEPATYPOH,
PEKOMEHTOBAHHOM
IIPOrpamMMou
JUCITUATITAHBI;
Bo3MoxHBI
HE3HAYUTEIIbHBIC
HETOYHOCTH B
PacCKpBITUH
OTJIETIbHBIX
MOJIOKEHUN
BOIIPOCOB OuJera,
MIPUCYTCTBYET
HEYBEPEHHOCTbH B
OTBETaxX Ha
JOTIOJTHUTEIbHBIE
BOIPOCHI.

- r1y0okue,
BCECTOPOHHHE U
apryMEHTUPOBAHHBIC
3HAHUS
MIPOTPaMMHOTO
Marepuana;

- IIOJIHOE MMOHUMAaHHUE
CYILIHOCTH 1
B3aHMMOCBS3HU
paccMaTpuBaeMbIX
MIPOIIECCOB H
SIBIICHHUI, TOUHOE
3HaHHE OCHOBHBIX
IIOHATUI B paMKax
00CYyKIaeMbIX
3aJaHNM;

- CITOCOOHOCTbD
YCTaHABIIUBATh U
O0OBSACHATH CBSI3b
MPaKTUKU ¥ TCOPHUH;
- JIOTHYECKHU
IOCJIENOBATENIbHEIE,
coJiepKaTelbHbIE,
KOHKPETHBIC U
HCYEPIBIBAIOIIIHE
OTBETHI Ha BCE
3aJlaHus OMJIeTa, a
TaKXe
JIOITOJTHUTEIILHBIE
BOIIPOCHI
9K3aMEHaTopa;

- YMEHHE pelniaTh
MIPAKTUICCKHE
3aaHuA;

- HAJTH4YHe
COOCTBEHHOM
000CHOBaHHOM
MTO3HUIUH T10
o0CyKIaeMbIM
BOIIPOCaM;

- ¢cBOOOIHOE
HCIIOJBE30BaHKE B
OTBETaX Ha BOMPOCHI
MaTepuasoB
PEKOMEHTOBAHHOM
OCHOBHOMH U
JIOTIOTHUTSIIEHON
JTUTEPATYPHI.




7. YueOHO-MeTOAMYEeCKOEe 00eceueHue JUCIUIIINHBI

VY4uebHO-MeToIM4eckoe obOecreueHne MUCHMIUIMHBI BKIIOYAeT padouyylo Mporpammy
JTUCIUIIMHBI, METOJIMYECKHE MaTepHAaIIbl, OLICHOYHbIE MAaTEPUAIIbI.

[TosiHBII KOMIUIEKT METOAMYECKUX TOKYyMEHTOB pa3melieH Ha DMOC ®dunnana CI'TIN B
r. JKene3sHoBoACKe.

VY4ebHO-MeToIM4YecKoe — 00ecreueHue  CaMOCTOSITENbHOH  paboThl  00ydarommxcs
BKJIIOUAET: y4yeOHHKH, Yy4yeOHble TOCOOMs, DJIEKTPOHHbIE O0O0pa3oBaTeiIbHbIE PECYPCHI,
METOAMYECKHE MaTepUAIIbI.

CamocrositenbHast ~ pabora  oOywarommxcs — sBisieTcss  (GopMoOil  opraHu3aluu
00pa30BaTeNLHOTO Tpolecca MO AUCHUIUIMHE W BKIIOYAET CIEAYIOIINE BUABI JCATEIbHOCTH:
nmouck (moadoop) u 0030p HAy4YHOM M y4eOHOH JHMTEPATypbhl, AJICKTPOHHBIX HCTOYHHKOB
UH(OPMALIUU TI0 U3YYaeMOH TeMe; paboTa ¢ KOHCIIEKTOM JICKIUH, 3JIEKTPOHHBIM Y4eOHUKOM, CO
CJIOBapsIMH U CIPABOYHHKAMHU, HOPMATUBHBIMU IOKYMEHTAMU, QpXUBHBIMU U JIp. UCTOYHUKAMU
uHpopMaluu (KOHCIIEKTUPOBAHME); COCTABJIEHUE IUIaHA M TE3UCOB OTBETA; IOATrOTOBKA
coobmenusi (pedeparta); cobecemoBaHUE; TMPE3CHTALNUU; BBIOJHEHHUE HWHAWBUYATbHBIX
3aJJaHMif; TOJrOTOBKA K MPAaKTUYECKUM 3aHSATHSIM U JIp.; TOATOTOBKA K 3a4eTy.

8. IlepevyeHb OCHOBHOI M 10NIOJTHUTEJILHOM y4eOHOM JIMTEPATyphI
OcHosnas rumepamypa:

1. Jlocb, A.b. Kpunrorpapuueckue Meroabl 3alUThl HUHOpPMALUU  JUIS
M3YYAIOIIMX  KOMIIBIOTEPHYIO  0Oe30macHOCTh :  ydyeOHuk ansi  By3oB/  A. b. Jloce,
A. 1O. Hecrepenko, M. U. PoxkoB. — 2-e u3a., ucnp. — Mocksa : W3narensctBo FOpaiir,
2022. — 473 c.— (Bwicmiee o6pazoBanue). — ISBN 978-5-534-12474-3. — Tekct
anekTpoHHsld  //  OOpazoBatenpHass  miatdgopma  FOpaitr  [caiit]. —  URL:
https://urait.ru/bcode/489242

2. borynesckas, H. A. Moaenu 06e30MacHOCTH KOMIBIOTEPHBIX CHUCTEM : y4eOHOe

nocobue / H. A. borynbsckas, M. M. KyuepoB. — Kpacnosipck : COVY, 2019. — 206 c. — ISBN
978-5-7638-4008-7. — TekcT : 31eKTpOoHHBIH // JIaHb : 31E€KTPOHHO-OMOIMOTEYHAs! CHCTeMa. —
URL.: https://e.lanbook.com/book/157578

Jononnumenvnas numepamypa:

1. Jleontnen, A. C. 3ammra uapopmanuu : yuedHoe nmocooue / A. C. JleoHTbeB. —
MockBa : PTY MHUPDA, 2021. — 79 c.— Tekcrt : 3neKTpoHHBIH // JlaHb @ 3IEKTPOHHO-
oubmmoreunas cuctema. — URL: https://e.lanbook.com/book/182491

2. [Tyrun, B. B. 3amura uHpOpManuu B KOMIBIOTEPHBIX HH()OPMAIIMOHHBIX
cucreMax : yueOnoe mocoobue / B. B. Ilyrun, E. 0. I'ony6uuyas, C. A. Jlabaga. — Camapa :
I[I'YTHU, 2018. — 119 c.— Tekcr : snekTpoHHbIN // JlaHb : 3MEKTPOHHO-OMOIMOTEUHAS
cucrema. — URL: https://e.lanbook.com/book/182299

3. Kupnuek, Kcenust Anekcanaposna , Kak obecrieunTs HHPOPMALMOHHYIO 3AIIUTY

aBTOpckux mnpaB? Meroandeckue pekomennanuu / K.A. Kupeuek, O.B. Ilenux, A.C. Pensanos,
B.C. Touckun — CraBponoss : u3a-so «Tumuenko O.I'.». 2020.- 51 c.

4. bubapcosa I'.Ill. IlpaBoBoe obOecrnieueHne HHPOPMAIMOHHBIX TEXHOJIOTHA:
VYyebnoe nmocobue.- CraBponons: CI'TIN, 2010.- 100 c.

5. ®opmupoBaHue HHPOPMALIMOHHOW TUTHEHbl y OYyIyIIUMX I€JaroroB: ydeOHOE
nocobue / bypnakosa U.C., Curak JI.A, u ap. Mocksa, 2020.- 3nanue -M- 80 c.

6. Touckun B.C. wu gp. HMHdopmanuoHHble  TEXHOJOTHMM  Oe3omacHas
oOpa3oBatenbHas cpena B odmectBe XXI Beka — yuutensm uHGOpMaTHKH: yaeOHOe mocodue /
B,C. Touckun, B.B. Kpacunsuukos, O.B. Ilenux.- CraBponosnb: M3n-Bo «Tumuenko O.I.»,
2021.-121c.



Ilepuoouuecxue uzoanus:

1) [IpodeccronanbHBIEC ICUXOJIOTHYECKHE TECTHI - http://vsetesti.ru
2) [leparornyeckas oubnuoreka - http:/ www.pedlib.ru

3) Kypuan "Jloronen" http://www.logopedsfera.ru/

Hnumepnem-pecypcuwi:

IBC

No HaumenoBanue Anpec caiita

n/n

1 OBC «Jlanp» WWWw.urait.ru

2. OBC «Jlanp» http://e.lanbook.com/

3. OBbC «Ailibykc.py/ibooks.ru» http://ibooks.ru

4. «HammonanbHast snekTpoHHas OuOIMoTeka» | https://rusneb.ru/
(H2Bb)
0P

Ne HaumeHoBaHue Anpec caiita

n/n

1. «Ilenarornueckast Ou0IMOTEKAY http://pedlib.ru

2. Hayunas snekrponnast OubinoTexa https://elibrary.ru

3. Hayunas 3IIEKTPOHHAS oubnunoreka | https://cyberleninka.ru/
«Kubepnennnka»

4. bubnnoreka akagemuu Hayk (BAH). Pecypcsl | http://www.rasl.ru/e resours/resursy
OTKPBITOTO JJOCTYTIa otkrytogo dostu

5. CrnoBapu 1 SHIMKIIONEIUN https://dic.academic.ru

6. [Tenarornyeckas MacTepcKas «[TepBoe | https://fond.1sept.ru
CEHTSOps»

7. HannonaneHas iardopma «OtkpeiToe | https://openedu.ru
00pazoBaHHE

8. Poccuiickoe  obpazoBanue.  DenepanbHblii | http://edu.ru
nopra

9. Ilopran  @enepalbHBIX  TOCYHApCTBEHHBIX | http://fgosvo.ru
o0pa3oBaTeNbHBIX  CTaHAAPTOB  BBICHLIETO
o0Opa3oBaHUs

10. | Ilopran mpoekra «CoBpemenHass 1udponas | https://online.edu.ru
oOpa3oBaTenbHas cpena B POy

11. | HudpoBas  oOpazoBarenpHas  1uiatdopma | https://media.prosv.ru/
«Media» (LECTA), I'K «IIpocsermienne»

9. MarepuaibHO-TEXHUYECKOE o0ecneyeHne I CHUIIUHbI

33H5[TI/I$I, TeKYI]_[I/Iﬁ KOHTPOJIb YCINCBAEMOCTH MW IMPOMECKYTOYHAsA arrecrauusa I10
JTUCITUTIINHE TIPOBOASTCS B YUEOHBIX ayIUTOPUAX, YKOMIUICKTOBAHHBIX TUIIOBOW MeOenbio AJis
oOyuaromuxcs 1 npemnonasarens. [1o 3asBke ycranaBiuBaercss MOOUIbHBIA KOMITIEKT (HOYTOYK,
MIPOEKTOP, FKPaH, KOJIOHKH).

[Tomemenust y1si cCaMOCTOATENBHON PabOThl O0YUYaIOIMMUXCS OCHAIEHBI KOMIIBIOTEPHOMN
TEXHUKOW C TOJKIIOYeHHEM K ceTd HMHTepHeT W oOecreyeHbl AOCTYIOM B JIIEKTPOHHYIO
nH(pOpMaIMOHHO-00Pa30BaTENBHYIO CPEly BYy3a.

KommbroTepHoe 000pyIOBaHHE OCHAIMICHO KOMILJIEKTOM JIMIIEH3HOHHOTO M CBOOOIHO
pacmnpocTpaHseMOro NPorpaMMHOT0 00eCreYeHtsl, B TOM YUCJIe OT€YECTBEHHOTO MMPOU3BOJICTBA!
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1. [Takersl mporpaMMmHOTrO oOecmedeHuss oOOmero Ha3sHadeHUs (BO3MOXKHBI
cienyromue BapuaHThl: «MoilOducy, «MicrosoftOfficer, «LibreOffice», «ApacheOpenOfficey).

2. [TpunoxeHue, MO3BOJIAIONIEE MPOCMATPUBATh M BOCHPOHM3BOJIUTH MEAMAKOHTEHT
PDF-@aiinoB «Sumatra PDF Reader», «AdobeAcrobatReaderDCy.

3. [Ipunoxenue, TNO3BOJISIONIEE CKAHUPOBAaTh M  PACIO3HABaTh TEKCTOBBIE
JIOKYMEHTHI (BO3MOKHEHI cienytonue BapuanTel: «KABBY YFineReadery», « WinScan2PDF»).

4. [Tporpamma-¢aiinoBeiii apxuBaTop (BO3MOXKHBI CICAYIOIINE BapUAHTHI: «7-Zip»,
«WIinRARY).

5. [IporpamMMa i1 opraHu3alMd M HOPOBEACHUS TECTUPOBAHMS (BO3MOXKHBI
CJICYIONINE BapUaAHTHI: «AlipeH», «MytestX»).

6. [Tporpamma mpocMOTpa MHTEpPHET-KOHTEHTa (Opay3ep) (BO3MOXKEH CIEAYIOMINN

BapuaHT: «Yandex»).
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TIpuaoxenue 1

Meroanyeckue MaTepuabl 0 JMCUHUILINHE
« Kubepoe3zonacHoctn»

1. IlnaHbl NpakTHYeCKUX PadoT M MeTOAMYECKHE PEeKOMEH AUl

Tema 1. Kubep6e3omnacHoCTh B cucTeMe HallMOHAIBHOM Oe3omacHocT PO

IIpakTuyeckoe 3ansatue 1.1.

Bompocs! 1uist 06cyxnenuns:

1.

AU

['ocynapcTBeHHas MONUTUKA B 00JaCTH KMOEpOE30MacHOCTH KOMITBIOTEPHBIM aTakaM OT
15 suBaps 2013 r.

Yronosusliil koneke PD, paznen «llpecrymienus B chepe KOMIBIOTEPHOU HHDOPMALIUNY.
3amura KuOeprnpocTpancTBa rocynapctsom. Kubepnoiina.

[TpaBo na undopmanuio B Koncturyuu PO.

3amuTa rocyaapcTBa U 3aliuTa KUOepnpoCcTpaHCTBa.

JoxTprna nHGOpMaIMOHHON 0€3011aCHOCTH.

IIpakTuyeckoe 3ansiTue 1.2.

Bompocsr 11t 06cyxaenust

A

KubepBoiicka. 3amura KubepnpocTpaHCTBa KaK OJJHA U3 3a71a4 BOOPY>KEHHBIX CHIL.
Wudopmannonnas BoiiHa. THPpOpMaIIMOHHOE OpYXKHE.

[TaTprOTH3M M UHTEPHET.

NupopmannonHoe Bo3aeicTre.

Boennas, rocyaapcTBeHHas, KOMMepUecKas TalHa.

3amuTa caiToB TOCYJapCTBEHHBIX OPraHoOB (3JIEKTPOHHOE MPABUTEILCTBO).

Tema 2. KuGepnpecrynjieHusi NpOTHB JUYHOCTH, 001IeCTBA U FOCYAapCTBa

IIpakTnyeckoe 3ansaTue 2.1.

Bompocsr g5t o0cyxnenus

1.
2.

(98]

O XA

PeanbHast 1 BUpTyanbHasi INYHOCTD.

[Icuxonoruueckast oocraHoBka B MHTEepHeTe: rpuduHr, kuOepOyUIMHT, KHOEpMOOOUHT,
TPOJITUHT, OYJUTUIUI.

bezonacnas pabotra B ceTH B Mpolecce CeTeBOW KOMMYHHKAIMMU (4aThbl, (OPYMBI,
KOH(epeHIINH, CKalIl, COLUaTbHbIE CETH U TIP.).

TepMHUHBI CETEBOI0 ATUKETA: OBEPKBOTHUHT, (hieiiM, iy, odpdTonuk, CMalINKU U Ap.
[IpuMepsl STHYECKUX HApYLIEHUI. 3HAYEHHE CETEBOTO STHKETA.

CobcTBeHHOCTH B IHTEpHETE. ABTOPCKOE MPaBo.

WuTennexTyanbHas COOCTBEHHOCTb.

[TnatHast u 6ecrutatHast UH(OpPMAIHSL.

3amuTa mpaB MOTpeOuTeNned Npu Hcmonb3oBaHUM yciayr WHrepHer. 3ammra mpas
noTpeduTeneil yciyr mposaiinepa.

IIpakTHyeckoe 3ansaTHe 2.2.

Bormpocs! 11t 00CykaeHus

1.
2.

OTBETCTBEHHOCTH 32 UHTEPHET-MOILICHHUYECTBO.

[lpaBoBele  axkThl B  oOsacTh  MHGOOPMALMOHHBIX  TEXHOJNOTHMH ¥ 3aIIHUTHI
kubepnpocTtpancTBa. OTBETCTBEHHOCTD 32 KHOCPIPECTYIICHUS.

KoHcTHTYyIMOHHOE TIpaBO Ha TOWCK, IOJYYEHHWE W paclpoCTpaHCHHWE HHQPOPMAIHH.
®enepanbubiit 3akoH OT 29.12.2010 Ne 436-D3 (pex. ot 28.07.2012) «O 3amure aereit ot
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Tema

uH(pOpMaIH, IPUYUHSIONIEH Bpel UX 370POBBIO U PA3BUTHION» (IEHCTBYET ¢ 1 ceHTAOps
2012 rona).

HNudopmanrnoHHoe 3aKOHOIATENBCTBO PO.

3akon P® «O06 undopmainu, HHPOPMAITMOHHBIX TEXHOIOTHIX U O 3alUTe HH(DOpMALIHM.
VYroioBHas OTBETCTBEHHOCTh 3a CO3JaHUE, HCIOIb30BAHUE U  PACIPOCTPAHECHUE
BPEJIOHOCHBIX KOMIBIOTEpHBIX Iporpamm (ct. 237 YK P®). [IpaBoBas oxpana mporpamm
st OBM u BJI. Kommepueckoe I1O. becrmatnoe IO (FreeWare, Free, Free GPL,
Adware), ycnoHo-6ecratHoe [1O (Trial, Shareware, Demo).

[IpaBOBbIE OCHOBBI JJIs 3AIIMTHI OT CIIAMA.

IIpaBoBasi oxpana mporpamm st OBM u BJl. Jlunensuonnoe I10. Buasl nunensuit
(OEM, FPP, kopnoparuBHbie IuiieH3uu, noamnucka). [10 ¢ orkpeiteiM kosiom (GNU GPL,
FreeBSD).

[TpaBo Ha WHPOPMAITUIO, HA COKPBITUE TAHHBIX, KATETOpHH UH()OPMAIIHH.

[lepconanbHbie U OOUIENOCTYNHBIE JaHHBIC, OTrPAaHUYEHHBIM foctym. 3akoH «O
MEPCOHANIBHBIX TAHHBIX).

3. CoBpemMenHoe KudepnpocTpancTBO TexHuka 0e30MacHOCTH B KUOEPIPOCTPAHCTBeE

IIpakTuyeckoe 3ansitue 3.1.
Bompocsr 11t o6cyxaeHust

1.

2
3.
4.

hd

*®

Momennnueckue aeiictsust B uTepHere. Kubepnpecryminenus

CereBoii aTuker. [Icuxonorus u cetb

[TpaBoBBIE aclEKThI 3aLUTHI KHOEPIPOCTPAHCTBA
Omnnaiin  cepBUCHl s O€30MACHOCTH IOJIB30BATENsl B HMH-TEpHETE (IIpOBEpKa
KoMmIbloTepa U (ail;loB Ha BHUPYChl OHJIAlH, OHJAMH JeakTuBanus SMS-BHpYCOB,
IpoBepKa caliTa Ha BHpYyChl, NpoBepka ¢aiioB mo e-mail, ompeneneHue anapeca
CTpaHH1IbI, TpoBepka croumoctu CMC u 1p.).
Hactpoiiku 6€301macHOCTH TOUYTOBBIX MMPOTPAMM.
3amuTa B MOMCKOBBIX cUCTeMax ((HIBTPHI Uil OTPAaHUYEHUS TOTEHIHU-AIbHO OMAacHOTO
COJIEPKUMOTO).
Hacrpoiiku 6e3onacHoctu Be6-0paysepos (Internet Explorer, Firefox u T.11.).
DNEeKTPOHHAs IOYTa U CUCTEMbI MTHOBEHHOT'O OOMEHa COOOIICHUSIMH.
Hacrpoiiku 6e3onacHoct Ckaiin, ICQ u nmp. Crioco6s! o0ecrieueHus: 6e30macHOCTH BeO-
caiita.

10. Kubepnpecrynnenus. Buabl nHTepHET-MOIIEHHUYECTBA (MIMChMa, PEK-JaMa, 0XOoTa 3a

11.

JTUYHBIMHA JAaHHBIMH U T.11.). OnacHOCTH MOOWMIIBHOU CBsi3H. [IpennioskeHus mo ycTaHOBKe
BPEIOHOCHBIX MPUITIOKEHHI.

Momenanueckue CMC. VYTeuka w 0OHApOoAOBaHWE JWYHBIX JaHHBIX. [lomgbop wu
nepexsaT naposieil.

12. B310MBI aKKayHTOB B COLIMAJIBHBIX CETAX. Buapl MomenHnyecTBa B IHTepHeTe. OUIIMHT

(papmuHr). A3apTHBIE UTPHI.

13. Jloxxuble antuBupychl. [logmeHa cTpaHull B MHTEepHETe (CallThl-KJIOHBI). DanblInuBbIE

¢baitnooOMeHHUKH.

14. DnekTpoHHBIN KotIenek. MOIeHHUYECTBO MPU pacipocTpaHeHuu «oecrmatHoro» [10.
15. TexHonmorun MmanunyiaupoBanusi B Unurepuere.
16. Th npu uHTEpHET-O0IIEHUH.

IIpakTuyeckoe 3ansTue 3.2.

Bomnpocs! st o0cyxxaenus

1

2.
3,
4,

Tb npu peructparuu Ha BeO-caifTax.
Kommnbrotepaoe nuparctso. [lnaruar.
KubepnaeMHHUKH U KUOEPACTEKTUBEI.
Ornenka ymep6a oT KuOeprpecTynIeHUH.
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0.

Wutepuer-stukert. [IpaBuna obmenus B MuTepHere.
OCHOBBI CETEBOI0 3THKETA.

ITepenucka B ceTu.

[IpaBuna noBenenus B ckaie. @opym.

OO0111eHNE B CETH U €r0 IOCIEACTBHUSL.

10. Arpeccus B cetu.
11. AHOHUMHOCTb B CETH.
12. Buapl sTukera (JUYHBIA, JEIOBOW, NMUCHMEHHBIA, JUCKYCCHOHHBIM W mp.). Pazmuuus

9THUKCTA B Ppa3HbIX CTPAaHaX.

13. Dtuka guckyccuii. B3aumMHoe yBakeHHE MPU HHTEPHET-O0IIECHUH.
14. DTuker u 6€30MaCHOCTb.

Tema 4. IIpo6siembl UHTEpHET-3aBHCUMOCTH, KHOEPOYJIIIHHT A
IIpakTuyeckoe 3ansTue 4.1.
Bompocsr 11st o6cyxaeHust

SO RN R WD =

14.
15.
16.

['uruena KomneroTepA.

Kommbrorep u kpoBooOpalieHue.

[Tonb3a 1 Bpel KOMIBIOTEPHBIX UTP.

Kommbrorep u 30K.

du3nUecKoe U ICUXUUYECKOE 3J0POBbE.

[TpaBuiia noBeieHUsI B KOMIIBIOTEPHOM KJlacce.

WuTepHeT B cucreMe 6€301MacHOCTH.

TexHHKa 0€30IIaCHOCTH MPU PAOOTE C KOMITBIOTEPOM.

KomnbroTep 1 MOOMIIBHBIE YCTPOICTBA B Upe3BbIUAHBIX CUTYaLIUSX.

Menununackas uHpopmanus B MutepHere. Kommnbrorepsl M1 MOOMIIBHBIE YCTpOMCTBa B
DKCTPEMAJIIBHBIX YCIOBHSX.

Bo3zaeiicTBue paanoBoIH Ha 3J0pOBbe U OKpy»Katotryto cpeny (Wi-Fi, Bluetooth, GSM).
Kommekc ynpaxHeHuit npu padboTe 3a KOMIIBIOTEPOM.

BoszneiictBue Ha 3penue DJIT, KUIKOKPUCTAIUIMUECKUX, CBETOAMOJHBIX, MOHOXPOMHBIX
MOHMTOPOB.

KomnreioTep B pexxume Tpyda U OT/bIXa.

BnusiHue koMnbroTEpa Ha pENPOAYKTUBHYIO CUCTEMY.

Bpennslie ¢pakTopbl paboThI 32 KOMIIBIOTEPOM U X MOCIEICTBUS.

IIpakTuyeckoe 3ansTue 4.2.

BOHpOCBI JJIA O6Cy)K,I[eHI/I}I

17.

PNk W=

—
N LN = O

Opranuzanus pabodero Mecrta
HuTepHeT-coo01ecTBO.
WHTEepHEeT-3aBUCUMOCTb.
ConuanbHele ceTu. J[eTckue colManbHble CETH.
BupryanbHas TMYHOCTS.
3aBucuMOCTh OT MIHTEpHET-001IEHHS.
PasBneuenus B HTEpHETE.
IIpu3Haky UrpoBOM 3aBUCUMOCTH.
CereBble UIPBI.
Caiitsl 3HaKoMcTB. 30K 1 KOMIOBIOTED.
. Bunet 3aBucumoctu. JlectpykrtuBHas nngopmanus B UutepHere.
. Bunper IHTEpHET-3aBUCUMOCTH.
. Kubepkynprypa (MaccoBast KyJbTypa B CETH) U TUIHOCTb.
. Ilcuxonoruueckoe Bo3zelcTBUE HH(OPMAIIMM Ha YETIOBEKA.
. YOpaBlleHUE JMYHOCTBIO 4Yepe3 CeTb. [IHTEpHET M KOMIBIOTEpHAs 3aBHCHMOCTD
(ammuKims).
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15.

16.

17.

Kputepun 3aBHCHMMOCTH (IPHOPUTETHOCTb, W3MEHEHUS HACTPOEHMSI, TOJEPAHTHOCTD,
CHUMIITOM Pa3pbiBa, KOHQIUKT, PEIMJINB).

THUIBl UHTEPHET-3aBUCUMOCTH (IIPUCTPACTHE K pabOTE C KOMIBIOTEPOM, K HABUTALUU U
MOMCKY MH(OPMAIIMK, UTPOMAHUS M JICKTPOHHBIC MOKYIKH, 3aBUCUMOCTb OT CETCBOTO
o01IIeHU).

Knaccudukanus HHTEpHET-3aBUCUMOCTEH

Tema 5. Metoabl ob6ecnieuenusi 6esonacHoctTu [IK n Uurepuera. Bupycsbl 1 aHTUBHPYCHI

N A W=

9.

10.
11.
12.

IIpakTnyeckoe 3ansaTue S.1.

KonTeHTt-punppsr.

ITouckoBble cEpBEPBL.

[Ipu3Haku 3apa)keHus1 KOMIIbIOTEpA.

AHTHUBUpPYCHAs 3aIIMTA.

3amuTa Qaitnos. beonacHOCTs Mpu ckauynBaHUM (PaiioB.

3amuTa nNporpamMm U JaHHBIX OT HECAHKIIMOHUPOBAHHOTO KOIMPOBAHMUSI.
Opranu3alnydoHHbIE, IOPUINYECKHUE, NMPOrPaMMHBIE W IPOrpaMMHO-aNNapaTHbIE MEpPbI
3aIIUTBHI.

3amura nporpaMM M JIaHHBIX C MOMOUIBIO IAPOJIEH, MPOTPAMMHBIX M 3JIEKTPOHHBIX
KJIFOYEH, CEpUIHBIX HOMEPOB, IIEPEHOCA B OHJIAKH U T.II.

Henepemeniaempie nporpaMMsl.

3amuTa OT KONMPOBAaHUSI KOHTEHTA caiTa.

Uctounuku 3apaxenus [1K.

AntuupycHoe [10, Buapl n HazHaueHHe. MeTo bl 3alUThl OT BUPYCOB.

IIpakTuyeckoe 3ansTHe 5.2.

BOHpOCBI JJIA O6Cy)KI[CHI/I$I

1.

AR

10.
11.
12.

13.

14.

[Ipo6nembr Oe3omacHocTH MHGpPAcTpyKTypsl MHTEpHETa (MPOTOKOIBI MapUIpyTH3ALUU
CeTH, CUCTeMa JOMEHHBIX UMEH, CPEeJICTBA MapLIPyTU3ALIUHU U T.I1.).

ITpoBepka nomrHHOCTH (ayTeHTU(UKamus) B IHTepHeTe.

Meps! 6e30nacHocTH Juid noas3oBarenst WiFi. Hactpoiika 6e30macHOCTH.

Bupycsl 11 MOOMIBHBIX YCTPOICTB (MOOUIIbHBIE OaHKEPHI U JIP.).

Hacrpoiika komnbroTepa 11 6e3onacHoit padboTsl. OmMOKH MOIb30BATENS.

Mepsl  nuyHOM  Oe3omacHocTH  mpu  cereBoM  obOmeHuu.  [IpenoTrBpaiieHue
HECaHKIIMOHMpOBaHHOTO focTyna K [TK.

[Taponu, 6GuoMeTpuyecKUe METOABI 3aIIUTHI U ayTeHTH(PHUKALUSA C MOMOIIbI BHEIIHUX
HOCHUTEJIEH.

[IpocThie M AMHAMUYECKU U3MEHsoIIMecs napoyu. bopb0a ¢ yreukamu HHpOpMaLH.
CpenctBa konTposist foctyna. [IpaBa nonp3oBareneir. CriocoObl pa3rpaHUYEHUs JOCTYIA.
OT1innuust BUPYCOB U 3aKJIA0K.

AmnTHuBHpycHbIe iporpaMmel Juis [1K: ckanepsl, peBU30pHI U Ap.

Haubonee uzBectHble anTuBHpYyCcHBIE Tporpammel. Kaspersky Internet Security. Dr.Web
Security Space. ESET NOD32 Smart Security. Kommepueckoe u OecriaTHOe
antusupychHoe I10.

OmnutaitH cepBUCHI 17151 0€30MaCHOCTH I0JIb30BATENsl B MHTEPHETE (MTPOBEpKa KOMITBIOTEpa
u (aiiyIoB HA BUPYCHl OHJIAWMH, OHJIAWH neakTuBanus SMS-BUpycoB, MpoBepKa caiTa Ha
BUPYCHI, TpoBepka (QaiioB mo e-mail, onpeneneHue aapeca CTpaHUIBI, MPOBEpKa
cronoctu CMC u ap.).

Hactpoiiku 06e30macHOCTH TOYTOBBIX MpPOrpamMM. 3aliuTa B IOUCKOBBIX CHCTEMax
(puABTPHI A1 OTPaHUYEHUS MOTEHITUATBLHO OMACHOTO COIEPKUMOTO).

2. 3apaHus AJ1s1 CAMOCTOATEIbHON padoThI
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Tema 1. KubGepOe3omnacHoCTh B CHCTEME HAlIMOHAIBHOM Oe3omacHocT PO
[ToAroToBUTH AOKJIA] MO TEME:

1. Huadopmanmonnas BoitHa. MH(bopManimoHHOE OpyKHeE.

2. TlaTpyoTH3M U UHTEPHET.

3. HWudopmanmronHOE BO3ACHCTBHE.

Tema 2. KuOepnpecTyniaeHus NpoTUB JUYHOCTH, OOLIECTBA U FOCYAAPCTBA
[ToAroToBUTH AOKJIA] MO TEME:
1. PeanbpHas 1 BUpTyaJIbHASI JINYHOCTD.
2. Ilcuxonorudeckass oocranoBka B MuTepHeTe: rpuduHr, kKubepOyuIMHT, KHOEPMOOOUHT,
TPOJUIMHT, OYJUIULIUL.

Tema 3. CoBpeMeHHOE KHOEPIPOCTPAaHCTBO TeXHMKA 0€30IaCHOCTH B KHOEPIIPOCTPAHCTBE
[ToAroToBUTH AOKJIA MO TEME:

1. DneKTpoHHBIN KOIIETEK.

2. MOoIIeHHHYECTBO MPH pacnpocTpaneHuu «oecmuataoro» [10.

3. IlpaBuia moBeneHuUs B CKaMIIe.

4. ®opym. IlpaBuna noseneHus

Tema 4. [Ipo6nemsl HTEpHET-3aBUCHMOCTH, KMOEPOYIITHMHTA
IToAroTOBUTH NOKIIA IO TEME:
1. Bunapl UHTEpHET-3aBUCUMOCTH.
2. KubepkynbTypa (MaccoBasi KyJabTypa B CETH) M JJUNYHOCTb.
3. Tlcuxomorunyeckoe BO3/eHCTBUE HHPOPMAIIMHN HA YeTTOBEKa

Tema 5. Metozs! ob6ecrieuenus 6e3onacnoctu I1K u MaTepHeTa. Bupycsl 1 aHTUBHpYCHI
IToaroToBUTH TOKIIAJ IO TEME:

1. Meps! GezomacHocTu 1715 nosb3oBatens WiFi. Hactpoiika GezonmacHocTu.

2. Bupycsl 1uist MOOMIIBHBIX YCTPOUCTB (MOOMIIbHBIE OAHKEPHI U IP.).

3. IIpumepHbie TeMbl pehepaToB

1. Nudopmanus - pakrop cymecTBoBaHUs U pa3BUTHs oO1ecTBa. OCHOBHBIE (DOPMBI

nposiBIeHUs] MHQOpMaluu, €€ CBONCTBA Kak 00bEKTa OE30MaCHOCTH.

ITonsatue GezomacHoCTH U €€ cocTapistomue. bezonacHocTs HHOpMAIIH.

Obecneuenrie HHPpOPMALIMOHHONW O€30MaCHOCTH: COiepKAHUE U CTPYKTYpa MOHSTHSL.

HanuonansHble HHTEpECH B MH(GOPMALIMOHHOI cdepe.

Hcroununku u copepxanue yrpo3 B nHGOpMaAIMOHHOM cdepe.

CooTHolleHne MOHATHI «MH(pOpMaIIMOHHAs 0€30MIaCHOCThY U «HAllMOHATIbHAS

0€30MacHOCTb»

7. Puck paboTsl Ha EPCOHATBHOM KoMITbloTepe. [ImanupoBanue 6e3onacHoit paboThl Ha
NIEPCOHATHPHOM KOMITBIOTEPE.

8. HMHudopmarus - pakTop CylecTBOBaHUS U pa3BUTHUS 00IIECTBA.

9. Uenu u 3amauu 3aIUTHl HHOOPMALIUH.

10. Opranuzanus 3amyThl KOHQHUIEHIIMATBHON HH()OPMAIIHH.

11. Bunp! 3amumaemoit nHdopMaiuu B cpepe rocy1apcTBEHHOI0 U MyHUIIUTIATBHOTO
yIIpaBJICHUSL.

12. YpoBHuu BeneHus nHGOpMamoHHON BOWHBI. OnepaTUBHAs MaCKUPOBKA.
Pagnosnexrponnas 6opr0a. BoszneiictBue Ha ceTH.

13. OcHOBHBIE TOJOKEHUSI TOCYAAPCTBEHHOW WH(GOPMAITMOHHOW TOJUTHUKH Poccuiickoit
denepauuu.

ANl N
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ITpunoxxenune 2

OueHouyHble MAaTEPHAJIBI 110 TUCHUILIHHE
« Knbep0e3onacHocTb)

1. OueHouyHbIe MAaTEPHAJBI VISl TEKYIIET0 KOHTPOJISI
1.1. TecToBBIe MaTEepHAJIbI

Tect 1
1. Uadopmanmonnas 6€30macHOCTb 3aBUCHUT OT:
a) KOMITbIOTEPOB, MOAIEPKUBAOIIEH HHOPACTPYKTYPHI +
0) mosbp30Barenen
B) nuH(opmauu
2. TapreTupoBaHHas aTaka — 3TO:
a) aTaka Ha ceTeBoe 000pyI0BaHue
0) aTaka Ha KOMIIIOTEPHYIO CUCTEMY KPYITHOTO NPEANpUaTus +
B) aTaka Ha KOHKPETHBIA KOMIBIOTEP MMOIb30BATENS
3. Stuxnet — 3T0:
a) TPOSIHCKasl mporpamMmma
0) MakpoBHpYC
B) MPOMBILIUICHHBIN BUpYC +
4. OcHoBHas Macca yrpo3 uH()OpPMaIMOHHOM 0€30MTaCHOCTH MPUXOAUTCS Ha:
a) TposiHCKHE TporpaMMBbl +
6) LlInnoHckue nporpaMmsl
B) UepBu
5. Ilox xakue cucTeMbl pacipocTpaHEHHE BUPYCOB IPOUCXOIUT Haubosee TMHAMUYHO:
a) Windows
0) Mac OS
B) Android +
6. Kakoit Bun naeHTHudUKAIINY U ayTeHTU(DUKAIIUN TTOTYIHT HAanOOJIbIIIEe pacipoCTpaHEHUE:
a) cuctemsl PKI
0) MOCTOSIHHBIE MTAPOIH +
B) OIHOPA30BBIE MAPOIIH
7. Kakue yrpo3sl 6€30MacHOCTH HH(POPMAIIUH SIBIISIOTCS ITPEIHAMEPEHHBIMU:
a) OIIMOKH MepcoHaa
0) OTKPBITHE DJIEKTPOHHOTO MTUChMAa, COJIEPIKAIIETO BUPYC
B) HE aBTOPU30BAaHHBIN AOCTYM +
8. Urto Takoe «opdTom»:
a) coob1eHue He 1o Teme popyma +
0) yacTh rapaepoda
B) pyTOONBHBIN TEpMUH
9. Cucremoii kpunTorpagudecKoi 3auThl HHGOPMAIIUH SIBIISIETCS:
a) BFox Pro
6) CAudit Pro
B) Kpunro IIpo +
10. CITAM:
a) arpeccuBHOE MOBeIeHUE Ha opyMax
0) MaccoBasi pacChUIKa PEKJIAMbl M IPOYHNX OOBSIBICHHH +
B) LIETIOYKA HETIOHSTHBIX, HEJIOTMYHBIX O0BSICHEHUI
11. Kakue BUpPYyCHl aKTUBU3UPYIOTCS B CAaMOM Hadajie pabOoThI C ONEePaMOHHON CUCTEMOM:
a) 3arpy304YHbIC BUPYCHI +



0) TPOSHIIBI

B) YEpPBH

12. IlepeBenute Ha s13bIk VIHTEpHETA BBIPAKEHUE «JIUTh BOAY»:

a) deim

0) bnyn +

B) CIIAM

13. «CrnoBecHas BoiHa», BO3HUKAIOIIAs MHOT 1A HAa (hopyMax:

a) dueim +

0) CIIAM

B) quryn

14. JIns BeIIICHNS HAanOO0JIee 3HAYMMBIX CJIOB B TEKCTE HCIIOIB3YIOT:

a) KypcHB

0) mouepKUBaHUE

B) )KUPHBINA MIPUPT +

15. Habop cnos 3AT'JIABHBIMMU GykBamu CityKuT:

a) JUIsl BBIPQKEHUS CHIIBHBIX SMOIHH +

0) U1t 0003HAYEHUS YETO-TO OOJIBIIIOTO

B) JJIsl IPUBJICYCHUSI BHUMAaHUs COOECeHUKA K TTTABHOMY B BbICKa3bIBAHUU

RELAP

RELAP

16. Hopmbl oOmienust B cetu MHTEpHET:

a) MHTEKET

0) HeTUKET +

B) OTHUKET

17. BeiOepuTe BepHOE yTBEPKICHHE.

ABTOpCKHE MOCTHI, pa3MellaeMble M0Jb30BaTEIsIMH B COLIMANIBHBIX CETAX U OJorax:

a) HUKOT/Ia HE CoJIeprKaT MepCOHANbHON HH(OpMaLUY, TOATOMY MX MyOIMKaIUs HE HECET
CEPBE3HBIX MOCIEACTBUN

0) Bceraa coepxkaT U3UIITHIOI MEPCOHATBHYIO HH(OPMAITUIO O YeJTOBEKE, YTO MOXKET
HaBPEIMUTh HE TOJILKO €T0 PEryTaliu, HO U JINYHOM 0€301MacHOCTH

B) OLIEHUBAIOTCS YUTATEISIMU M10-Pa3HOMY, I03TOMY HEBO3MOXKHO IIPEJICKa3aTh, KaK MyOJIUKaIIHsI
[I0CTa OTPA3UTCS Ha penyTaluu ero aBTopa +

18. Ykaxkure ycTpoHCTBO /7151 HOJKIIOYEHHSI KOMITBIOTEpA K CETH:

a) MBIIIb

0) Mozem +

B) CKaHep

19. Tlpu npocmoTpe BeO-caiiToB 1 oOeHNH yepe3 HTepHeT:

a) Bl ocTaBisieTe 31E€KTPOHHBIE CIIE/IbI, KOTOPHIE MOXKHO yJAIUTh CAMOMY

0) Bbl ocTaBisieTe 31€KTPOHHBIE Cle/bl, KOTOPbIE XpaHATCA TOJLKO Ha Baiiem kommnbroTepe
B) Bbl ocTaBiisieTe 37eKTpOHHBIE Cle/bl («IH(PPOBBIE OTHEYATKHY), IO KOTOPHIM MOKHO
ONpEeIEeNUTh, KaKhe CTpaHuIbl Bel mpocMatpuBanu u kakout [P-anpec kommnperotepa Bl
MCIIOJIb30BaJIM +

20. I'maBHOM (pyHKIMEH OpaHIMaydpa SIBISIETCS:

a) MOTOJIHUTENbHOE 0(hUCHOE MPUITOKEHUS AT paboThI ¢ 6a3aMM JaHHBIX

0) 3amuTa KOMIBbIOTEPA OT B3JIOMa XaKepamH, a TaK’Ke BCEBO3MOKHBIX BUPYCOB M «TPOSTHOBY +
B) YIPOILEHHE U ONTUMM3ALNS PAOOTHI ONEPAIMOHHON CUCTEMBI

exaama0+

21. Yro HE nomokeT 3aiuTUTh CBOIO 3JIEKTPOHHYIO MOYTY OT B3JIOMA!

a) MepUOJNYECKH MEHSTh apec JIEKTPOHHON MOYTHI, MEHAThH MPOBaiiiepoB +

0) co3aBaTh pa3HbIe MAPOIH OT Pa3HBIX AKKAYHTOB

B) HE OTKPBIBATH COOOIIEHUS C HE3HAKOMBIX U MOJ03PUTENbHBIX aJJpeCcOB
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22. Koraa MOXHO MOJHOCTBIO JOBEPSITH HOBBIM OHJIANH-APY3bsIM:

a) TIOTOBOPHUB TIO TeIehOHY

0) Huyero He MoxkeT Aath 100 %-Hyro rapaHTHIO TOTO, YTO OHJIAHH-IAPYTy MOXKHO J0BEPSTH +
B) mociie ooOMeHa ¢otorpapusiMu

23. Yro nenath, €CM BaM MPHIILIO TUCBMO O TOM, YTO BBI BBIUTPAJIU B JIOTEPEE:

a) CBSI3aThCS C OTIPABUTENIEM IO TeNedOHY

0) mepeiiTH 1o CChUIKE B MMUChbME, BeIb MH(POPMAIIKS MOXKET OKa3aThCs MPABIOH

B) YIQJIUTh €ro U 3a0JIOKUPOBATH OTIIPABUTEINS +

24. Kakyro undopmanuio o cede MOKHO BBIKJIAABIBATh B VIHTEpHETE B OTKPBITOM JIOCTYIIE:
a) MECTO pabOTHI POTUTENICH

0) 0 cBOMX MHTEpecax +

B) HOMeD TenedoHa

25. Kak 3amuruTscst OT HETATUBHOIO KOHTEHTA:

a) 0OpaTUTHCS K aBTOPY HETaTUBHOT'O KOHTEHTA

0) He oOpalaTh Ha HEro BHUMaHUS

B) HCIOJIBb30BaTh Oe3omacHbli mouck Google u 6e3omacHsbIil pexkum Ha YouTube +

26. B xakoM ciyuae HapylIaeTcsi aBTOPCKOE MPaBo:

a) MPU UCIOIb30BAaHUK MaTepHanoB Bukumeuu s MOAroTOBKY I0KJIa/1a CO CChUIKON Ha
UCTOYHUK

0) mpu pazmenieHnu Ha YouTube cOOCTBEHHOTO BUICOPOIMKA C KOHIIEPTA KaKON-THOO0 TPYIIIIBI
+

B) MPU IPOCMOTPE TPAHCIISALNNA HAa OPHUIIMATIEHOM CaliTe TeJeKaHaia

27. TpostHCKas mporpamma oracHa TeM, 4To:

a) MPOHMUKAET Ha KOMIBIOTEP MO/ BUJIOM MOJE3HON MPOrPaMMBbI U BHITIOTHSET BPEIOHOCHBIE
neiicTBus 6e3 BeJoMa IOJIb30BaTels +

0) o0azaeT BCEMHU BbIIIENIEPEUNCIEHHBIMU BO3MOXKHOCTSIMU

B) BBIHY’KJIa€T MOJIb30BaTElIs BO3BpAIIATh JOJITH JaHa1IeB

28. KiaBuarypHslii IIMTHOH:

a) IOPUINYECKUN TEPMUH, UCTIONB3YEMBIH JIUTsl 0003HAUYEHUS TIPAaBOHAPYIIEHUH, CBS3aHHBIX C
MH(POPMALIMOHHOM 0€30MacHOCTHIO

0) puznueckuii TEpMUH, UCTIOIB3YEMbIN JIJIs1 0003HAYEHHUS NMPABOHAPYIIIEHUN, CBSI3aHHBIX C
UH(POPMALIMOHHOM 0€30MacHOCTHIO

B) MporpamMma, OTCIECKUBAIOIIAsl BBOJI TIOJIH30BATEIEM TTAPOJIEH U MUH-KOJOB +

29. Yro He sABIsETCS MEPCOHATBHBIMU JIaHHBIMU:

a) UCTOpus OOJIe3HU +

0) macropTHbIE JaHHbBIE

B) (pamMmIus, UMs, OTIYECTBO

30. Yro nenaTh, €CIIM BBl CTAIH KEPTBOW MHTEPHET-TPABIIH:

a) CBITIaTh YIPO3aMHU B OTBET, MTPeIaratb BCTPETUTHCS U pa300paTbes

0) oOpaTUTHCS B aIMUHUCTPALIMIO pecypca ¢ Mpoch0oil Haka3aTh oOMIUMKa +

B) BBIKHHYTh KOMITBIOTED

Tect 2

1) K mnpaBoBeiM MeTonaMm, oOecledyrBalomUM HHPOPMAIMOHHYI0 0€30MacHOCTbD,
OTHOCSTCS:

- Pa3paboTka anmapaTHBIX CpPEJICTB 00ECIIEUECHUS MTPABOBBIX JTaHHBIX

- PazpabGoTka U ycTaHOBKa BO BCEX KOMIBIOTEPHBIX MPABOBBIX CETAX >KYpPHAJIOB ydeTa
NENCTBUU

- Pa3paboTka M KOHKpeTH3alus TMPAaBOBBIX HOPMATUBHBIX aKTOB oOOecredeHus
06e30macHOCTH
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2) OCHOBHBIMM HCTOYHHMKAMH YyTpo3 HH(POpMAIMOHHONW O€30MaCHOCTH SBISIOTCS BCE
YKa3aHHOE B CIIUCKE:

- XunieHue )XecTKUX AUCKOB, MOJKIIOYEHHE K CeTH, HHCAWIePCTBO

- [lepexBaT AaHHBIX, XUIIECHUE TaHHBIX, U3MEHEHUE APXUTEKTYPbI CUCTEMBI

- XWIIEeHHEe NaHHBIX, MOJKYN CHCTEMHBIX aJMHHUCTPATOPOB, HAPYLIEHHE pErjiaMeHTa
paboThI

3) Buabl undopmanuonHoii 6€30MacHOCTH:

- IlepconanpHas, KOpHopaTuBHAas, FOCYAapCTBEHHAs

- KnuenTtckas, cepBepHasi, cereBas

- JlokanpHas, rinobanbHas, CMelIaHHas

4) Ienmn wuHbpOpMaMOHHON  O0€30MaCHOCTH — CBOEBpPEMEHHOE OOHapyXeHHeE,
npeaynpexaeHue:

+ HECaHKIIMOHHUPOBAHHOTO JOCTYIA, BO3JCHCTBHS B CETH

- MHCali1epcTBa B OpraHU3aLUH

- Ype3BbIYaWHBIX CUTyalluH

5) OcHoBHBIE 00BEKTH HHYOPMAITUOHHON 0€30MaCHOCTH:

- KomnberorepHubie ceTu, 6a3bl JaHHBIX

- UaopmManimoHHbIe CHCTEMBI, ICUXOJIOTHYECKOE COCTOSHHUE MOTb30BaTEIICH

- busHec-opueHTHPOBaHHBIE, KOMMEPUYECKHE CUCTEMBI

6) OCHOBHBIMHM pUCKaMU MHPOPMAIIMOHHON 0€30MaCHOCTH SBJISFOTCS:

- Uckaxenue, ymMeHbllIeHUE 00beMa, NePEeKOIUPOBKa HH(POpPMAIIUH

- Texanueckoe BMEMIaTENbCTBO, BBIBEICHHE U3 CTPOSI 000PYIOBaHUS CETH

- [loTeps, uckaxenue, yreuka uHGopMaIuu

7) K ocHOBHBIM npuHLIHMIIaM obecrneyeHuss HHPpOopMalMOHHOW 0€3011aCHOCTH OTHOCHUTCS:
- DKOHOMUYECKOH () PEeKTUBHOCTU CUCTEMBI 0€30MaCHOCTH

- MHoromnnardpopMeHHON peanu3anuu CUCTEMBI

- YcuileHHs 3a0IUIEHHOCTH BCEX 3BEHBEB CUCTEMBI

8) OcHOBHBIMH CyOBEKTaMH UH(POPMAIITMOHHON 0€30MaCHOCTH SIBJISTIOTCS:

- PYKOBOAUTEINH, MEHEKEPBI, aIMUHUCTPATOPbI KOMITAHUU

- OpraHbl IIpaBa, rocygapcrBa, OusHeca

- ceTeBble 0a3bl JTaHHBIX, (PaepBOJIIIBI

9) K oCHOBHBIM (yHKIHSAM CUCTEMBI 0€30MaCHOCTH MOXHO OTHECTH BCE MEPEUYNCIEHHOE:!
- YcTaHOBIIEHUE PErJIaMEHTa, ayJUT CUCTEMBI, BBIIBICHUE PUCKOB

- YcTaHOBKA HOBBIX O(UCHBIX NPUJIOKEHUN, CMEHA XOCTUHT -KOMIIAaHUHU

- Buenpenue ayreHTudUKaIUK, IPOBEPKU KOHTAKTHBIX JAHHBIX MOJIb30BaTENEH
10) [IpuaIIUTIOM MHPOPMATMOHHON O€30MTACHOCTH SABJAETCS MPUHIIUI HEOMYIICHUS:
- HeonpaBnaHHBIX OrpaH4YeHuil npu padboTe B ceTH (CUCTEME)

- PuckoB 6e301MacHOCTH CETH, CHCTEMBI

- [Ipe3yMnuuu ceKpeTHOCTH

11) IIpuHIIMTIOM NOMUTUKU UHGOPMAIMOHHON 0€30MacHOCTH SBISAETCS MPUHIUM:
- HeBO3MOXXHOCTH MUHOBATh 3aLIUTHBIE CPEICTBA CETU (CUCTEMBI)

- YcusieHus OCHOBHOTO 3B€HA CETH, CUCTEMBI

- [TontHOTO GJIOKMPOBAHUS AOCTYMNA MPU PUCK-CUTYALHIX

12) IIpuHIIMIIOM NOJUTUKU UHGOPMAIIMOHHON 0€30MacHOCTH SIBISAETCS MPUHIUM:
- YcuseHus 3alMIIeHHOCTH CaMOro He3alIUIIeHHOTI0 3BeHa CeTH (CUCTEMBI)

- [lepexona B 6e30macHOE COCTOSIHUE PA0OTHI CETH, CUCTEMBI

- [lonHOrO NOCTYyNA MOJIB30BATENEN KO BCEM pecypcaM CETH, CUCTEMBI

13) [IpuHIIUIOM MOTUTUKN UHPOPMAITMOHHON O€30TTaCHOCTHU SABJSAETCS MPUHITUIL:
- Paznenenus nocryna (00si3aHHOCTEH, MPUBUIIETHN ) KIMEHTAM CETH (CUCTEMBI)

- OMHOYPOBHEBOM 3AIUTHI CETU, CUCTEMBI

- COBMECTUMBIX, OJJHOTHUIIHBIX IPOTPAMMHO-TEXHUYECKHUX CPEACTB CETH, CUCTEMBI
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14) K ocHOBHBIM THUIIaM CPEJCTB BO3/I€HCTBUS HAa KOMIIBIOTEPHYIO CETh OTHOCHUTCS:
- KomnerotrepHsblii cOoi

- Jlornueckue 3akiagku («KMUHBI»)

- ABapuiiHO€ OTKJIIOYEHUE MUTAHUS

15) Korna nmonydeH cnam mo e-mail ¢ mpuiio)KeHHbIM (QaidyioMm, CIeayeT:

- IIpounTaTh NpUIIOKEHHUE, €CIIU OHO HE COAEPKUT HUUETO LIEHHOTO — YJaJIuTh

- Coxpanutsb npuiioxkeHue B napke «Cnam», BeIsICHUTD 3aTeM IP-anpec reneparopa cnama
- Y1anuTh NMCbMO C IPUJIOKEHUEM, HE pacKpbiBas (HE 4UTasl) ero

16) Ipunnun Kupxroda:

- CekpeTHOCTb KJII04a OIpeJeeHa CEKPETHOCThIO OTKPBITOIO COOOLIEHUS

- CexpeTHOCTh MH(POPMAIIUHU OTIpeiesieHa CKOPOCTHIO Mepeaayn JaHHBIX

- CexkpeTHOCTb 3aKPHITOI0 COOOLIEHUS ONPEeNsAeTCsl CEKPETHOCThIO KI04a

17) SUII — aTo:

- DneKkTpoHHO-1U(POBOI mpeodpazoBaTeb

- DNeKTpOHHO-IU(PpOBas MOANKUCH

- DnekTpoHHO-1U(PpOBOI mpo1eccop

18)  Hambonee  pacmpocTpaHeHbl  yrpo3bl  HHGOpPManMOHHON  0€30MacHOCTH
KOPIIOPAaTUBHOMN CHCTEMBI:

- [lokynka Henuuensuonnoro 110

- Ommb6KM >KCIulyaTallui U HEYMBIIIUIEHHOT'0 U3MEHEHUs peXkuMa paboThl CUCTEMBI
- Co3HaTeNbHOI'0 BHEJPEHUS CETEBBIX BUPYCOB

19) Haubonee pacrnpocTpaHeHbl yrpo3bl HHHOPMALMOHHON 6€301MaCHOCTH CETH:

- PacnpenenenHblii JOCTYI KJIUEHT, OTKa3 000py10BaHUS

- MopanbsHbI H3HOC CETH, NHCANIEPCTBO

+ COoii (0oTKa3) 000pya0BaHUS, HEJIETAIBHOE KOMMUPOBAHUE TAHHBIX

20) Haubonee pacrnpocTpaHeHbl CpeACTBa BO3ACHCTBUS Ha C€Th oduca:

- Cnabwiil Tpaduk, nHGOPMALMOHHBIA 00OMaH, BUPYChl B UHTEPHET

- Bupycsol B ceTu, noruyeckue MUHBI (3aKiajgku), 1HGOPMALMOHHBIA IepexBaT

- KomnprorepHbie c60ou, U3MEHEHUE aAMUHCTPUPOBAHUS, TONIOJIOTUU

21) Yreukoit uH(pOpMaLMU B CUCTEME Ha3bIBAE€TCS CUTYyalUs, XapakTepu3yemas:

- [loTepeit TaHHBIX B CHUCTEME

- U3menenunem popmsl HHPOpMALIUH

- U3meHeHuneM coaepxanusg HHGpopmanuu

22) CsoiictBamu  uH(poOpManuu, Hauboyee aKTyaJbHBIMH INpH  00ECHEeueHUHU
MHPOPMAIIMOHHOMN 0€30MaCHOCTH ABJIAIOTCS:

- IlemoCTHOCTH

- locTynHOCTH

- AkTyanbHOCTb]

23) VYrpo3a nunpopManuoHHON cucTemMe (KOMIBIOTEPHOUN CETH) — 3TO:

- BepositHoe coObITHE

- letepMuHUpOBaHHOE (BCEra ONpeaesIeHHOE) COOBITHE

- Co0OpITHE, TPOUCXOAIIEE TEPUOTUYECKU

24) Uundopmauus, KOTOpyw cieayeT 3amuinate (M0 HOpMaTHBaM, IpaBUJIaM CETH,
CHCTEMBI) Ha3bIBAETCH:

- PernmamenTupoBaHHOMI

- [IpaBoBoii

- 3anumaemMon

25) PasHoBumHOCTSIMH yrpo3 0Oe3omacHOCTH (CeTH, CHCTEMBI) SABISIOTCA BCE
HEPUYUCIECHHOE B CIIUCKE:!

- [IporpaMMHbIe, TEXHUYECKHE, OPTaHU3ALMOHHBIE, TEXHOJIOTHYECKUE

- CepBepHble, KIMEHTCKHE, CHYTHUKOBbIE, HA3EMHBIE

- JIuunble, KOPIOpPaTUBHBIE, COLUAIBHBIC, HAITMOHATbHbBIE
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26) OkoHUAaTENIbHO, OTBETCTBEHHOCTh 3a 3ALUIIEHHOCTh JAHHBIX B KOMIIBIOTEPHOU CETHU
HECEeT:

+ Bnanenen cetu

- AIMUHUCTpPATOp CETU

- [Tosb30BaTens cetu

27) ITonutuka 6€30MaCHOCTH B CUCTEME (CETH) — 3TO KOMIIJICKC:

- PykoBojcTB, TpeboBaHuii obecrieyeHnss HEOOXOAUMOT0 YPOBHS 0€30MaCHOCTH

- UHCTpYyK1IMii, aATOPUTMOB MOBEICHUS MOJIb30BATEIS B CETH

- HopMmbl mH(DOpMAIHOHHOTO MpaBa, COOTI0IaeMbIC B CETU

28) Haubonee BaxXHBIM MNpH peanu3alUd 3alUTHBIX MEp MOJUTHUKU O€30MacHOCTHU
ABJISAETCS:

- Aynut, aHanmu3 3aTpar Ha MPOBEIeHUE 3alIUTHBIX Mep

- AyauT, ananu3 0€30MacHOCTH

- AynuT, aHanu3 ysI3BUMOCTEH, pUCK-CUTyallui

Kpurepun omenkn:
s olleHKH pe3yJIbTATOB TeCTHPOBAHMS MPEAYCMOTPEHA CIEAYIOIIas CHCTeMa OLEHUBAHUS
y4€OHBIX IOCTUKEHUHN CTYJECHTOB:
3a Kaxabli MPaBUILHBIN OTBET CTaBUTCA 1 Oa,
3a HemnpaBWIbHBIN 0TBET — 0 OaIoB.
Ecnu ctynenT nabupaer
ot 85 10 100 % npaBUIBHBIX OTBETOB EMY BBICTABIISIETCS OLIEHKA «OTIMYHO;
oT 72 1o 84 % npaBUILHBIX OTBETOB — OIIEHKA «XOPOILIOY,
ot 51 10 71 % mpaBUIBHBIX OTBETOB — OILIEHKA «YOBJIETBOPUTEIHHO,
MeHee 50 0annoB — OLIEHKA «HEYOBIETBOPUTEIHHO.

1.2. Bonipocsl 1151 codecenoBaHusi

Tema 1. KubGepo6e3onacHocTh B cucTeMe HAIIMOHAJILHOM Oe3o0nacHocTtu PO
1. T'ocymapcTBeHHas MOJUTUKA B 00JaCTU KHOEpOE30MaCHOCTH KOMIBbIOTEPHBIM aTakaM OT
15 suBaps 2013 .
VYronosHslit kogeke PD, paznen «IIpectymienns B chpepe KOMIbIOTEpHON
uH(pOpMaLIUN».
3amura knbepnpocTpaHcTBa rocyaapctsoM. Kubepsoiina.
[IpaBo Ha nnpopmanuio B Koncruryuu PO.
3amra rocyaapcTBa 1 3almTa KuOepnpocTpaHCTBa.
JlokTprHa HHPOPMAIIMOHHOM 0€30MaCHOCTH.
KubepBoiicka. 3amura KubepnpocTpaHCTBa KaK O[HA U3 3a7[a4 BOOPY>KEHHBIX CHIL.
Nudopmannonnas BoiiHa. THpopMmamonHoe opyxue.
. IlaTpuoTH3M U UHTEpHET.
10. UadopmarimoHHOE BO3/ICHCTBHE.
11. Boennas, rocygapcTBeHHas, KOMMepYecKas TaiHa.
12. 3amuTa caifToB TOCy1apCTBEHHBIX OPTaHOB (2JIEKTPOHHOE MPABUTEIBCTRO).

(e

00 N oL A W

Tema 2. KubGepnpectyn/jienusi NpOTUB JUYHOCTH, 001IeCTBA U FOCYAapCcTBa
1.  PeanbHas u BUpTyaJbHasi TUYHOCTD.

2. Ilcuxonoruueckas oOcraHoBka B MHTepHere: rpuuHr, KHUOSpOYIIHMHT, KHOEPMOOOUHT,
TPOJUIHT, OYyJUTHIN.
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(98]

e

10.
11.

12.

13.
14.

15.

16.

17.
18.

Besonacnass pabora B ceTH B IpoleCCe CETeBOM KOMMYHUKAUUHU (4aTbl, (OpPYMBI,
KOH(epeHIINH, CKaIl, COLUaTbHbIE CETH U TP.).

TepMUHBI CETEBOTO 3TUKETA: OBEPKBOTHHT, (uieiiM, Gy, odhTONHK, CMAWIUKH U AP.
[Tpumepsl STHUECKUX HApyIIEHUN. 3HaYeHHE CETEBOT0 3TUKETA.

CobcrBennocTs B HTepHETE. ABTOPCKOE MPABO.

HuTennexryanbHasi COOCTBEHHOCTb.

[TnatHas u 6ecrnataast uHGOpPMAIIHS.

3amuTa mpaB MOTpeOHUTeNell MpH HUCHONb30BaHWMU yciuyr HHTepHer. 3ammura mnpas
noTpeduTeneit ycinyr npoBanaepa.

OTBETCTBEHHOCTH 32 HHTEPHET-MOILICHHUYECTBO.

[IpaBoBbrie  akThl B  oOJacTd  WHMDOPMALMOHHBIX  TEXHOJIOTUA W 3AIIUTHI
kubeprpocTpancTBa. OTBETCTBEHHOCTD 32 KHOEPIPECTYILIICHUSI.

KOHCTUTYIIMOHHOE TMpaBO HA TMOWCK, IMOJTYYCHHE W PacCHpOCTpaHEHHUE HHQPOPMAIUU.
®denepanbHbii 3akoH OT 29.12.2010 Ne 436-D3 (pex. ot 28.07.2012) «O 3ammure aereit ot
uH(pOopMaLy, MPUUMUHAIOIEH Bpe UX 30POBBIO M Pa3BUTHUIO» (AeHcTBYET ¢ 1 ceHTAOps
2012 rona).

WHpopmaninoHHOE 3aKOHO01aTeNbCTBO PO.

3akon P® «O06 unbopmainu, HHPOPMAITMOHHBIX TEXHOJIOTHIX U O 3allUTe HHPOPMAIUI.
VYrojoBHass OTBETCTBEHHOCTb 3a CO3JIJaHUE, MCIOJIb30BAaHUE U  PaCHpPOCTPAHEHUE
BPEIOHOCHBIX KOMIBIOTEPHBIX nporpamm (cT. 237 YK P®). [IpaBoBas oxpaHa mporpamm
st OBM u BJI. Kommepueckoe I1O. becrmatnoe IO (FreeWare, Free, Free GPL,
Adware), ycinoBno-6ecrataoe 10 (Trial, Shareware, Demo).

[IpaBOBbIE OCHOBBI JJIs 3AIMTHI OT CIIAMA.

[IpaBoBasi oxpana mporpamm i OBM u BJl. Jlunensuonnoe I10. Buawl nunenzuit
(OEM, FPP, xopnioparuBHble nuueH3uu, noamnucka). [10 ¢ otkperreim kogom (GNU GPL,
FreeBSD).

[IpaBo Ha nHGOpPMAIIHIO, HA COKPBITHE JaHHBIX, KATErOpUU WH(POpMAITUH.

[lepconanbHble U OOLIENOCTYNHBIE JaHHBIE, OTPAaHUYEHHBIM focTym. 3akoH «O
MIEPCOHAIIBHBIX JIAHHBIX).

Tema 3. CoBpemenHoe kudepnpocTpancTBo TexHUKA 0e€30MaCHOCTH B KHOEPNPOCTPAHCTBE

1.

2.
3.
4

b

*

10.

11.

12.

Mormennnueckue aeictsust B Untepuere. KubepnpectyrieHus

CereBoii aTuker. [Icuxonorus u cetb

[TpaBoBBIE acTIEKThI 3aLIUTHI KHOEPIPOCTPAHCTBA

OmnuaiiH cepBHCHI AJis1 OE30MIaCHOCTH 0JIb30BATENS B MUHTEPHETE (IIPOBEPKA KOMIIbIOTEpA U
¢aiinoB Ha BUPYChI OHJIAIH, OHJIAMH JeakTuBanus SMS-BUpYCOB, IpOBEpKa caiiTa Ha
BUPYCHI, ITpoBepKa (hailioB 1o e-mail, onpenenaeHue agpeca CTpaHULbI, IPOBEPKa
croumoct CMC u nip.).

HacTpoiikn 6€301macHOCTH MOYTOBBIX TPOTPaAMM.

3ammTa B MOMCKOBBIX cUCTeMax ((HIBTPHI sl OTPAHUYEHUS TOTEHIIMATBHO OIIACHOTO
COJIEPKUMOTO).

Hacrpoiiku 6e3omnacHocTr Be6-0paysepos (Internet Explorer, Firefox u T.11.).
DNEeKTPOHHAs OYTa U CUCTEMbI MTHOBEHHOTO OOMEHa COOOIICHUSIMH.

Hacrpoiiku 6e3onacHoctu Ckaiirn, ICQ u np. Cioco6s1 o0ecnieueHust 6€301macHOCTH BeO-
cauTa.

Kubepnpectyruienus. Busibl nHTEepHET-MOILIEHHUYECTBA (MTMChMa, peK-lama, 0X0Ta 3a
JUYHBIMH JTAHHBIMU U T.11.). OnacHOCTH MOOUITBEHOM CBsi3H. [IpenokeHus 1Mo ycTaHOBKe
BPEIJOHOCHBIX IPUIIOKECHUM.

Momenanueckue CMC. YTeuka u oOHapo10BaHUE JTUYHBIX JaHHBIX. [lom0op u mepexsar
IapoJIeH.

B3110MBI aKKayHTOB B COLMAIBHBIX CEeTAX. Buabl MomenHuuectsa B iaTepHere. GumuHr
(apmuHr). A3zapTHBIE UTPHI.

22



13.

14.
15.
16.
17.
18.

Jloxxuble anTuBHUpychl. [logmena crpanuil B UHTEpHETE (CallThI-KJIOHBI). DanblIuBbIe
(haiI000MEHHUKH.

DJEeKTPOHHBIN Kolenek. MOIIEHHHYeCTBO PpU pacnupocTpanenuu «oecrutatHoroy I10.
TexHosmornn MmanunyiaupoBanus B MHTepHere.

Tb npu nHTEpHET-OOLIEHUH.

Tb npu peructpainuu Ha BeO-caiiTax.

KomnsrorepHoe nuparcrso. Ilnaruar.

Tema 4. IIpodaembl UHTepHeT-3aBHCHMOCTH, KHOEpPOYJUIMHT A

N =

10.
11.
12.
13.
14.
15.
16.
17.
18.
19.
20.
21.
22.
23.

24.

25.

TexHHKa 0€30MACHOCTH MPHU PAdOTE C KOMITBIOTEPOM.

KomnbroTep 1 MOOMIIBHBIE YCTPOICTBA B UpE3BbIUAMHBIX CUTYaLUAX.

Menuuunckas unpopmanus B MutepHere. KomnbroTepsl 1 MOOHIBHBIE YCTPOWCTBA B
9KCTPEMAJIBHBIX YCIOBUSIX.

Bo3zaeiicTBue paanoBoiIH Ha 3J0pOBbe U OKpy»Katotyto cpeny (Wi-Fi, Bluetooth, GSM).
Kommnekc ynpaxHeHui npu padboTe 3a KOMIbIOTEPOM.

BoszneiictBue Ha 3penue DJIT, KUIKOKPUCTAIIIMUECKUX, CBETOAMOJHBIX, MOHOXPOMHBIX
MOHMTOPOB.

KomnreioTep B pexxuMe Tpya U OTAbIXa.

BnusiHue KoMnbroTEpa Ha PENPOAYKTUBHYIO CUCTEMY.

Bpennsie ¢pakTopsl paboThI 32 KOMITBIOTEPOM H WX ITOCIIEICTBUSI.

Opranuzanus pabouyero Mecta

HuTepHeT-coo0mecTBo.

HHTEepHET-3aBUCUMOCTb.

ConuanbHble ceTu. J[eTckue colManbHble CETH.

BuptyanbHast IM4HOCTB.

3aBucuMocTh 0T HTepHEeT-001IeH s

PazBneuenus B HtepHere.

IIpu3Haky UrpoBOM 3aBUCUMOCTH.

CereBble UIPBI.

Caiitsl 3HaKOMCTB. 30K 1 KOMIIBIOTED.

Bunpl 3aBucumoctu. JlectpyktuBHas unpopmanus B HTepHere.

Bunel IHTEpHET-3aBUCUMOCTH.

KubepkynbTypa (MaccoBasi KyJabTypa B CETH) U JIUYHOCTb.

Kputepun 3aBucumoctu (IPUOPUTETHOCTb, WM3MEHEHMS] HACTPOEHHUS, TOJIEPAHTHOCTH,
CHUMIITOM pa3pbiBa, KOHQIIUKT, PELUIUB).

Tunsl UHTEpHET-3aBUCUMOCTH (TPUCTpAacTUE K paboTe C KOMIIBIOTEPOM, K HaBUTALIUU U
MOUCKY MH(OpMaIUK, UTPOMAHUS U DJIEKTPOHHbIE MOKYIKH, 3aBUCUMOCTh OT CETEBOTO
oO1eHus).

Knaccugukanus MHTEpHET-3aBUCUMOCTEH

Tema 5. Metoab! o0ecneuenus 0ezonacnoctu IIK u UnTrepHera. Bupycbl 1 aHTUBHPYCHI

el

o

[Tpu3Haky 3apakeHHs KOMIIBIOTEpA.

AHTUBHpYCHAas 3alIUTAa.

3amura ¢aitnos. besonacHOCTh Mpu cCKauMBaHUU (PaKIIOB.

3amuTa nporpaMM 1 JaHHBIX OT HECAHKIIMOHUPOBAHHOTO KOITMPOBAHUSI.
OpranuzanvoHHble, HOPUANYECKUE, MPOTPaMMHBIE U IPOrPAMMHO-AINIAPATHBIE MEPHI
3aIUTHI.

3amuTa NporpaMM M JAaHHBIX C IOMOIIBIO MApOJe, NPOrpPaMMHBIX M 3JIEKTPOHHBIX
KJIFOUYEH, CEpUMHBIX HOMEPOB, IEPEHOCA B OHJIAWH U T.1I.

HenepeMmemaeMblie mporpaMmsl.
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8. 3ammTa OT KONMPOBAaHUS KOHTEHTA CaiTa.

9.  Ucrounuku 3apaxenus 11K.

10.  AntuupychHoe I10, Buasl u Ha3HAueHHE. MeTOABI 3alUTHl OT BUPYCOB.

11. TIIpoGnemsbl Oe3omacHocTH HHGpacTpykTypsl WHTepHeTa (MPOTOKOJIBI MapUIpyTH3ALUU
CETH, CUCTEMA IOMEHHBIX UMEH, CPEJCTBA MAPLIPYTU3ALMH U T.I1.).

12. IIpoBepka nomauHHOCTH (ayTeHTU(UKaIMs) B UHTEepHETE.

13.  Mepsl O6e3onacnoctu ams nonb3oBatens WiFi. Hactpoiika 6ezomacHocTy.

14.  Bupycsl 115t MOOUIIBHBIX YCTPOUCTB (MOOMIIBHBIE OAHKEPHI U JIP.).

15. Hacrpoiika koMmbrorepa ais 6e3omacHoi paboTel. OMNOKY MOJIb30BaTENS.

16. IlIpoctble u qMHAMHYECKH U3MEHsIoIMecs napoiu. bopsba ¢ yreukamu nHpopMaIum.

17. CpenctBa koHTpoOms goctyna. [IpaBa mons3oBareneit. CriocoObl pa3rpaHUYCHHs TOCTYIIA.

18.  OTimuus BUPYCOB U 3aKJIAJIOK.

19.  AnTtuBupycHsle nporpammsl uis [1K: ckanepsl, peBU30pHI U Jp.

Kpurepun onenku:

OLICHKA «OTJHMYHO» BBICTABISETCS CTYINEHTY, €CIM OH IIPOAEMOHCTPUPOBAI IOJHOTY U
rnyOMHY 3HaHHW MO BCEM BOIPOCAM, 3HACT OCHOBHBIE TEPMHUHBI [0 KOHTPOIMPYEMBbIM TEMaM,
BJIaJieeT 3HaHUAMH 00 OCHOBHBIX OCOOEHHOCTSIX peLIeHus 3a7a4. YMEeT IPHUMEHATh IOTy4eHHbIe
3HAHUS JUTSL PEILIEHHS] KOHKPETHBIX PAKTUUYECKUX 33/1a4.

OLICHKA «XOPOLIO» BBICTABIISIETCA CTYIEHTY, KOTOPBIA IPOAEMOHCTPUPOBAN IOJIHOTY U
IIyOMHY 3HAaHUH 110 BCEM BOIPOCAM paszelia, JJOTMYHO U3JlaraeT MaTepuall.

OLICHKA «YAOBJICTBOPHUTEJIBHO» BBICTABIIACTCA CTYAEHTY, NIPU HAJIUYUU Yy HEro 3HAaHUU
OCHOBHBIX KaTeropuil M MOHATHI MO MpeIMEeTy, YMEHHs JIOCTaTOYHO TPAMOTHO H3JIOKUTh
MaTepual.

OlIEHKA «HEeY/0BJIETBOPUTEJbHO» BbBICTABIAECTCS CTYJIEHTY, KOTOPbII HE OCBOMJI OCHOBHOI'O
COIEp KaHMs IPEIMETa, HE BIACET 3HAHUAMHU AUCLUIUIMHE.

1.3. Kputepum ouenku pedepara

Kpurepusimu onieHku pedepara MOTYT BHICTYIHTD CIEIYIOLUINE MOMEHTHI:

— B KaKOW Mepe pacKphIBAETCS aKTyaJbHOCTh TEMBI;

—  KakoOB TEOPETHYECKHH YpPOBEHb CYXJCHUH aBTOpa, Kak BIAJIEeT OH COBPEMEHHBIMH
METOAOJIOTMYECKMMHU OCHOBAaMH HayK IIpUM OCBEIEHUHM IIOCTAaBJIECHHBIX B pedepare
BOTIPOCOB;

—  COOTBETCTBHE CTPYKTYpBI M coJiepxkaHus pedepara miany;

—  IIeJIOCTHOE, NTyOOKOe MOHMMaHHNE BOIPOCOB TEMBI WM pa3pabaThiBaeMoOi poOIeMBbI;

—  Kak yJaJoch aBTOpPY CBs3aTh M3JlaraeMble B pedepare BOMPOCHI TEOPUHU C MpoOIeMaMH
CETOJHSIIHEr0 JHSA, yMEHHE MHCIONIb30BaTh TEOPETUYECKHE WCTOYHMKH U y4eOHO-
METOAMUYECKYIO JTUTEPATYPY;

—  JIOCTaTOYHO JM IMPOSIBJICHA aBTOPOM CAMOCTOSITENIBHOCTh B IIOCTAHOBKE BOIIPOCOB, B
TPAaKTOBKE HX, €CTh JIM B pPabOTe OpUTHMHAJIBHBIE MBICIH, CBEXHE (aKThl, ONMHCAHUE
JyYIIero ombITa paboThl, KOHKPETHBIX TNPHUMEPOB W3 MPAKTUKHA, COOTBETCTBYIOIIHUE
PEKOMEHAALNY U MTPEIOKEHUS;

—  W3maraercs Jim B pedepare COOCTBEHHOE MOHMMAaHUE pacCMaTpUBaeMON TIPOOIIeMEI,
JOCTaTOYHA JIM €TO apTyMEHTAIIHS;

—  kak oopmIieH pedepar win Aokaan (00beM, HaIUYKe [U1aHa, COAEPKATENbHOCTh
BBEJICHUS, TIOJTHOTA CIIMCKA UCIOIB3yEMOM JIUTEPaTyphl, HATMUUE PUIIOKEHHUH, aHATTH3a
ombITa paboThI, CXeM, TAOJINII, TUArPaMM, TIJIAHOB, aHKET U T.1.);

—  UMeeT Jiu paboTa ONpeIeTICHHYIO LIEHHOCTh, YTOOBI pEKOMEHI0BATh €€ B (DOH]T y4eOHBIX
MOCOOMIA TT0 Kypcam.

Pedepar ouenunBaercs mo 4-x 6auIbHOM CUCTEME - «HEYIOBJIETBOPUTEIHLHOY,

«YJIOBJIETBOPUTEILHOY, «XOPOIIOY, KOTINIHO.
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1.4. Kputepuu ouieHKH Npe3eHTANU

bamneHoe BBIPAKCHUC OLCHKU ITPE3CHTAIUN

Ne bannwn
Kpumepuu oyenku KomMnonenHmos npesenmayuu (maxcumanvnoe
Konuuecmeo npu
noanou
gvipajicenHocmu
Kpumepus
CTpyKTypa npe3eHTanuu
1. [IpaBuipHOE 0OpPMIICHHE THTYIHFHOTO JIACTA 4
2. Hannune noHATHOH HaBUTAINH 4
3. OTMedeHbl HHPOPMAIIMOHHBIE PECYPCHI 4
4. Jlormueckas mocie10BaTeIbHOCTh HHPOPMAIIUH Ha Cclaiiiax 4
Odopmienne npe3eHTAUNA
5. EnuHBI cTHIBH 0hopMITCHHS 5
6. Vcnonp30BaHMe Ha craiax pasHoro poja 00bEKTOB 5
7. Texcr nerko unTaercst, OH COYETACTCS TEKCTOM U rpadudeckuMu haiimamu 5
8. Vcnonp3oBaHNe aHUMALIMOHHBIX OOBEKTOB 5
[IpaBUIBHOCTD M3T0XKEHUS TEKCTA 5
10. | Hcnonb3oBanue 00bEKTOB, CCAHHBIX B IPYTUX IIpOrpaMMax 5
Coaep:xaHue npe3eHTAUH
11. | CdopmynupoBansl mpobiema 1 €€ MOChUIbI, PACKPBITHI 00CTOATENHCTBA €€ MPOSBICHHS, 7
OTpeeNsIoNe aKTyaJIbHOCTh PACCMOTPEHHUS BOIIPOCa.
12. | TloHATHBI 3a7a4uy, JOTHKA U OOIIMII aITOPUTM PACCMOTPEHUS PACKPBIBAEMBIX BOIIPOCOB 7
13. | HocraTouHas EMKOCTb, COJIEPKATENBHOCTh M YOSIUTENBHOCTh MPEACTABIIEMOTO 7
MaTepHuaia
14. | He neperpyxeHHOCTb NPEICTABIAEMOr0 MaTepHrata BTOPOCTEIIEHHBIMU TaHHBIMH U 7
CBEICHUSIMU
15. | CpenaHsl sicHBIE JUIsI BOCIPHUATHS BBIBOABI (3aKIIOYEHUS) 7
16. | TlpencraBieHHbIH MaTepHal M BHIBOJBI COOTBETCTBYIOT MIOCTABICHHOM LIENIH 7
b dekT npe3eHTANNHU
17. | T'apMOHHMYHOE JIOTIOJIHEHNE YCTHOTO BBICTYIUIEHUS U 001Iee BIIeYaTIeHHE OT MPOCMOTpPa 12
TIpe3eHTalHN
Cymma 0aJliioB 100

Ecnu ctynenT nHabupaer
oT 85 1o 100 - oreHKa «OTIUIHOY;
0T 72 10 84 — OLIEHKA «XOPOILIO»,
oT 51 10 71 — olleHKa «yJOBIETBOPUTEIHLHOY,
MeHee 50 0aIoB — OIIEHKA «HEYIOBJIETBOPUTEILHOY.
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XN_NAN A DD

10.
11.
12.
13.
14.

15.
16.

17.
18.
19.

20.

21.
22.
23.
24.

25.
26.
27.
28.
29.
30.
31.
32.
33.

34.
35.
36.
37.

2. OueHOYHBIE MATEPHAJIBI AJ IPOMEKYTOUYHOH aTTeCTALMHI
2.1. lIpumepHbIii IepevYeHb BONPOCOB JIJIS 3a4eTa.

KoHcTuTylImoHHOE IIPaBO Ha MOUCK, MOIYYEHUE U PACIPOCTPaHEHNE HH(DOPMAIUH.
®epnepanbubiit 3ak0H 0T 29.12.2010 Ne 436-D3 (pea. ot 28.07.2012) «O 3amure nereit ot
UH(pOpMaLKK, IPUUUHSIIOIEH Bpea UX 310POBbIO U pa3BUTUIO» (IeHCTBYET ¢ 1 ceHTIOps
2012 ropa).

3amurTa rocyAapcTBa U 3aliuTa KuOeprnpocTpaHCcTBa.

JlokTprHa MHPOPMALMOHHOM 6€30MacHOCTH.

KubepBoiicka. 3amura kKubepnpocTpaHcTBa Kak OJHA U3 337a4 BOOPYKEHHBIX CHIL.
WNudopmanonnas BoriHa. THPpOpMaAIIMOHHOE OpYXKHE.

[TaTprOTH3M U UHTEpHET.

HupopmaninoHHoe BO3eCTBHE.

bezonacnas pabota B ceTHM B Ipolecce CETeBOH KOMMYHUKAlUHM (4arbl, (OPYMBI,
KOH(EepEHIINH, CKaHII, COIUAIbHBIC CETH H TIP.).

[Tpumepel 3THYECKUX HApyLIECHNUH. 3HaYEHUE CETEBOT0 ITUKETA.

CobcrBennocTs B UHTEpHETE. ABTOPCKOE MTPABO.

WuTemiekTyanbHast COOCTBEHHOCTb.

[InaTHas u 6ecruiatHast “H(pOpMAaIIHSL.

NudopmanmonHoe 3akoHoAaTeIbCTBO PD.

[IpaBoBas oxpana nporpamm ansi OBM u BJl. Kommepueckoe I1O. becmatnoe 110
(FreeWare, Free, Free GPL, Adware), ycnoBro-06ecrarnoe I10 (Trial, Shareware, Demo).
[TpaBoBbI€ OCHOBBI JUIs 3AILIUTHI OT CTIaMa.

[lepcoHanbHble W OOLIENOCTYNHBIE JaHHBIE, OTPaHWYEHHBIH jgocTyn. 3akoH «O
NEPCOHAIBHBIX JTaHHBIX.

CereBoii aTuker. [Icuxonorus u cetb

OmnuaiiH cepBHUCHI AJis1 O€30MACHOCTH M0JIH30BATENS B MHTEPHETE

3amuTa B MOMCKOBBIX cUCTeMax ((HIBTPHI sl OTPAHUYEHUS TOTEHIIMAIBHO OIIACHOTO
COJIEPKUMOTO).

Bupl HHTEpHET-MOIIEHHUYECTBA (TUCbMa, PeK-J1aMa, 0X0Ta 3a JMYHBIMU JJAHHBIMH U
T.IL.).

OnacHocTr MOOMIIbHOM CBs13U. [IpenoxkeHns o yCTaHOBKE BPEIOHOCHBIX MPUITOKEHHH.
Buast momennnuectBa B UntepHere. @umur (papMuHr).

A3apTHBIE UTPBI.

Jloxubie anTuBUpYyChl. [TonMeHa cTpanull B MHTEpHETE (CalThI-KJIOHBI). DabIInBbIe
¢aitnooOMeHHUKH.

DNeKTPOHHBIN Komesnek. MoleHHu4ecTBO Npu pacripocTpaneHuu «oecruiatHoroy» [10.
Wntepner-stuker. [IpaBuna obmenus B UnTepHere.

OCHOBBI CETEBOT0 ITHKETA.

ITepenncka B ceTu.

[TpaBuna noBeneHus B ckaie. @opym.

OO11eHne B CETH U €r0 MOCIEICTBHS.

Arpeccusi B CeTH.

AHOHUMHOCTb B CETH.

Bunel sTukera (JIMUHBIHN, 1€710BOM, MUCbMEHHBIN, AUCKYCCUOHHBIN U 11p.). Pasnuuns
ATUKETA B PA3HBIX CTPAHAX.

['uruena kommneroTEpAa.

ITosb3a 1 Bpe KOMIIBIOTEPHBIX UTP.

TexHuka 6€30MaCHOCTH MPU PadOTE C KOMITBIOTEPOM.

Kommnbrotep 1 MOOMIIbHBIE YCTPOICTBA B UpE3BBIYAMHBIX CUTYALIUX.

26



38. Meauuunckas uadopmarus B Matepuere. Komnbioreps! 1 MOOMIIBHBIE YCTPOICTBA B
9KCTPEMAIbHBIX YCIOBHSIX.

39. KomneloTep B pexxuMe Tpyda U OTbIXA.

40. Bpennsle GpakTopbl pabOThI 32 KOMIIBIOTEPOM U UX MOCIEICTBHSL.

41. HHTepHET-3aBUCUMOCTb.

42. CouuanbHble ceTH. JleTCKHe ColuallbHBIE CETH.

43. BupryajibHas IUYHOCTb.

44. 3aBucuMocTh 0T IHTEpHET-00IIEeHN .

45. Pasneuenus B nTepHere.

46. Ilpu3Haku UTPOBOM 3aBUCHMOCTH.

47. CeTteBble UTPBHIL.

48. Bunpl 3aBucumoct. [dectpykruBHas nanpopmanus B MaTepHETE.

49. Bunasl HTEpHET-3aBUCUMOCTH.

50. Ilcuxonoruueckoe Bo3AeHcTBUE HH(OPMAIMU Ha YeTIOBEKa.

51. Kpurepuu 3aBUCUMOCTH (IPUOPUTETHOCTH, U3MEHEHUS HACTPOEHUS, TOJIEPAHTHOCTD,
CHUMIITOM pa3pbiBa, KOHQIIUKT, PELUIUB).

52. Knaccudukamusi HHTEpHET-3aBUCUMOCTEH

53. Ilpu3Haku 3apakeHUs KOMIIbIOTEpA.

54. AHTUBHpYCHAas 3allUTa.

55. OpraHu3anuoHHBIE, HOPUIUYECKUE, IPOrpaMMHbIE U IPOTrPaMMHO-AIApaTHbIE MEphl
3aIlUTHL.

56. 3amura nporpaMM U JaHHBIX C IIOMOIIBIO IApoJiei, MPOrPaMMHBIX U 3JIEKTPOHHBIX
KJIFOYEH, CEpUHBIX HOMEPOB, IIEPEHOCA B OHJIAKH U T.II.

57. Anrtuupycnoe I10, Buzbl 1 HazHaueHUe. MeTo/bl 3alUTHI OT BUPYCOB.

58.  Mepsl 6e3onacHocTu Juis nonb3oBarens WiFi. Hactpoiika 6e3omacHocTH.

59. Bupycsl 1151 MOOUJIBHBIX YCTPOICTB (MOOMIIBHBIE OaHKEPHI U IP.).

Kpurepun ouenkn
0 0a/1J10B — 33]JaHUE HE BBINIOJIHEHO;
1 6anu monmydaer CTYIAEHT, JEMOHCTPHUPYIOUIUN 3HAYUTEIbHBIE MPOoOeIhl B 3HAHUU 0Aa30BOTO
TEOPETUYECKOr0 MaTepuaja, M HHU3KUH YPOBEHb IPAKTUYECKUX YMEHUH M HABBIKOB,
JOTTYCTUBIIMH MPUHIMIHAAIbHBIE OIINOKU IIPY BBIMOIHEHUH MTPAKTUYECKOTO 33 JaHUSl.
2 6anu1a momyyaeT CTY/IEHT, JEMOHCTPUPYIOLINI 3HaHUs 6a30BOr0 TEOPETUYECKOI0 MaTepuana,
HeCTaOUJIbHBIA YPOBEHb YMEHUH, UCTIBITHIBAIOIININ 3aTPYAHEHHS B BBIIIOJIHEHUU MPAKTHYECKOMN
paboTHI.
3 H6aJu1a mosryyaeT CTYJIEHT, JEMOHCTPUPYIOMUN ITy0OKOe 3HaHHE TEOPETHUECKOro MaTepuara,
BBICOKMH YpOBEHb YMEHHH M CIIOCOOHBII K HUX CaMOCTOATENIbHOMY NPUMEHEHHIO, He
WCIBITHIBAIOLIEMY 3aTPYIHEHHM NP BBIMOJIHEHUN IPAKTHYECKOI pabOTHI.
4 0a/10B NOJTy4YaeT CTYJACHT, JEMOHCTPUPYIOIIMN TIIIyOOKOE€ 3HAHHE TEOPETUYECKOTro
MaTepuaia, BHICOKHI YpOBEHb YMEHUU U CIOCOOHBIM K MX CAMOCTOATEILHOMY NMPUMEHEHHUIO,
NPOSIBUBIIEMY CIIOCOOHOCTH MPH BBHIOJIHEHUH MPAKTHUECKON pabOTHI.
S 0aJuI0B MOTy4YaeT CTYACHT, TEMOHCTPHUPYIONIUN TIIyOOKOE 3HAaHHE 0a30BOT0 TEOPETHUYECKOTO
MarepHaia, BBICOKUH YpPOBEHb YMEHUH M CHOCOOHBIH K MX CaMOCTOSTEIbHOMY NPUMEHEHHUIO,
MPOSIBUBILIEMY TBOPUECKHE CITIOCOOHOCTH MPH BHIMOIHEHUH MTPAKTUYECKON pabOTHI.
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JIucr usMeHeHni padoyeil NporpaMmbl JUCHMIIUHbBI

Ne ConepxaHue U3MEHECHUM PexBu3uTEI ara
m\it JIOKyMEHTa 00 BHECEHUS
YTBEPKJICHUN U3MEHEHHI
W3MEHECHHI
1. AKTyalM3upoBaHa B 4aCTH y4eOHO- [IpoTokon 05.05.2022 1.
METOAMYECKOTO M HH()OPMAITHOHHOTO 3acejaHus
oOecrieueHns JUCIUILINHBI B CBSI3U C Kadenpsl
npojuieHneM KoHTpakra ¢ ObC u B yactu T'YMAaHUTAPHBIX U
MIEpEYHsI OCHOBHOM U JOTOJIHUTEIbHOU COIMAIBHO-
JIUTEPATYpPhl B CBA3H C €0 U3MEHEHUEM. HKOHOMUYECKUX
AKTyanu3upoBaHa B YaCTU JJUUEH3UOHHOIO aucuuruH NelO ot
MPOrPaMMHOTO O0OECIICUCHUS B CBS3H C €T0 «05» mas 2022 1.
€KeroIHbIM OOHOBIICHUEM.
2. AKTyalu3upoBaHa B yacTu yueOHO- [Iporokon 22.05.2023 r.
METOIUYECKOT O u uHGOPMAIIMOHHOTO | 3aceaHus Kadeapbl
obOecrieueHusi  JUCUUIUIMHBI B CBSI3UM  C | TYMaHUTApPHBIX U
npojuieHueM KoHTpakta ¢ OBC u B yactu COIMAJIbHO-
MEepeyHsi  OCHOBHOW W JIONOJIHUTEIBHOU 3KOHOMHYECKHUX
JUTEPATYpbl B CBA3M C €ro H3MeHeHueM. | aucuuiuiid Ne 10
AKTyallu3upoBaHa B YacTH JIMIIEH3MOHHOIO | OT «22» mast 2023 r.
IPOrpaMMHOIO O0ECleYeHUss B CBSI3U C €ro
€XKETOHBIM OOHOBIJICHHUEM.
3. AKTyalm3upoBaHa B 4acTH yueOHO- IIporokon 28.05.2024 r.
METOIMYECKOT O u MH(GOPMAIIMOHHOTO | 3aceiaHus Kadeapbl
obOecrieyeHuss  JUCHUIUIMHBI B CBA3M  C | TyMaHUTapHBIX U

npojuieHreM KoHTpakta ¢ ObC u B dactu
MepevyHs  OCHOBHOW W JIONOJIHUTEIbHOU
JUTEPATYphl B CBA3M C €0 H3MEHEHHUEM.
AKTyanu3upoBaHa B 4YacTU JIMIIEH3MOHHOTO
MPOrpaMMHOTO O00ECTIeYeHUsI B CBS3HM C €T0
€KeroJIHbIM OOHOBJICHUEM.

COILIMAILHO-
YKOHOMHUYECKUX
mucraring Ne 11
oT «28» mast 2024 T.
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