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1. Heapb 1 32124 TUCHUINIHHBI

LenssMu OCBOCHUS TUCIMITIMHEI SBISIOTCS: (POPMUPOBAHHE IETOCTHOTO TPEACTABICHUS
O pOJH COBPEMEHHOI0 KHOEpIPOCTPAHCTBA B 0OOpA30BaTEIbHON Cpele U IMeAarorHuecKou
NeSITeIbHOCTH, (POPMUPOBAHHE CHUCTEMBbl 3HAHWW, YMEHHH M HABBIKOB I OOCCIICUCHHS
krbOepOe30macHOCTH CBOCH MPodhecCHOHATLHOM I TEIIbHOCTH.

YyeoHunie 3a1a4d AUCHUIIIMHEI:

- dbopMupoBaHUe OOIINX MPECTaBICHUS 0 0€30MaCHOCTH B MH(POPMAITMOHHOM OOIIIECTBE;

—  u3ydeHHWe OOIMMX NPUHIUIIOB TEXHOJOTUH, NPUMEHICMBIX B HWH(POPMAIMOHHOM
0€e30I1aCHOCTH;

- dbopMUpOBaHHE YMEHUS TMPUMEHSTH MpaBWiIa KUOEpOE30macHOCTH BO Bcex cdepax
JCSITeIIbHOCTH;

—  OCBOCHHE 3HaHMM, COCTABJISIFOIIMX Hayalia MPeJCTaBICHU 00 HH()OPMAIIMOHHON KapTHHE
MUpa ¥ HH(HOPMAIIMOHHBIX MPOIleccax;

—  OBIAQJCHHE YMCHHEM WKCIIOJb30BaTh KOMITBIOTEPHYIO TEXHHKY KaK IPaKTHUYCCKHUIM
UHCTPYMEHT JUisi  paboThI ¢ HHPOPMAIIUEH B IIOBCETHEBHOMN KU3HU;

—  pa3BHUTHE HaBBIKOB OPHEHTHPOBAHUS B MHPOPMAIMOHHBIX IOTOKAX.

2. MecTO THCHHMIJIMHBI B CTPYKTYpe 00pa30BaTeIbHOI MPOrpaMMbl

Hucuummaa «Kubepbe3omacHOCTh» OTHOCHTCS K 4Yactu bioka 1, dopmupyemoi
Y4aCTHUKaMU 00pa30BaTEIbHBIX OTHOIICHUH, SBISCTCS AUCIUIUIMHON 1O BBIOODY.

Jlnsi ocBOGHHs yd4eOHOTO Marepuaia Mo JUCIMILIMHE HCIOJIB3YIOTCS 3HAHHS, YMEHUS,
HaBBIKH, C(HOPMHUPOBAHHBIC MPEIIICCTBYIOIUMH IUCHUILTHHAMU: WHpopMmaTuka (IIKOJIbHBIHN
Kypc), Texnonmoruu uuppoBoro o0pa3oBaHusl.

3HaHUs, YMCHHUs, HaBBIKHA, CPOPMHUPOBAHHBIC B TIPOILECCE M3YYCHHUS IAUCIUTUINHBI
HEOOXOAUMBI JIISI MPOXOXKICHHSI y4eOHOW W IMPOW3BOACTBEHHON IPAKTHK, IMOJITOTOBKH K
roCyJapCTBEHHON UTOTOBOM aTTECTAIINH.

3. [Inanupyemsle pe3yJibTaThl 00y4eHHs 110 JUCHHUILIMHE

Koa u Kon u HanmenoBanue
PesyabTaThl 00yyeHus
HAaUMeHOBaHHe HHIMKATOPA NO0CTUKEHHUS
N0 AUCHHUILINHE
KOMIIeTeHIIHH KOMIIeTeHIUH
Ynusepcanvnvie komnemenyuu
YK-1. YK-1.1 - 3HACT NOPANOK  ONpelercHUs
Cnocoben JleMoHCTpUpYeT 3HaHUE HMCTOYHUKOB HH(MOpPMALUU, MOPAIOK
OCYIIECTBIIATh 0COOEHHOCTEH CUCTEMHOTO U | TOJIy4EHUS IOCTYIa K HUM.
MIOWCK, KPUTHYECKHH | KPUTHYECKOTO MBITIICHHS, - 3HAaeT MeTOoAbl  ONHCAaHMS U
aHalU3 W CHHTE3 | apr'yMEHTHPOBAHHO (bopmanuzanuu MOJy4EeHHOM
uH(popMaluuy, bopMupyeT cOOCTBEHHOE nHpopmManuu.
IPUMEHSTh CYXJIEHUE U OLIEHKY - 3HaeT crnocoObl  BepUpUKALUH
CHUCTEMHBIH TOIXOA | WH(POPMAINU, TPHHAMAET oJIy4aeMoil HHpOpMaIiH.
JUIS peleHns | 000CHOBaHHOE pelleHHE. - 3HaeT NPUHLUIBI  CHUCTEMHOIO
MOCTaBJIEHHBIX 3a7a4 MO/IX0/1a.
- croco0eH BbIpabaThIBaTh CTPATETUIO
NeWCTBUII Ha OCHOBE CHCTEMHOTO
MOAX0/la HCMOIBb3ys 00paboTaHHYIO
MOJIYY€HHYI0 HHPOPMAIHIO.
YK-1.2 - crtoco0eH MPOBECTH aHAIIN3
[Ipumensier noruyeckue nH(pOpMaIUU MPEAMETHON 00IacTH
(bopMBI U ITPOLIEAYPHI, nosry4eHHoil ¢ ucnonb3oanuem UKT.
croco0eH K pedaeKkcuu mo - 3HAaeT OCHOBBI 00PAOOTKH
MOBOY COOCTBEHHOMU M UyOi | MHPOpPMAaLUHU B MPodhecCHOHATBHOM
MBICTIUTENILHON 1eATeNbHOCTH. | cephl;




- CIIOCOOEH MPOBECTU BHIOOP
Heo0X0AUMOM nHpopMaUu
IpeMETHOM 001acTH ¢
ucnosibzoBanreM [1K u nakeTos
NPUKJIAJHBIX TIPOTPAMM.

yMEeT TOJy4aTh HOBbIE 3HAHUSA Ha
OCHOBE aHam3a u CHHTE32
undopmanuu; cobupath U 0000mMATH
JAHHBIE TI0 Hay4YyHBIM MpoliieMawm,
OTHOCALIMMCS K Tpo(ecCHOHAIBHOM
obnacTy;

OCYIIECTBIIATh TMOMCK WH(POpPMAMU H
NPUMEHSTh CUCTEMHBIA IOAXOJ  JUIS

peICHUA IIOCTAaBJICHHBIX 3aJa4,
OIIPECACIIATh u OLICHMUBATb
MMPaKTUYICCKHUC OCICACTBUA

BO3MOXKHBIX peH_IeHI/Iﬁ 3aJa4du.

YK-1.3.

AHanu3upyeT HCTOYHUKH
UH(POPMALINH C LENBIO
BBISIBJICHUS UX IPOTUBOPEUUI
Y TIOMCKA JIOCTOBEPHBIX
CYXKJICHUH.

BJIaJIeeT HaBBIKAMU MCCIICIOBAHUS
npo0semM npodeccruoHanTbHON
NEeSITeTBbHOCTH C IPUMEHEHUEM
aHalM3a, CUHTE3a U JIPYTHX METOJIOB
MHTEJUICKTYaIbHOH NI TETbHOCTH;
BBISIBJICHHSI HAYYHBIX ITPOOJIEM U
UCTIOJIb30BaHUS aICKBATHBIX
METOJIOB JIJISl MX PEIICHUS;
(hopMyIIpOBaHUS OIICHOYHBIX
CYXJICHUH NPH PEIICHUH
npodecCHOHATBHBIX 3aj1a4.

YK-8.

CriocobeH co3aBarhb
U TOAAEPXKHUBATh B
MTOBCETHEBHOM
KU3ZHU u B
npoQeCCHOHAIBHON
JESITENIbHOCTH
Oe3omacHbIe
YCIOBUS
KU3ZHEICATCIIEHOCTH
VIS COXpaHEHHUS
MPUPOAHON  Cpelibl,
obecrnieueHus
YCTOMYUBOTO
pa3BUTHA OOIIECTBA,
B TOM YHCIIC TIpH
yrpose u
BO3HUKHOBEHUH
Ype3BBIYANHBIX
CUTyarun u
BOCHHBIX
KOH(JIMKTOB

VK-8.1

OnennBaer (GaxkTOpbl pHUCKa,
ymeeT obecrednBaTh JTUYHYIO
0€e301acHOCTh U 0€30I1aCHOCTD

Crnoco0eH co3iaBath U MOJIEPKUBATD
HEO0OXOAMMBIE YCIIOBUSI 0€30MMaCHOCTH
JUISL y9aCTHUKOB 00pa30oBaTeNbHOTO
mporiecca 1 JMIHONW Oe30MacHOCTH.

OKPY’KaIOIIUX B | Bnaneer HaBbIkamMM OLIEHUBaHUS,
MOBCEIHEBHOM JKM3HM U B | (PaKTOpPOB pUCKa, U 0OecrieueHus
npodeccuoHaIbHON JIUYHON 6€30IacHOCTH U 0€301aCHOCTH
NeSITETHHOCTH. YYaCTHHKOB 00Pa30BaTeILHOTO
npouecca.
VK-8.2 3HaeT OCHOBHBIE METOALI CO3JaHUs U
3HaeT U MOXKET MPHUMEHSATH | MOAJEPKAHUS B IOBCEAHEBHOM KU3HU
METO/IbI 3aITUTHI B | ¥ IPO(eCCHOHATBHON NIEATETHHOCTH
Ype3BbIUANHBIX CUTYallUsIX WMB | YCIOBHI B Upe3BbIYANHBIX CUTYAIUIX.
YCIIOBHSAX BOCHHBIX | [I[puMeHseT Ha MPaKTUKE METOIbI
KOH(JIUKTOB, (dopMHpYET | 3alUThI B YpE3BbIUANHBIX CUTYAIHSIX,
KyJIbTypy  O€301aCHOTO | | IOHECTH NMPHHIUIBI KyJIbTYPHI

OTBCTCTBCHHOI'O ITIOBCACHHUA.

0€30MacHOTr0 M OTBETCTBEHHOTO
MOBEICHUS 00y4aeMbIX.

CnocoOeH 00yYuTh HaBBIKAM CO3JaHUS
U TO/IJICP)KaHKS B TIOBCETHEBHOM
KHM3HU ¥ IPOECCHOHATBHOM
JeATEIbHOCTH HEOOXOAUMBIX YCIOBHI
ISl OTBETCTBEHHOT'O TTOBEJICHUS
00yJaeMbIX.




4. O0beM y4eOHOI TMCHUIIJIMHBI M BU/ABI Y4e0HOH padoThl
OOmas TpyAOEMKOCTh AMCITUIUIMHBI COCTaBJISET 2 3adeTHbIe enuHuIbl (72 dYacom),

BKJIFOYas MPOMECIKKYTOUYHYIO aTTCCTAllUTO.

C
By yueOHol paboThl Bcero gacos eM(;CTpH
2 Bcero: 36,3 72
§ Jlexunu (JIek) 16 16
é [TpakTrueckue 3aHATHS (B T.4. CEMUHAPBI) 20 20
> (ITp/Cem)
% JlaGopaTtopHsbie 3ansTHs (J1ab)
, NunuBunyanbabie 3ansatus (M13)
XK
E = 3ader, 3a4eT ¢ omeHKoH, 3k3ameH (KITA) 0,3 0,3
==
=
% g Koncynpranus kx sx3ameny (Konc)
= E
l:% ® | Kypcosas pa6ora (Kp)
CamocrosrenpHas padota cryaeatoB (CP) 35,7 35,7
[TonroroBka k sk3ameny (KoHTposb)
By mpoMeXyTo4HOM aTTecTaiu 3a4eT 3a4€T
OO6mas TpynoeMKocTh (110 MJIAHY) 72 72

5. Conep:kanne TUCHUIIMHBI 110 pa3jaejaM (TeMaM) U BUIaM 3aHATHI
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Cemectp 7
Kubep6e3omnacHoCcTh B cucteMe VK-1.1 Toknan
HALMOHALHON Ge3onacHocTH PD YK-1.2 | cobecenopanne
2 4 4 10 | YK-1.3
YK-8.1
YK-8.2
KubepnpecTyrienus npoTus VK-1.1 JIOKJIa]
JIMYHOCTH, OOIIECTBA U TOCYIAPCTBA YK-1.2 | cobecenopanmue
2 4 6 12 | YK-1.3
YK-8.1
YK-8.2
CoBpemMeHHOe KHOEepIpOCTPaHCTBO VK-1.1 JOKIIa
Texuuka 6e30MaCHOCTH B YK-1.2 | cobecenosanne
4 4 8 16 | VK-1.3
KHOEpIpOCTPaHCTBE VK81
YK-8.2
[Tpo6aembr MHTEpHET-3aBUCUMOCTH, VK-1.1 JOKIIAN
KkubepOyIIIMHTa VYK-1.2 | cobecenosanue
4 4 8 16 | VK-1.3
YK-8.1
YK-8.2




Metonsl obecrieuenus 6ezonacuoctu 11K YK-1.1 JloKna
u MnTepuera. Bupycsl 1 aHTUBUPYCHI YK-1.2 recr
4 4 9,7 17,7 | YK-1.3 | cobGecenoBanue
YVK-8.1
YK-8.2
dopma MPOMEKYTOUHOM aTTECTALUHU 0.3 cobecenoBanne
(3auer) ’
Bcero 3a cemectp: | 16 20 357 | 72

[Inansr IIPOBCACHUA y‘le6HBIX 3aHATUH OTpa’)X€Hbl B MCETOJUYCCKHUX MaTepuaiax

(ITpunoxenue 1.).

6. KOHTPOHL KayeCcTBa OCBOCHUSA JUCHUIIJIMHBI

KOHTpOJIB KadyeCTBa OCBOCHUIA yqe6H0ro Marcepuajia Mo AUCHUIUIMHE ITPOBOIAUTCA B

dbopMe TeKylIero KOHTPOJIsl YCIeBAEMOCTH M MPOMEKYTOYHOW aTTECTallud B COOTBETCTBUU C
«[Tonoxennem o ¢opmax, MEPUOJUYHOCTH U MOPAIKE TEKYHIEr0 KOHTPOJSI YCIIEBAEMOCTH M
npoMexyTouHoi arrectanuu odyvaromuxcs B 'BOY BO CI'TIN u ero gunnanaxy.

Jisa arrecranuu OOYYarOIIMXCS Ha COOTBETCTBHE MX NEPCOHANBHBIX JOCTHUKCHHMA

TpeOOBaHUSM 00pa30BATEIILHON MPOrPAMMBI UCTIONIB3YIOTCSI OIICHOYHBIC MaTEPHAIBI TEKYIIETO

KOHTPOJISI YCIIEBAEMOCTHU M MPOoMeKyTouHOM aTTectauuil (IIpunoxenue 2).

YpoBenb chopMUPOBAHHOCTH KOMIIETEHIIMU

He chopMEpoBaHA copmupoBaHa chopmupoBana chopmupoBana
YACTHYHO B 11€JIOM MOJIHOCTBIO
«He 3auTeHo» «3auTeHo»
«Heyuon:).J:{eOT):;opuTen «Y10BJICTBOPHUTEJIBHO» «Xopomo» «OTIHYHO»
Onucanue KpuTepues OlleHUBAHUS

OO6yuatronuiics OO6yuaromuiics OO6yuaromuiics OOyuaronmiics
JEMOHCTPHUPYET: JIEMOHCTPHUPYET: JEMOHCTPHUPYET: JIEMOHCTPHUPYET:
- CYILIECTBEHHBIE - 3HaHUA - 3HaHHE U - riry0okue,
HpO6CJ’IBI B 3HAaHHUAX TCOPETUUCCKOTI'O IIOHUMAaHUEC BCCCTOPOHHHUC U
y4eOHOro MaTepuana; | MaTepuaa,; OCHOBHBIX apryMEeHTHPOBAHHBIE
- IOTTYCKaIoTCs - HETIOJIHbIE OTBETHI HA | BOIIPOCOB 3HAHUS
PUHLUIIAATIbHBIE OCHOBHBIE BOITPOCHI, KOHTPOJIUPYEMOTO | IPOrPAaMMHOTO
OIIMOKY IIPU OTBETE | OIIMOKU B OTBETE, o0Bbema MaTepuana;
Ha OCHOBHBIE HEZ0CTaTOYHOE IPOrPaMMHOTO - IIOJIHOE TIOHUMaHUE
BOITPOCHI 6I/IJ'I€Ta, IIOHUMAHHEC CYIITHOCTHU Marcpuaia, CYIIHOCTHU 1
OTCYTCTBYET 3HAaHUE | M3JIara€MbIX BOIIPOCOB; | - TBEPAbIE 3HAHUSA | B3aMMOCBSA3HU
U IIOHUMaHUue - HCYBCPCHHEIC U TCOPETUUCCKOTI'O paccMaTpruBaCMbIX
OCHOBHBIX IIOHSTUH U | HETOYHBIE OTBETHI HA MaTtepuana. IIPOLIECCOB U
K&TGFOprI; JOITIOJIHUTCIIBHBIC - CIIOCOOHOCTD 5[BJ'I€HI/II71, TOYHOC
- HEIIOHMMAaHHE BOIIPOCHI; yCTaHaBJIMBaTh U 3HAaHHUE OCHOBHBIX
CYIITHOCTH - HEAOCTAaTOYHOC O0OBSICHSTH CBSI3b MOHSTHH B paMKax
JIOTIOJTHUTEIBHBIX BJIa/ICHUE JINTEPATYPOH, | IPAKTUKU U 00CyX/1aeMBbIX
BOITPOCOB B paMKax peKOMeHHOBaHHOﬁ TCOPHHU, BBIABJIATH 3az1aH1/1171;
3aaHuii OueTa; IIPOrpaMMon IIPOTUBOpPEYHS, - CI0COOHOCTh

- OTCYTCTBHUEC YMCHHA JAUCHUITIIMHBI,

poOJIEMBI 1

YCTaHAaBJIMBATh U




BBITIOJTHSITh - yMeHue 0e3 rpyOnix TEHJICHIIUN OOBSICHATH CBS3b
MIPAKTUIECKHE OIIMOOK peniaTh pa3BHTHS, MPAKTUKU U TEOPHH;
3aaHus, MPAKTUYECKHE 3a/1aHusl. | - IPABUIIbHBIE U - JIOTUYECKH
PEyCMOTPECHHBIE KOHKpETHbIE, 0e3 MOCIIeI0BaTEIbHbIC,
POrpaMMoit rpyObIX OMIHUOOK, coJiepKaTeNbHbIE,
JICITUTLIAHBI, OTBETHI HA KOHKPETHBIC U
- OTCYTCTBUE MOCTaBJICHHbBIE MCYEPIBIBAIOIINE
TOTOBHOCTHU BOIIPOCHI; OTBETHI Ha BCE
(cmocoOGHOCTH) K - YMEHHE peniaTh 3aanus OuseTa, a
JTUCKYCCHH Y HU3Kas MIPAKTUICCKHE TaKxke
CTEMEHb 3a/laHusl, KOTOpbIE | JIOTIOJHUTENbHBIE
KOHTaKTHOCTH. clemyer BOTIPOCHI
BBITOJIHUTD; HK3aMEHAaTopa;
- BJIaJICHUE - YMEHHE peliaTh
OCHOBHO MIPAKTUYECKHE
JUTEPaTypou, 3a1aHus;
PEKOMEHIOBAaHHOW | - HAJIUMYHE
MPOTrPaMMOit COOCTBEHHOM
IV CITATIIINHEL, 000CHOBaHHOI
BozmoxHbI MO3UIUH 110
HE3HAYUTEIILHBIC 00CyX1aeMbIM
HETOYHOCTH B BOIIPOCaM;
pacKpbITUU - cBOOOHOE
OTJIEIbHBIX UCIIOJIb30BaHUE B
MIOJIOKCHU OTBETax Ha BOIIPOCHI
BOMPOCOB Omiiera, | MaTepuasoB
PHUCYTCTBYET PEKOMEHIOBAaHHOM
HEYBEPEHHOCTH B OCHOBHOII U
OTBETax Ha JIOTIOTHUTEILHOM
JIOTIOTHUTEIIbHBIC JTUTEPATYPHI.
BOTIPOCHI.

7. YyeOHO-MeTOaAMYecKoe o0eceYeHue TN CIUNINHbI

VY4ebHO-MeToIMUeckoe obecreueHrue TUCHMIUIMHBI BKIIIOYaeT padouyylo Mporpammy

AUCHUIIIIMHBI, METOAUYICCKHUEC MATCPUAJIbI, ONCHOYHBIC MaTCPUAJIbI.

[TonHbBINH KOMITIEKT MeTOIUYECKHX JOKyMeHTOB pa3merieH Ha DUOC dunuana CI'TIA B

r. JKene3HoBOACKE.

VY4eOHO-MeTOIMYECKOE  OOECreueHue CaMOCTOSITENIbHOM  paboThl  o0yyaroumxcs
BKJIIOYAeT: y4eOHUKH, YydeOHble TOCOOMs, 3JIEKTpOHHbIE 00Opa30BaTelbHBIE PECYPCHI,
MCTOANYCCKHUEC MAaTCPHAJIbI.

CamocrosarenbHass  pabota  oOywaromuxcst — siBisercss  (GopMoil  opraHuzanuu

00pa30BaTeNLHOTO Tpolecca MO AUCHUIUIMHE W BKIIOYAET CIEAYIOUINE BHUIBI JEATEIHHOCTH:
nouck (mojdop) u 0030p HayyHOW U Y4eOHOW JMTEPaTyphl, SJIEKTPOHHBIX HCTOYHHUKOB
uH(pOpMaInKU 1Mo U3y4aeMoi Teme; paboTa ¢ KOHCIIEKTOM JISKIIHH, JIEKTPOHHBIM y4eOHUKOM, CO
CJIOBapsIMU U CIIPAaBOYHHKAMH, HOPMATUBHBIMU JIOKyMEHTAMHU, apXUBHBIMU U Jp. UCTOYHUKAMU
uH(popMaluu (KOHCIIEKTUPOBAHHE); COCTABJIEHUE TIUJIaHA M TE3HCOB OTBETa; IOATOTOBKA
coobmenusi (pedepata); cobecemoBaHUe,; TPE3CHTALMU; BBIOJHEHHUE WHAWBHYaTbHBIX
3aJJaHNI; TIOJITOTOBKA K MPAKTUIECKAM 3aHSATHSM U JIP.; TOATOTOBKA K 3a4eTy.

8. [lepeueHb OCHOBHOI1 1 /10NIOJHUTEJIbHOI y4eOHOM JUTEepaTyphI



OcHognas numepamypa:

1. Jlocs, A. b. Kpunrorpaduueckue METO bl 3aIIUTHI HHPOPMALIUHT TS
M3YyYaloluX KOMIIBIOTEPHYIO 0€301acHOCTS : yueOHUK 1y1st By30B / A. b. Jlock, A. 1O.
Hecrepenko, M. U. PoxkoB. — 2-e uz ., ucnp. — Mocksa : M3znarensctBo FOpaiit, 2022. —
473 c. — (Bricuee o6pazoBanue). — ISBN 978-5-534-12474-3. — TekcT : 3MEKTPOHHBIH //
Oo6pazoBarenpHas matdopma FOpaiit [caiit]. — URL: https://urait.ru/bcode/489242

2. borynbckas, H. A. Moaenu 6e301macHOCTH KOMITBIOTEPHBIX CUCTEM : yueOHOE
nocobue / H. A. Borynsckas, M. M. KyaepoB. — KpacHosipck : CDY, 2019. — 206 c. — ISBN
978-5-7638-4008-7. — TekcT : 351eKTpOHHBIH // JIaHb : 2IeKTPOHHO-OUOINOTeYUHasl CUCTEMA. —
URL: https://e.Janbook.com/book/157578

JononnumenvHas numepamypa:

1. Jleontren, A. C. 3ammuta nuapopmanuu : yuedHoe mocooue / A. C. JleoHTheB. —
Mocksa : PTY MUPDA, 2021. — 79 c¢. — Tekct : anekrpoHHbii // JIaHb : 3JIEKTPOHHO-
oubmoteunas cuctema. — URL: https://e.lanbook.com/book/182491

2. [Myrun, B. B. 3ammrta wHpOpMAanMud B KOMIBIOTEPHBIX HH()OPMAITMOHHBIX
cucremax : yuebHoe nocobue / B. B. Ilyrun, E. }O. I'onyOnuuas, C. A. Jlabaga. — Camapa :
[I'YTHU, 2018. — 119 c¢. — Texker : anekTpoHHBIA // JlaHB : 37MEKTPOHHO-OMOIHMOTEYHAS
cucrema. — URL: https://e.lanbook.com/book/182299

3. Kupnuek, Kcenust Anekcanaposna , Kak obecnieunts HHPOPMAIMOHHYIO 3aLIUTY

aBTOpcKux npaB? Meroanueckue pekomenaanuu / K.A. Kupeuek, O.B. Ilenux, A.C. Peasanos,
B.C. Touckun — CraBpono:is : u3a-so «Tumuenko O.I'.». 2020.- 51 c.

4. bubapcosa T'.III. IIpaBoBoe obOecneueHrue WHGOOPMAIIMOHHBIX TEXHOJOTHM:
Yuyebnoe nmocobue.- CraBponons: CI'TIN, 2010.- 100 c.

5. ®opmupoBanue HHYOPMALMOHHOW TUTHEHBI y OYIyIIMX IEelaroroB: ydeOHOE
nocooue / bypnakosa W.C., Cutak JI.A, u n1p. Mocksa, 2020.- 3aanue —M- 80 c.

6. Touckun B.C. wu ap. HHpopManmoHHBIE TEXHOJOTMHM  Oe30IacHas
oOpa3oBarenpHas cpena B oomectBe X XI Beka — yuntensm uHGOpMaTHKU: yueOHOe mocodue /
B,C. Touckun, B.B. Kpacunsnukos, O.B. Ilenux.- CraBponoisib: M3n-Bo «Tumuenko O.I.»,
2021. - 121 c.

Ilepeuens neuamuuvlx nepuoOuU4ecKux u30aHuiL:
1. Briciiee oOpa3oBaHue ceroHs

2. KnaccHslif pyKOBOJIHUTEIb

3. [lenaroruka

Humepnem-pecypcul:
SnekmpoHHble 6ubnuomeyHbie cucmemsi

No HaumeHnoBanue Anpec caiita
n/m
1. | ObC «tOpaiit» www.urait.ru
2. | OBC «Jlanb» http://e.lanbook.com/
3. | OBC «Aibykc.py/ibooks.ru» http://ibooks.ru
4. | «HanmonanpHast »yekTpoHHass OuOmmoreka» | https://rusneb.ru/
(HOb)
20P
Ne Haumenosanue Anpec caiita
/11




1. | OBC «llemarornueckas OnOIMOTEKAY http://pedlib.ru

2. | Hayunas snekrpoHHast OnOInoTeKa https://elibrary.ru

3. | Hayunas AJIEKTPOHHAS oubnmoteka | https://cyberleninka.ru/
«Kubepnennnka»

4. | bubnmoreka akagemun HayK (BAH). Pecypcrr | http://www.rasl.ru/e_resours/resursy
OTKPBITOTO JOCTyNa otkrytogo_dostupa.php

5. | CioBapu ¥ SHIMKJIONIEC AU https://dic.academic.ru

6. | [legarornueckass ~ mactepckass  «llepoe | https://fond.1sept.ru
CEHTSAOPSI»

7. | Hanmmonanenast ~ miarpopma  «OtkpsiTOoe | https://openedu.ru
00pazoBaHuey

8. | [lopran «Enunas xkomnexkumst 1udpoBbIX | http://school-collection.edu.ru

00pa30BaTEIbHBIX PECYPCOBY

9. | Poccuiickoe oOpazoBanue. @Denepanbhblil | http://edu.ru
nopra

10. | [Topran denepanbHbIX TOCYIapCTBEHHBIX | http://fgosvo.ru
00pa30BaTeNbHbIX  CTaHAAPTOB  BBICLIETO
00pazoBaHMs

11. | ITopran mpoekra «CoBpemenHast nmdposas | https://online.edu.ru
obOpasoBarenbHas cpena B POy

12. | HudpoBass  obpazoBarenbHas miaTdopma | https://media.prosv.ru/

«Media» (LECTA), I'K «IIpocBemienue»

9. MaTrepuajibHO-TeXHUYECKOE oDecriedeHne TUCIUNINHBI

3aHATHS, TEKYIIUHA KOHTPOJIb YCIIEBAEMOCTH M MPOMEKYTOUHAsI aTTECTALUs IO
JUCUUIUIMHE TPOBOAATCS B YUYCOHBIX ayAUTOPUSAX, YKOMIUICKTOBAHHBIX THIIOBOM
MeOenplo A oOydaromuxcss H - mpenojasaressi. Ilo  3asBKe ycTaHaBIMBAETCS
MOOWIBHBIA KOMIUIEKT (HOYTOYK, IPOEKTOP, SKPaH, KOJIOHKH).

[Tomemennss A CcaMOCTOSITENbHOM  palbOTBl  OOYdYalOMIMXCS  OCHAIICHBI
KOMITbIOTEPHOMN TEXHUKOH C MOAKIIOUEHHEM K ceTH MIHTepHeT u obecredeHbl JOCTYIOM
B 3JIEKTPOHHYIO HH(OPMAIIIOHHO-00Pa30BaTEIbHYIO CPEy BYy3a.

KomnbroTepHoe 000pynoBaHME OCHAIIEHO KOMIUIEKTOM JIMIEH3UOHHOTO |

CBOOOZHO  pacHpoOCTpaHsSEMOro MpPOrpaMMHOTO oOecriedeHus, B TOM  4YHCIe
0TEYECTBEHHOI'O MPOU3BO/ICTBA:

1. [TakeTs! mporpaMMHOro ooOecreueHust OOLIero Ha3HA4YeHUs (BO3MOXKHBI
CIeyIoIIre BapUAHTHI: «MoitOducy, «MicrosoftOfficey, «LibreOffice»,
«ApacheOpenOffice»).

2. [Ipunoxxenne, MO3BOJISIONIEE MPOCMATPUBATE U BOCIPOM3BOAUTH METHAKOHTEHT

PDF-gaiinos «Sumatra PDF Reader», «AdobeAcrobatReaderDCx.

3. [Ipunoxenue, MO3BOJAIOIIEE CKAHUPOBATh M PACMO3HABaTh TEKCTOBBIE
JIOKYMEHTHI (BO3MOXKHBI criefyroniue BapuanTol: «ABBY YFineReadery», «WinScan2PDFy).

4, [IporpamMma-¢aitinoBbiii apXxuBaTop (BO3MOXHBI CIEAYIOUINE BapUAHTHI: «7-
zip», <K WInRARY).

5. IIporpamma nasi OpraHM3allid U TPOBEACHHUS TECTUPOBAHUS (BO3MOXKHBI
CJIEMYIOIINE BapUAHTHI: «Alpeny, «MytestX»).

6. [Iporpamma  mpocMoTpa
cienyomuid BapuaHT: «Yandexy).

(BO3MOXKEH

WHTEpHET-KOHTeHTa  (Opaysep)
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IIpuaoxenue 1

MeTtoanyeckue MaTepUaIbI 10 JUCHUIIIMHE
« Knbepoe3onacHocrn»

1. IInanbl NMPaAKTUIECCKUX p360T H METOAUIECCKUE PEKOMEHAAIIUN

Tema 1. Kubep6e3omacHoCTh B cUCTEME HAIMOHAIBHOU Oe3omacHocT PO

IIpakTnyeckoe 3ansaTue 1.1.

Bormpocs! 1u1st 00CcyxieHust:

l.

ARl N

['ocymapcTBeHHas MONIUTHKA B 00J1aCTH KHOEpOE30MacHOCTH KOMIBIOTEPHBIM aTakaM OT
15 suBapsa 2013 r.

VYronosusii Koneke PO, paznen «[Ipecrymnenus B chepe KOMIBIOTEPHON HH(OPMAIII.
3amura KkubepnpocTpaHcTBa rocyaapcrsoM. Kubeppoiina.

[TpaBo Ha napopmaruio B Koncturyuu PO.

3amuTa rocyAapcTBa U 3aliuTa Ku0eprnpocTpaHCTBa.

JlokTprHa MHPOPMALIMOHHOM O€30MacHOCTH.

IIpakTnyeckoe 3ansaTue 1.2.

Bonpocs! mig obcyxnenus

l.

AU

KubepBoiicka. 3ammra KuObepnpocTpaHCTBa KaK OHA U3 337a4 BOOPY>KEHHBIX CHIL.
Hudopmanronnas Boina. IHpopMaIIMoHHOE OpyXKHeE.

ITaTpuOTH3M U UHTEPHET.

NudopmanonHoe Bo3aeiicTBHeE.

BoeHnnas, rocytapcTBeHHas1, KOMMepUYEcKas TaiHa.

3amuTa caiiToB TOCYJapPCTBEHHBIX OPraHOB (3JIEKTPOHHOE MPABUTEILCTBO).

Tema 2. KuGepnpecrymjieHusi IpOTUB JJUYHOCTH, 001IeCTBA M TOCYAapCcTBa

IIpakTnyeckoe 3ansaTue 2.1.

BOHpOCBI JJIA O6Cy)KI[CHI/I$I

1.
2.

(98]

O XA

PeanbHas 1 BUpTYyalIbHAS JINYHOCTD.

[Tcuxonoruueckas odcraHoBka B MHTepHeTe: rpuduHr, kuOepOyuHr, KubepMoOOUHT,
TPOJUTUHT, OYJITUITU].

bezonacHas pabora B ceTH B Ipolecce CeTeBOM KOMMYHMKAalMU (4aThl, (OPYMBI,
KOH(epeHIIMH, CKalIl, COLUaIbHbIE CETH U TIP.).

TepMHUHBI CETEBOTO ATUKETA: OBEPKBOTHUHT, (hiaeiM, Gy, odpPTonuk, CMalIuK U Ap.
[Tpumepsl 3THUECKUX HapyIIEHUH. 3HaUeHHE CETEBOT0 3TUKETA.

CobcTBeHHOCTh B IHTEpHETE. ABTOPCKOE MPaBo.

WuTennexTyanbHas COOCTBEHHOCTb.

[TnatHast u 6ecrutatHast UH(pOPMAIIHSL.

3ammTa MpaB TOTpeOUTENeH Npu HCMoNb30BaHMM yciuyr WHTepHer. 3ammuTa mpaB
noTpeduTeneil yciyr mposaiinepa.

IIpakTHyeckoe 3ansaTHe 2.2.

Bormpocs! 11t 00CykaeHus

1.
2.

OTBETCTBEHHOCTH 32 UHTEPHET-MOILIEHHUYECTBO.

[IpaBoBble  akThl B 0O0sacTd  WMHGOPMALMOHHBIX  TEXHOJOTMH U 3aIIUTHI
kubepnpocTtpancTBa. OTBETCTBEHHOCTD 32 KHOEPIPECTYIICHUSL.

KoHCTUTYITMOHHOE TIpaBO Ha TIIOMCK, MOJNYYCHHWE M pacIpocTpaHeHWe HH(OpPMAIIH.
®enepanbhblif 3ak0H 0T 29.12.2010 Ne 436-D3 (pen. ot 28.07.2012) «O 3amute aereit ot
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Tema

uH(pOpMaIIUY, IPUIUHSIONIEH Bpe UX 3J0POBBIO M PA3BUTHUIO» (JeUcTBYET ¢ 1 ceHTIOps
2012 rona).

WNudopmannoHHoe 3aKOHO1aTeNbCTBO PO.

3akoH P® «O06 undopmainu, HHPOPMAITMOHHBIX TEXHOJIOTHX U O 3alUTe UH(pOpMALIHM.
VYroynoBHas OTBETCTBEHHOCTh 3a CO3JaHUE, HCIOJb30BAHUE U  PACIPOCTPAHECHUE
BPEJIOHOCHBIX KOMIBIOTEPHBIX Mporpamm (ct. 237 YK P®). IIpaBoBas oxpaHa mporpamMmm
st OBM u BJI. Kommepueckoe I1O. becrmatnoe IO (FreeWare, Free, Free GPL,
Adware), ycnoHo-6ecriatHoe [1O (Trial, Shareware, Demo).

[IpaBOBbIE OCHOBBI JJIs 3AIIMTHI OT CIIAMa.

IIpaBoBasi oxpana mporpamm i OBM u BJl. Jlunensunonnoe I[10. Buasl nuuenHsumii
(OEM, FPP, kopnoparuBHbie Iuiien3uu, noanucka). [10 ¢ orkpeiteiM kosioMm (GNU GPL,
FreeBSD).

[TpaBo Ha MHpOPMAIUIO, HA COKPBITHE JTAHHBIX, KATETOPHH UH()OPMAIIHH.

[lepconanbHple W OOIIEAOCTYIHBIC JIaHHBIC, OTPAaHUYCHHBIA JOCTyH. 3akoH «O
MEPCOHANIBHBIX JTAHHBIX).

3. CoBpeMeHHoOe KuOepnpocTpaHcTBO TexHuka 0e30MacHOCTH B KUOEPIPOCTPAHCTBeE

IIpakTuyeckoe 3ansTue 3.1.
Bompocsl 11t 06cyxaeHust

1.

2.
3.
4.

b

*®

Momennuueckue neiictsus B arepuete. Kubepnpectymninenus

CereBoii atuket. [Icuxonorus u cetsb

[TpaBoBbIE acTIEKTHI 3aLTUTHI KUOEPIIPOCTPAHCTBA
OmnnaiiH  cepBUCHl s O€30MAaCHOCTH IOJIB30BATENsl B HMH-TEpHETE (IIpOBEpKa
KOMIbloTepa W (aillioB Ha BUPYCHl OHJANH, OHIAWH JeakTuBauus SMS-BHUPYCOB,
IpoBEpKa caiiTa Ha BHPYCH, HpoBepka (HaiioB mo e-mail, ompenenenue aapeca
CTpaHullbl, mpoBepka croumoct CMC u nip.).
Hactpoiiku 6€301macHOCTH TOUTOBBIX MIPOTPAMM.
3amuTa B MOUMCKOBBIX CUCTeMax ((MIBTPHI Ui OTPaHUYEHUsI MOTEHIU-aTbHO OIMACHOTO
COJIEPKUMOTO).
Hactpoiiku 6e3omacnoctu Be0-0pay3epoB (Internet Explorer, Firefox u 1.1m.).
DNIeKTPOHHAs MT0YTa U CUCTEMbl MTHOBEHHOTO OOMEHa COOOIICHUSIMU.
Hacrpoiiku 6e3onacHoct Ckaiin, ICQ u nmp. Cioco6s! o0ecrieueHus: 6e30macHOCTH BeO-
caifra.

10. Kubepnpecrynnenus. Buabl nHTepHET-MOIIEHHUYECTBA (MIMChbMa, PEK-JaMa, 0XOoTa 3a

11.

JUYHBIMHA JAaHHBIMH U T.11.). OnacHOCTH MOOHMIIBHOU CBsi3H. [IpennoskeHus mo ycTaHOBKe
BPEIOHOCHBIX MPUIIOKEHHI.

Momennudyeckue CMC. VYTeuka u o0O0HapogoBaHUE JWYHBIX MaHHBIX. [logbop u
nepexsaT naposiei.

12. B3110MBI aKKayHTOB B COLMAIbHBIX ceTAX. Buabl momennuuectsa B UuTepuere. @umumHr

(papmuHr). A3apTHBIE UTPBHI.

13. Jloxxuble anTtuBHpychl. [logMmeHa cTpaHUIl B MHTEpHETE (CaWThI-KJIOHBI). DalblIUBbIE

¢baitnooOMeHHUKH.

14. DnekTpoHHBIN KotIenek. MOIeHHUYECTBO MPU pacipocTpaHeHuu «oecrmatHoro» [10.
15. TexHnonoruu MmaHunyaupoBanus B luTepHere.
16. Th npu uHTepHET-O0IIEHUH.

IIpakTuyeckoe 3ansTue 3.2.

BOHpOCBI JJIA 06cy>1<z[eHH${

1

2.
3.
4.

Tb npu peructpanuu Ha BeO-calfTax.
Kommnbroteproe nuparctso. [lnaruar.
KubepHaeMHUKH U KUOEPIETEKTUBBI.
Ornenka ymiep6a oT KuOeprpecTynIeHUH.
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9.

Wutepuer-stuker. [IpaBuna obmenus B UnTepHere.
OCHOBBI CETEBOT0 ITHKETA.

IIepenucka B ceTu.

[IpaBuna noBenenus B ckaie. @opym.

OO0111eHUE B CETH U €0 NOCIEACTBHUSL.

10. Arpeccus B cetu.
11. AHOHUMHOCTbH B CETH.
12. Buapl sTukera (JUYHBIA, JEIOBOW, NMUCHMEHHBIA, JUCKYCCHOHHBIM W mp.). Pazmuuus

9THUKCTA B Ppa3HbIX CTPaHaX.

13. Dtuka guckyccuii. B3anmMHoe yBakeHHE MPU HHTEPHET-O0IIEHUH.
14. DTuker u 6€30MaCHOCTb.

Tema 4. IIpo6siembl UHTEpHET-3aBHCUMOCTH, KHOEPOYyJIIHHT A
IIpakTuyeckoe 3ansitue 4.1.
Bompocsr 11t 06cyxaeHust

SO XA R D=

14.
15.
16.

['uruena komneroTepa.

Kommbrorep u kpoBooOpalieHue.

[Tonb3a 1 Bpel KOMIBIOTEPHBIX UTP.

Kommbrorep u 30K.

du3nUecKoe U ICUXUUYECKOE 3J0POBbE.

[TpaBuiia noBeieHUsI B KOMIIBIOTEPHOM KJIacce.

WuTepHeT B cucreMe 6€301MacHOCTH.

TexHHKa 0€30IIaCHOCTH MPHU PAdOTE C KOMITBIOTEPOM.

KomnbroTep 1 MOOMIIBHBIE YCTPOICTBA B UpE3BbIYAHBIX CUTYaLIUAX.

Menununckas unpopmanus B Muteprere. KommbroTepsl U1 MOOMIBHBIE yCTpPOHCTBAa B
9KCTPEMAIbHBIX YCIIOBHSIX.

Bo3zgeiicTBue paanoBoiIH Ha 3J0pOBbe U OKpyKatotyto cpeny (Wi-Fi, Bluetooth, GSM).
Kommekc ynpaxHeHui npu padboTe 3a KOMIIBIOTEPOM.

BoszneiictBue Ha 3penue DJIT, KUAKOKPUCTAUIMYECKUX, CBETOAMOAHBIX, MOHOXPOMHBIX
MOHHUTOPOB.

KomnreioTep B pexxumMe TpyJa U OTAbIXA.

BnusiHue koMnbroTEpa Ha PENPOAYKTUBHYIO CUCTEMY.

Bpennslie ¢pakTopbl paboThl 32 KOMIIBIOTEPOM U X MOCIEICTBUS.

IIpakTuyeckoe 3ansaTue 4.2.

BOHpOCBI JJIA O6Cy)KI[CHI/I$I

17.

WPk W=

k) p—
A~ WO ~=O

Opranuzanus pabodero Mecra
HHTepHeT-coo011ecTBo.
WHTEepHEeT-3aBUCUMOCTB.
ConuanbHble ceTu. J[eTckue colManbHbIE CETH.
BupryansHas TM4HOCTS.
3aBucuMOCTh OT MIHTEepHET-001IeHH .
PazBneuenus B aTepHere.
IIpu3Haky UrpoBOM 3aBUCUMOCTH.
CereBble UIPBI.
Caiitsl 3HaKoMcTB. 30K 1 KoMIIbIOTED.
. Bunet 3aBucumoctu. JlectpykruBHas nndopmanus B UatepHere.
. Bunst THTEpHET-3aBUCUMOCTH.
. KubepkynpTypa (MaccoBasi KyJlbTypa B CETH) U JTUYHOCTbD.
. Ilcuxonoruueckoe Bo3zelcTBUE HH(OPMAIIMM Ha YeTIOBEKa.
. YIIpaBieHue JIMYHOCTBIO Yepe3 ceTb. VIHTepHET M KOMIBIOTEpHAs 3aBUCHMOCTH
(amauKIms).
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15. Kpurepun 3aBucumMocTd (IPUOPUTETHOCTh, U3MEHEHUS HACTPOECHMSI, TOJEPAHTHOCTD,
CHUMIITOM Pa3pbiBa, KOHQJIMKT, PEIU]IUB).

16. Tunbl MHTEPHET-3aBUCUMOCTH (IIPUCTpAacTUE K pabOTe ¢ KOMIBIOTEPOM, K HAaBUTALlUU U
HOUCKY MH(OPMAIUU, UTPOMAHUS U 3JIEKTPOHHBIE MOKYIKU, 3aBUCUMOCTh OT CETEBOIO
001IIeHUA).

17. Knaccudukanus ”HTEpHET-3aBUCUMOCTEH

Tema 5. Metoabl ob6ecniedenusi 6esonacHoctTu [IK n Uurepuera. Bupycbl 1 aHTUBHPYCHI

IIpakTnyeckoe 3ansaTue S.1.

KonTeHT-punpps.

IlouckoBble cepBEPBI.

[Ipu3Haku 3apaxxeHus KOMIIbIOTEPA.

AHTHUBUpPYCHAs 3aIIMTA.

3amura (aitioB. bezomacHOCTh npy ckaunBaHUM (GaiiioB.

3amuTa NporpamMm U JaHHbIX OT HECAHKIIMOHUPOBAHHOTO KOIMPOBAHMUS.

Opranu3alvoOHHbIE, IOPUINYECKHE, NPOrPAMMHBIE W IPOTrPaMMHO-ANNapaTHbIE MEpPbI

3alUTHI.

8. 3amura mporpaMM M JAHHBIX C IOMOIIBK MApOJIEH, MPOrPaAaMMHBIX U 3JIEKTPOHHBIX
KJIFOYEH, CEpUIHBIX HOMEPOB, IEPEHOCA B OHJIAKH U T.II.

9. Henepemeniaempie MporpaMMsl.

10. 3amuTa OT KOIMPOBAHUSI KOHTEHTA CaiiTa.

11. UcTtounuku 3apaxenus [1K.

12. AutuBupycnoe 110, Busbl 1 Ha3HaueHHe. MeTo/ bl 3a1UThl OT BUPYCOB.

NoUnA W=

IIpakTHyeckoe 3ansaTHe 5.2.

Bomnpocs! qiis o0cyxaenus
1. IIpobnemsr GezomacHocTH MH(pPpacTpyKTypsl MHTEpHETa (IPOTOKOJIBI MapUIPyTHU3ALUU

CeTH, CUCTeMa JOMEHHBIX UMEH, CPEICTBA MapLIPyTU3ALUHU U T.I1.).

[TpoBepka nomnHOCTH (ayTeHTH(UKanus) B UHTepHETE.

Meps! Oe3onacHocTu Asis nonb3oBarens WiFi. Hactpoiika 6e3omacHocTy.

Bupycsl 115 MOOMIBHBIX YCTPOICTB (MOOMIIbHBIE OaHKEPHI U Ap.).

Hacrpoiika komnbroTepa 11 6e3onacHoil padboTsl. OmMOKH MOIb30BATENS.

Mepsl  nuyHOM  Oe3omacHOocTH  mpu  cereBoM  obOmeHuu.  [IpenoTrBpaiieHue

HECaHKIMOHMpOBaHHOTOo nocrymna k [1K.

7. llaponu, OnomMeTpuYecKHe METOJbI 3alllUThl U ayTEHTHU(UKAIMS ¢ MOMOIIBIO BHEIIHUX
HOCHUTEJIEH.

8. TlpocTble U fUHAMHYECKH U3MEHstoIuecs napoiu. bopsba ¢ yreuxkamu nHpopMaum.

9. CpeacrtBa koHTpOs foctyna. [IpaBa nmonszoBareneil. CriocoObl pa3rpaHUUEHHS JOCTYTIA.

10. OTauyus BUPYCOB U 3aKJIaJI0K.

11. AntuBupycusle nporpammsl i [IK: ckanepsl, peBU30pHI U 1Ip.

12. Haubosnee u3BecTHbie aHTUBUPYCHBIE porpaMMbl. Kaspersky Internet Security. Dr.Web
Security Space. ESET NOD32 Smart Security. Kommepueckoe u OecriaTHOe
antuBupycHoe I10.

13. OnnaiiH cepBUCH Ui 6€30MMaCHOCTH MOJIb30BATENS B UHTEpHETE (IIPOBEpKa KOMIIbIOTEpPA
1 (aiiyoB HA BUPYCHl OHJIAMH, OHJIAMH JeakTuBanus SMS-BUpycOB, MpoBepKa caiTa Ha
BUPYCHI, IpoBepka (QaiiioB mo e-mail, ompeneneHue aapeca CTpaHUIBI, MPOBEpKa
cronoctu CMC u ap.).

14. HacTtpoiikn 0e30macHOCTH TMOYTOBBIX MpOrpamMM. 3alUTa B IOUCKOBBIX CHCTEMax
(unbTpHI AJ19 OrpaHUUYEHUS TOTEHIIUAIBHO OMTaCHOTO COAEPHKUMOTO).

AR

2. 3ajgaHus A cCaMOCTOSITeIbHON padoThI
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Tema 1. KubGepOe3omnacHoCTh B CHCTEME HAlIMOHAIBHOM Oe3omacHocT PO
[ToAroToBUTH AOKJIAM MO TEME:

1. Huadopmanmonnas BoitHa. MH(DOpManimoHHOE OpyKHeE.

2. TlaTpyoTH3M U UHTEPHET.

3. HWudopmanmronHoe BO3ACHCTBHE.

Tema 2. KuOepnpecTyniaeHus NpoTUB JUYHOCTH, OOLIECTBA U FOCYAAPCTBA
[ToAroToBUTH AOKJIA] MO TEME:
1. PeanbpHas 1 BUpTyaJIbHASI JINYHOCTD.
2. Ilcuxonoruueckass oocranoBka B MHTepHETE: TpudUHT, KHOSPOY/UTMHT, KHOSEpMOOOHHT,
TPOJUIMHT, OYJUIULIUL.

Tema 3. CoBpemMeHHOE KHOEpIPOCTpaHCTBO TexHMKa 0€30MaCHOCTH B KHOEPIIPOCTPAHCTBE
[ToAroToBUTH AOKJIAM MO TEME:

1. DneKTpoHHBIN KOIIETEK.

2. MOouIeHHNYECTBO MPH PacIpOCTpaHeHUH «OectiaTHoro» I10.

3. IlpaBuia nmoBeneHUs B CKauIie.

4. ®opym. IlpaBuna noseneHus

Tema 4. [Ipo6nemsl HTEpHET-3aBUCUMOCTH, KMOEPOYIITHHTA
IToAroTOBUTH NOKIIA IO TEME:
1. Bunapl UHTEpHET-3aBUCUMOCTH.
2. KubepkynbTypa (MaccoBasi KyJabTypa B CETH) M JJUNYHOCTb.
3. Tlcuxomorunyeckoe BO3AEHCTBUE HHPOPMAIMH HA YETTOBEKA

Tema 5. Metoast obecrieuenus 6ezonacHoctu [1K u MaTepuera. Bupycsl u aHTUBUPYCHI
IToaroTOBUTH NOKIIA IO TEME:

1. Mepsi 6ezonacHocTu A nons3oBarens WiFi. Hactpoiika 6e3omacHocTy.

2. Bupychl 111 MOOWIIBHBIX YCTPOWCTB (MOOUIIBHBIE OAaHKEPHI U AP.).

3. IIpumepHbie TeMbl pepepaToB

1. Nudopmanus - pakrop cyiecTBOBaHUS U pa3BUTHs oOuiecTBa. OCHOBHBIE (DOPMBI

posiBIeHUs] MHQOpMaluu, €€ CBOMCTBA Kak 00beKTa OE30MacHOCTH.

[Tonsatue GezomacHoCTH U €€ cocTaistomue. bezonacHocTs MHGOpMAIIH.

Obecrnieuenne HHPOPMALIMOHHON 0€30MaCHOCTH: COAEPKAHUE U CTPYKTYpa MOHSTHSL.

HanuonaneHble HHTEpECH B MHGOPMALIMOHHOI chepe.

WcTounuku u coaepkanue yrpo3 B ”HGOpMallmOHHOHN cdepe.

CooTHolIeHne NOHATHH «MH(pOpMaIMOHHAas 0€30M1aCHOCThY U «HALIMOHATIbHAS

0€3011aCHOCTBY

7. Puck paboTsl Ha MEpCOHATBHOM KoMITbloTepe. [InanupoBanue 6e3omnacHoi paboThl Ha
NEPCOHAIBHOM KOMIIBIOTEPE.

8. MHudopmarus - pakTop CylIeCTBOBaHUS U Pa3BUTHs OOIIECTBA.

9. Uenu u 3amauu 3aIUTHl HHOOPMALIUH.

10. Opranuzanus 3auThl KOHPHUIEHINATBLHON HH()OPMAIIHH.

11. Bunp! 3amumaemoit uHpopMaluu B cpepe rocy1apcTBEHHOI0 U MyHUIIUTIATBHOTO
yIpaBIEHUS.

12. YpoBHHU BeneHUsI HTHPOPMAIIMOHHOM BOWHBI. OnepaTuBHasi MACKMPOBKA.
Pagnosnextponnas 6ops0a. Bo3nelicTBue Ha ceTH.

13. OcHOBHbBIE TOJIOKEHUS TOCYAApCTBEHHOW WH(POpPMAMOHHON mNonuTuKU Poccuiickoit
denepanuu.

ARl N
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Kpurepun onenkn peepara

Kpurepusimu onieHku pedepara MOTYT BHICTYIHTD CIEIYIOUIHE MOMEHTHI:

— B KaKoOH Mepe pacKpbIBACTCs aKTyaIbHOCTh TEMBI;

—  KakoOB TEOPETUYECKHH YPOBEHb CYXJCHUH aBTOpa, Kak BIAZCET OH COBPEMEHHBIMU
METOAOJIOTMYECKIMH OCHOBAaMM HayK IIpUM OCBEIIEHUHM IIOCTAaBJICHHBIX B pedepare
BOIIPOCOB;

—  COOTBETCTBHE CTPYKTYpHI H coJiepxaHus pedepara miany;

—  LeJIOCTHOE, ITy0OKO€e IOHMMaHHE BOIIPOCOB TEMBI HIIH pa3padaTbiBaeMoii IpoOIeMsbl;

—  KaK yJaJoch aBTOpPY CBs3aTh M3JlaracéMele B pedepare BOIPOCHI TEOPUU C MPOoOIeMaMu
CETOJHSIIHEr0 JHSA, yMEHHE MHCIONb30BaTh TEOPETUYECKHE WCTOYHMKH U y4eOHO-
METOIMYECKYIO JINTEPATypy;

—  JOCTaTOYHO JM IpPOSIBIEHa aBTOPOM CAMOCTOSATEIBHOCTh B IIOCTAHOBKE BOIIPOCOB, B
TPAaKTOBKE HX, €CTh JM B PadOTe OPUTHHAJIBHBIC MBICIH, CBEXHE (DaKThl, ONHCAHUE
JY4LIEr0 OMbITa PabOTHI, KOHKPETHBIX IPUMEPOB U3 IPAKTUKH, COOTBETCTBYIOIIUE
PEKOMEHAALNY U MTPEIOKEHUS;

—  W3Jaraercs Ju B pedepare COOCTBEHHOE IIOHMMaHHE pacCMaTpUBaeMO IPOOIIEMBI,
JOCTaTOYHA JIK €T0 apryMEHTAIIHS;

—  Kak oopmiteH pedepar uiu Jokia] (00beM, HATMYue IUIaHa, COAEPKATEeIbHOCTh
BBEJICHHSI, TIOJIHOTA CITMCKA UCIIOJIb3yEeMOH JINTEPATypPhl, HATMYUE MTPUIOKEHHH, aHAIn3a
OTIBITa Pa0OTHI, CXEM, TAOJIHII, AUArpaMM, TUTAHOB, aHKET H T.J.);

—  uMeeT i paboTa ONpeIeIeHHYIO IEHHOCTh, YTOObI PEKOMEHIOBATh €€ B ()OH y4eOHBIX
ocoOuii Mo Kypcam.

Pedepat onenuaercs no 4-x 0auIbHON CUCTEME - «HEYOBJIETBOPUTEIHHO,

«yJIOBIIETBOPUTEIBHOY, «XOPOILOY, KOTIHIHOY.
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ITpunoxxenue 2

OueHouyHbIe MATEPHAJIBI 110 TUCHUILIHHE
« Knubep0e3onacHocTb)

1. OueHouyHble MaTepUAJIbI 1JIsl TEKYIIET0 KOHTPOJIS
1.1. TecToBBIe MaTEepHAIBI
Tect 2

1. K mpaBoBBIM MeTOaM, 00ecreurBaOIINM HHPOPMAIIMOHHYIO 0€3011aCHOCTh, OTHOCSITCS:
1. Pa3paborka anmapaTHBIX CPEICTB 00CCIEUCHHS MPABOBBIX JaHHBIX
2. Pa3paboTka M yCTaHOBKA BO BCEX KOMITBIOTEPHBIX IIPABOBBIX CETAX KYPHAJIOB yueTa
NEeUCTBUN
3. Pa3pa0oTka u KOHKpeTHU3alHs IPAaBOBBIX HOPMATUBHBIX aKTOB 00ecreYeHus
Oe3omacHOCTH
2. Bunbl uHQoOpMaIMOHHON 0€301aCHOCTH:
1. IlepcoHanbHas, KOPIOpAaTUBHAS, TOCYAapPCTBEHHAS
2. Knuenrtckas, cepBepHasi, ceTeBas
3. JlokanpHas, rinobanbHas, CMEIIaHHAS
3. Uenu nndopmanunoHHOM 6€30MaCHOCTH — CBOEBPEMEHHOE OOHApYyKEHHE,
npeaynpexacHue:
1. HECaHKIMOHHPOBAHHOTO JOCTYIa, BO3ACHCTBUS B CETU
2. WHCcalJepcTBa B OpraHu3anuu
3. 4pe3BbIYANHBIX CUTyallHil
4. OcHoBHBIE 00BEKTHI HH()OPMAITMOHHOW 0€30MMaCHOCTH:
1. KommnbioTepHble ceTH, 6a3bl JTaHHBIX
2. WndopManoHHBIE CUCTEMBI, ICUXOJOTMYECKOE COCTOSIHUE MOJIb30BaTeNeH
3. busHec-opueHTUpPOBaHHbIE, KOMMEPUYECKHUE CUCTEMBI
5. OCHOBHBIMHU pUCKaMH MH(GOPMAIIMOHHON 0€30MaCHOCTH SBIISIOTCS:
1. HckaxeHue, yMeHblIEHHE 00bEMa, IEPEKOIUPOBKA HHPOPMALIUU
2. TexHuYeckoe BMEIIATENbCTBO, BBIBEIEHUE U3 CTPOsI 000PYAOBaHUS CETH
3. Tloteps, uckaxxenue, yreuka nHGpopManuu
6. K 0oCHOBHBIM ()yHKIIMSIM CUCTEMBI O€30MaCHOCTH MOYKHO OTHECTH BCE€ MEPEUHUCIEHHOE:!
1. YcraHoBieHue periiaMeHTa, ayJJuT CUCTEMBI, BBISIBIIEHUE PUCKOB
2. YcraHOBKAa HOBBIX O(HUCHBIX NMPUIIOKEHHUH, CMEHA XOCTHHT-KOMITaHUU
3. Baenpenue ayreHTH(HKAIIMN, TPOBEPKU KOHTAKTHBIX JAHHBIX MOJIb30BaTENIEH
7. K OCHOBHBIM THIIaM CpPEJCTB BO3/€HCTBUS Ha KOMIIBIOTEPHYIO C€Th OTHOCUTCS:
1. KomnbiotepHslii cOoi
2. Jlornueckue 3aKkiaaKku («KMHHBI»)
3. ABapuiiHO€ OTKJIIOYEHHE MUTAHUS
8. Korna monyueHn cmam no e-mail ¢ npuioxxeHHbIM (ailiom, caeayer:
1. TlpouuTarh NpUIIOKEHHUE, €CIH OHO HE COJEPKHUT HUYETO LIEHHOTO — YJAJTUTh
2. Coxpanuth npuiioxkeHue B napke «Cram», BBISICHUTB 3ateM [P-anpec reneparopa
crama
3. Yaanuth NUCBMO C IPUIIOKEHHEM, HE pacKpbIBas (He 4UTast) €ro



9. BIII — sro:
1. DnextpoHHO-1IUPPOBOM TPeoOpPa3oBaATETh
2. DIeKTpOHHO-UHK(pOBas MOANUCH
3. DIeKTpOHHO-IU(PPOBON MPOIIECCOP
10. CgoiictBamu nH(OpMaIum, HanOoJIee aKTyaJIbHBIMU MPU 00ECIICYCHU N
uH(OpPMAITMOHHOM 0€30MacHOCTH SIBISIOTCS:
1. IlenocTHOCTH
2. JlocTynHOCTb
3. AxryanpHOCTB]
11. PazHoBugHOCTSAMH yrpo3 6€30MacHOCTH (CETH, CUCTEMBbI) SBIISIIOTCS BCE MEPUUCICHHOE
B CIIMCKE:
1. IlIporpamMmHbie, TEXHUYECKHE, OPTaHU3AIMOHHBIE, TEXHOJIOTUYECKHUE
2. CepBepHble, KIUEHTCKHE, CIyTHUKOBBIE, HA3€MHbIE
3. JlnuHble, KOPIIOPATUBHBIE, COLIMATIbHbBIE, HALIMOHAJIbHbIE
12. Tlonutuka 6€30MaCHOCTH B CHCTEME (CETH) — ATO KOMILIEKC:
1. PykoBoacTB, TpeboBaHUil oOecrieueHrss HEOOXOAMMOTO YPOBHS 0€30MacHOCTH
2. WHcTpyKumii, anropuTMOB OBEIECHUS MOJIb30BATENS B CETU
3. HopwMmbl nuHQOpMAIIMOHHOTO MpaBa, COOII0IaeMbI€ B CETH

Kpurepum ouenku:
s oneHKH pe3yJbTAaTOB TECTMPOBAHMS IPEIYCMOTPEHA CIEAYIOIIAasi CUCTEMa OLICHUBAHUS
y4eOHBIX JOCTH)KEHUN CTYJACHTOB:
3a KaxAbli MPaBUIBHBIN OTBET CTaBUTCS 1 Oa,
3a HempaBWIbHBIN 0TBET — () 0aoB.
Ecnu ctyneHT Habupaer
ot 85 510 100 % npaBuIbHBIX OTBETOB €MY BBICTABIISIETCS OLIEHKA «OTIIMYHOY;
o1 72 10 84 % npaBUIBHBIX OTBETOB — OLIEHKA «XOPOILLIO»,
ot 51 10 71 % npaBUIIBHBIX OTBETOB — OLIEHKA «YJOBJIETBOPUTEIBHO,
MeHee 50 0a/ioB — OILIEHKA «HEYIOBICTBOPUTEITHLHO.

1.2. Bonpocsl 1151 cobece1oBaHusA

Tema 1. KubGepOe3onacHocTh B cMCTeMe HALIMOHAJIBHOM 0e3onacHocTu PD
1. TocynapcTBeHHas moiMTHKA B 00J1aCTH KHOEpOE30MacHOCTH KOMITbIOTEPHBIM aTakaM OT
15 suBaps 2013 r.
VYronosubii konekc PD, paznen «lIpectymienus B chepe KOMIBIOTEPHOU
UHpOpMALIUN.
3amuTa KubeprpocTpancTsa rocyaapctsoM. KubepsoiiHa.
IIpaBo Ha unpopmanuto B Koncruryuu PO.
3amuTa rocyjapcTBa 1 3aliuTa KHOepnpoCcTpaHCTBa.
JlokTprHa HHPOPMALIMOHHOM OE30MaCHOCTH.
Kubeppoticka. 3anmra KuOepnpocTpaHCTBa KaK OJTHA U3 3a7a9 BOOPYKEHHBIX CHJI.
WNudopmanronnas BoiiHa. MH(popMaIimoHHOE OpyXHUe.
. IlaTpuOTH3M U UHTEpHET.
10. UndopmannonHoe Bo3aeiiCTBHE.
11. Boennas, rocygapcTBeHHas, KOMMepYecKas TaiHa.
12. 3amuTa caiiTOB TOCy1apCTBEHHBIX OPTAaHOB (2JIEKTPOHHOE MPABUTEIILCTRO).

N

000 N oL A W

Tema 2. KubGepnpectynjieHusi IpOTUB JUYHOCTH, 001IeCTBA U FOCYAapCcTBa
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—

(98]

e

10.

12.

13.
14.

15.

16.

17.
18.

PeanbHast u BUpTyanbHast THYHOCTb.

[Tcuxonoruueckass o0cranoBka B WHTepHere: rpuduHr, KMOSpOYITHMHT, KHOEpMOOOUHT,
TPOJUIMHT, OYJUTULIU.

Besonacnass pabora B ceTH B IpolECCe CETEBOH KOMMYHUKAUUHU (4aTbl, (OpPYMBI,
KOH(epeHIINH, CKaIl, COLUaTbHbIE CETH U TIP.).

TepMUHBI CETEBOTO 3TUKETA: OBEPKBOTHHT, (uieiiM, Gy, ohTONHK, CMAWITUKH U AP.
[Tpumepsl STHUECKUX HApyIIEHUH. 3HaYeHHE CETEBOT0 3TUKETA.

CobcrBenHocTs B IHTEpHETE. ABTOPCKOE MPABO.

HuTennexryanbHas COOCTBEHHOCTb.

[TnatHas u 6ecrnataas uHGOpPMAIIHS.

3amuTa mpaB MoOTpedHUTeNnedl MpH HUCHONb30BaHWMU yciuyr HHTepHer. 3ammura mnpas
noTpeduTeneit ycauyr npoBanaepa.

OTBETCTBEHHOCTH 32 MHTEPHET-MOILIEHHUYECTBO.

[IpaBoBeie  akThl B oOJacTd  WHMDOPMALNMOHHBIX  TEXHOJIOTUA W 3AIIUTHI
kubeprnpocTpancTBa. OTBETCTBEHHOCTD 32 KUOEPIPECTYTLIICHUSI.

KoHCTUTYIITMOHHOE TNpaBO HA IMOWCK, IMOJIYYCHHE W PaclpoCTpaHCHHWE HWHQPOpPMAIUH.
®denepanbHbii 3ak0H OT 29.12.2010 Ne 436-D3 (pex. ot 28.07.2012) «O 3amure aereit ot
uH(pOpMalny, MPUUMUHAIONIEH BpE UX 3J0POBBIO U Pa3BUTHUIO» (AEUCTBYET ¢ 1 ceHTAOps
2012 rona).

WHupopmalinoHHOE 3aKOHO0/1aTeNbCTBO PO.

3akon P® «O06 undopmainu, HHPOPMAITMOHHBIX TEXHOJOTHIX U O 3alIUTe HHPOPMAIHUI.
VYrojoBHass OTBETCTBEHHOCTb 3a CO3JIJaHUE, MCIOJIb30BAaHUE U  PaCHpPOCTPaHEHUE
BPEJIOHOCHBIX KOMIBIOTEpHBIX Iporpamm (ct. 237 YK P®). [IpaBoBas oxpaHa mporpamm
st OBM u BJI. Kommepueckoe I1O. becrmatnoe IO (FreeWare, Free, Free GPL,
Adware), ycinoBHo-6ecrataoe 10 (Trial, Shareware, Demo).

[IpaBOBBIE OCHOBBI JJIs 3AIMTHI OT CIIaMa.

[IpaBoBasi oxpana mporpamm st OBM u BJl. Jlunensuonnoe I1O. Buawl nunenzuit
(OEM, FPP, xopnioparusHble nuueH3uu, noanucka). [10 ¢ orkperreiv kogom (GNU GPL,
FreeBSD).

[IpaBo Ha nHpOpPMAIIHIO, HA COKPBITHE JaHHBIX, KATETOpUU WH(POpMAITUH.

[lepconanbHble U OOLIENOCTYNHBIE JaHHBIE, OTPAaHUYEHHBIM focTym. 3akoH «O
MIEPCOHANIBHBIX TAHHBIX).

Tema 3. CoBpemenHoe kudepnpocTpancTBo TexHUKA 0€30MaCHOCTH B KHOEPNPOCTPAHCTBE

1.

2.
3.
4

b

*

10.

Mormennnueckue aeiictsust B Untepuete. KubepnpectyrieHus

CereBoii aTuker. [Icuxonorus u ceth

[TpaBoBBIE acTIEKThI 3aLIUTHI KHOEPIPOCTPAHCTBA

OmnunaiiH cepBHCHI AJis1 OE30MIaCHOCTH I0JIb30BATENS B MHTEPHETE (IIPOBEPKA KOMIIbIOTEPA U
(aiinoB Ha BUPYyChI OHJIAIH, OHJIAMH JeakTuBanus SMS-BUpYCOB, IpOBEpKa caiita Ha
BUPYCHI, ITpoBepKa (hailioB 1o e-mail, onpeneneHue agpeca CTpaHULbl, IPOBEPKa
croumoct CMC u nip.).

Hactpoiiku 6€301macHOCTH TOUYTOBBIX MMPOTPAMM.

3ammTa B MOMCKOBBIX cUCTeMax ((HIIBTPHI sl OTPAaHUYEHUS TOTEHIIMATBHO OIIACHOTO
COJIEPKUMOTO).

Hacrpoiiku 6e3omnacHocTr Be6-0paysepoB (Internet Explorer, Firefox u T.11.).
DNEeKTPOHHAs OYTa U CUCTEMBI MTHOBEHHOTO OOMEHa COOOIICHUSIMH.

Hacrpoiiku 6e3onacHoctu Ckaiirn, ICQ u np. Cioco6s1 oGecnieueHust 6€30macHOCTH BeO-
caura.

Kubepnpectyruienus. Bussl nHTEpHET-MOILIEHHUYECTBA (MTMChbMa, peK-llama, 0X0Ta 3a
JUYHBIMH TAHHBIMU U T.11.). OnacHOCTH MOOUITBEHOM CBsi3H. [IpenokeHus 1Mo ycTaHOBKe
BPEIOHOCHBIX MTPUIIOKEHU.
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11.

12.

13.

14.
15.
16.
17.
18.

Momennnyeckrne CMC. YTeuka u o0Hapo10BaHKE JIMYHBIX AaHHBIX. [Tonbop n mepexsar
napoJiei.

B310MBI aKkKayHTOB B COLIMAJIBHBIX CEeTsAX. Buabl MmomenHnuectsa B arepuere. GuimHr
(dbapmuHT). A3apTHBIE UTPHI.

Jloxuble anTUBUpYCHL. [TonMeHa cTpaHull B MUHTEpHETE (CalThI-KJIOHBI). DajbIInBbIE
(haliI000MEHHUKH.

DJEeKTPOHHBIN Kolenek. MOIIEHHHYeCTBO MU pacnpocTpanenuu «oecrutatHoroy I10.
TexHonornn ManunynupoBanus B lHTepHere.

Tb npu HHTEpPHET-OOLIEHUH.

Tb npu peructparnuu Ha BeO-caiiTax.

Komnsrorepnoe nuparcrso. ILnaruar.

Tema 4. IIpodaembl UHTepHeT-3aBHCHMOCTH, KHOEpPOYJUIMHT A

[S—

(98]

b

10.
11.
12.
13.
14.
15.
16.
17.
18.
19.
20.
21.
22.
23.

24.

25.

TexHHKa 0€30MaCHOCTH MPHU PAdOTE C KOMITBIOTEPOM.

KomnbroTep 1 MOOMIIBHBIE YCTPOICTBA B UpE3BbIUAHBIX CUTYaLIUAX.

Menuuunckas uHpopmanus B MHTepHere. KoMnbroTepsl 1 MOOHMIBHBIE YCTPOWCTBA B
9KCTPEMAJIbHBIX YCIOBUSIX.

Bo3zaeiicTBue paanoBoiIH Ha 3J0pOBbe U OKpy»Katotyto cpeny (Wi-Fi, Bluetooth, GSM).
Kommekc ynpaxHeHui npu padboTe 3a KOMIIbIOTEPOM.

BoszneiictBue Ha 3penue DJIT, KUIKOKPUCTAIIMUECKUX, CBETOAMOJHBIX, MOHOXPOMHBIX
MOHMTOPOB.

Komnreiotep B pexxume Tpyda U OTbIXa.

BnusiHue koMnbroTEpa Ha PENPOAYKTUBHYIO CUCTEMY.

Bpennbie ¢hakTopsl pabOTHI 32 KOMITBIOTEPOM H UX MTOCIIEICTBUSI.

Opranuzanus pabouyero Mecta

HuTepHeT-coo0mecTBo.

HHTEepHET-3aBUCUMOCTb.

ConuanbHble ceTu. JleTckue colranbHble CETH.

BuptyanbHas IM4HOCTB.

3aBucuMocTh 0T HTepHEeT-00111eH s

PazBneuenus B HtepHere.

IIpu3Haky UrpoBOM 3aBUCUMOCTH.

CereBble UIPBI.

Caiitsl 3HaKOMCTB. 30K 11 KOMIIBIOTED.

Bunpl 3aBucumoctu. JlectpyktuBHas uHpopmanus B MHTepHere.

Bunel IHTEpHET-3aBUCUMOCTH.

KubepkynbpTypa (MaccoBasi KyJabTypa B CETH) U JIUYHOCTD.

Kputepun 3aBucumoctd (IPUOPUTETHOCTb, WM3MEHEHMS] HACTPOEHHUsS, TOJIEPAHTHOCTH,
CHUMIITOM pa3pbiBa, KOHQIIUKT, PELUIUB).

Tunsl UHTEpHET-3aBUCUMOCTH (TIPUCTPACTUE K pabOTe C KOMIIBIOTEPOM, K HaBUTALUU U
MOUCKY MH(OpMaIuK, UTPOMaHUS U 3JIEKTPOHHbIE MOKYIKH, 3aBUCUMOCTh OT CETEBOIO
o01eHus).

Knaccugukanus MHTEpHET-3aBUCUMOCTEH

Tema 5. Metoab! o0ecneuenus 0ezonacnoctu IIK u UntepHera. Bupycbl 1 aHTHBHPYCHI

el N

IIpu3Haku 3apaxeHus: KOMIIbIOTEpA.

AHTUBHpYCHAas 3alUTa.

3ammra ¢aitnos. besonacHoCTh Mpu cKauMBaHUU (PaiIoOB.

3aiuTa nporpamMm U JaHHBIX OT HECAHKIIMOHUPOBAHHOTO KOMTMPOBAHMUSI.

20



5. OpraHuzanuoHHBIC, IOPUIUYECKHE, MPOrPaMMHBIE W MPOTPAMMHO-AIIAPATHBIE MEPbI
3aIIUTHI.

6. 3amura mporpaMMm M JAHHBIX C I[OMOILIBIO IAPOJEH, MPOrpaMMHBIX U 3JIEKTPOHHBIX

KJIFOUYEH, CEpUMHBIX HOMEPOB, IIEPEHOCA B OHJIAWH U T.II.

Henepemeraembie mporpaMmsl.

3amuTa OT KONUPOBAaHUS KOHTEHTA caifTa.

Ncrounuku 3apaxenus [1K.

0. AwntuBupycnoe I10O, Busbl u Ha3HaueHUE. MeTOIbl 3aIUThI OT BUPYCOB.

1. TIpobnemsl Oe3zomacHocTH HMH(pacTpykTyphl WHTepHETa (MPOTOKOIBI MAapIIPYTH3AIMH

CETH, CUCTEMA IOMEHHBIX UMEH, CPECTBA MAPLIPYTU3AIMH U T.I1.).

12. Tlposepka moanuHHOCTH (ayTeHTHUKaus) B HTEpHETE.

13.  Mepsl 6e30nacHocTH a5 ostb3oBatens WiFi. Hactpoiika 6e3omacHocTH.

14. Bwupycsl [uist MOOMIJIBHBIX YCTPOMCTB (MOOHIBHBIE OaHKEPHI U JP.).

15. Hactpotika komnberoTepa uist 6e3omacHor padoThl. OMUOKH MOIB30BaTEIIS.

16. IlpocTeie M TMHAMHYECKH U3MEHsIONIHECs apoiu. bopbba ¢ yreukamu nHpOpMaIuy.

17.  CpenctBa koHTpoJis qoctyna. [IpaBa monb3oBateneir. CriocoObl pa3rpaHUYCHHS JOCTYyIIA.

18.  OTinuus BUPYCOB M 3aKJIAJIOK.

19. AwntuBupychsie nporpammsl 4 [1K: ckanepsl, peBU30pbI U Ap.

e~

Kpurepum ouenku:

OLIEHKA «OTJHMYHO» BBICTABISICTCS CTYACHTY, €CJIM OH TMPOJEMOHCTPUPOBAI MOJHOTY |
rnyOuHY 3HaHUM MO BCEM BOMPOCaM, 3HAET OCHOBHBIE TEPMHHBI IO KOHTPOJIUPYEMBIM TeMaM,
BJIaJIeT 3HAHUAMH 00 OCHOBHBIX OCOOCHHOCTSIX PEIICHUs 3a1a4d. YMEET IPHUMEHSTH ITOTydeHHbIC
3HAHUSI [T PELLIEHNs] KOHKPETHBIX MPAKTIYECKHX 3a/1a4.

OLICHKA «XOPOILUO0» BBICTABIACTCS CTYACHTY, KOTOPBIA IIPOJEMOHCTPUPOBAI IIOJHOTY U
IyOMHY 3HAHUH 10 BCEM BOIMPOCAM paszelia, JJOTMYHO U3JlaraeT MaTepual.

OLIEHKA «YJAOBJIETBOPUTEJIbHO» BBICTABIIACTCA CTYIEHTY, P HAJIWYUU Yy HEro 3HAHUU
OCHOBHBIX KAaT€TOPUM M MOHATHI MO MpeIMeTy, YMEHHS [IOCTaTOYHO TPAMOTHO H3IIOXKHUTh
MaTepual.

OlleHKAa «HEeY/0BJIETBOPUTEJBbHO» BBICTABISAECTCS CTYIEHTY, KOTOPBHI HE OCBOMJI OCHOBHOTIO
CoZIepKaHMs TpeIMeTa, He BT 3HAHUSIMU TUCIUTUIUHE.
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2. OueHoYHBIE MATEPHAJIBI AJ IPOMEKYTOUYHOH aTTeCTALMHI
2.1. lIpumepHbIii IepevYeHb BONPOCOB JIJIS 3a4eTa.

KoHcTuTyimonHoe npaBo Ha IOUCK, OJIy4€HHE U pacpOoCTpaHeHUue UH(OPMALIHH.
®epnepanbubiit 3ak0H 0T 29.12.2010 Ne 436-D3 (pex. ot 28.07.2012) «O 3amure gereit ot
UH(pOpMaLUK, IPUUUHSIIOIEH Bpea UX 310POBbIO U pa3BUTUIO» (IeHCTBYET ¢ 1 ceHTIO0ps
2012 rona).

3amuTa rocyAapcTBa U 3aliuTa KuoepnpocTpaHCTBa.

JlokTprHa HHPOPMALIMOHHOM 6€30MacHOCTH.

KubepBoiicka. 3amura kubepnpocTpaHcTBa Kak OHA U3 337a4 BOOPYKEHHBIX CHIL.
WNudopmannonnas BoviHa. THGpOpMaAIIMOHHOE OpYXKHE.

[TaTpnOTH3M U HHTEpHET.

WNudopmanronHoe Bo3/eicTBuIE.

bezonacHas pabota B ceTHM B IIpolecce CETeBOM KOMMYHUKAIMM (4aThbl, (OPYMBI,
KOH(EepEHIINH, CKAHII, COIHAIbHBIE CETH U TIP. ).

[TprMepsl 3THUECKUX HapyIIeHUH. 3HaYeHHne CETEBOro ITHKETA.

CobcrBennocTs B IHTEpHETE. ABTOPCKOE MPABO.

WuTemiekTyanbHast COOCTBEHHOCTb.

[InaTHas u 6ecruiatHast “H(pOpPMAIIHSL.

Nudopmanmonnoe 3akoHoAaTeIbeTBO PD.

[TpaBoBas oxpana nporpamm miasi OBM u BJl. Kommepueckoe [1O. becmatnoe 110
(FreeWare, Free, Free GPL, Adware), ycnoBro-6ecrarnoe I10 (Trial, Shareware, Demo).
[TpaBoBbI€ OCHOBBI JUIs 3AILUTHI OT CIIaMa.

[lepcoHanbHble W OOLIENOCTYNHBIE JAaHHBIE, OrPAHMYEHHBIH JocTyl. 3akoH «O
NEPCOHAIBHBIX JTAaHHBIX).

CereBoii atuker. [Icuxomnorus u cetb

OmnuaiiH cepBHUCHI AJis1 O€30MIACHOCTH 10JIb30BATENSl B UHTEPHETE

3amuTa B MOMCKOBBIX cUCTeMax ((HIIBTPHI sl OTPAHUYEHUS IOTEHIIMATBHO OIIACHOTO
COJIEPKUMOTO).

Bupl vHTEpHET-MOIIEHHUYECTBA (TMCbMa, peK-J1aMa, 0X0Ta 3a JMYHBIMU JJAHHBIMH U
T.IL.).

OnacHocTr MOOMIIbHOM CBs13U. [IpenoxkeHns o yCTaHOBKE BPEIOHOCHBIX MPUITOKEHHH.
Buast MmomennuuectBa B UntepHete. @umur (papMuHr).

A3apTHBIE UTPBI.

Jloxubie anTUBUpYCHL. [TonMeHa cTpaHull B MUHTEpHETE (CalThI-KJIOHBI). DabIInBbIe
¢baitnooOMeHHUKH.

DNeKTPOHHBIN Kollesnek. MollleHHu4YecTBO Npu pacripocTpaneHun «oecruiatnoro» I10.
WntepHer-sTukert. [IpaBuna obmenus B UnTepHere.

OCHOBBI CETEBOI0 ITHKETA.

ITepenncka B ceTu.

[TpaBuna noBeneHus B ckaime. opym.

OO11eHne B CETH U €r0 TOCIEICTBHS.

Arpeccusi B CeTH.

AHOHUMHOCTbD B CETH.

Bunael sTukera (JIUUHBIHN, 1€710BOM, MUCbMEHHBIN, AUCKYCCUOHHBIN U 11p.). Pasnuuus
ATHKETA B PA3HBIX CTPAHAX.

['uruena komneroTEpA.

ITosb3a 1 Bpes KOMIIBIOTEPHBIX UTP.

TexHuka 6€30MaCHOCTH MPU PabOTE ¢ KOMIIBIOTEPOM.

Kommnbrotep 1 MOOMIIBHBIE YCTPOMCTBA B UpE3BBIYAMHBIX CUTYalIHUsX.
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38. Meauuunckas uadopmarus B Matepuere. Komnbioreps! 1 MOOMIIBHBIE YCTPOICTBA B
9KCTPEMAaJIbHBIX YCIOBHSIX.

39. KomneloTep B pexxuMe Tpyda U OTbIXA.

40. Bpenusie hakTopbl pabOTHI 32 KOMIBIOTEPOM U MX MOCIEACTBHUS.

41. HHTepHET-3aBUCUMOCTb.

42. CouuanbHble ceTH. JleTCKHUe ColuallbHBIE CETH.

43. BupryajibHas IUYHOCTb.

44. 3aBucuMocTh 0T IHTEpHET-00IIEeHN .

45. Pasneuenus B nTepHere.

46. Ilpu3Haku UTPOBOM 3aBUCHMOCTH.

47. CeTteBble UTPBHIL.

48. Bwunpl 3aBucumoctH. [dectpykruBHas nanpopmanus B MaTepHETE.

49. Bunabl IHTEpHET-3aBUCUMOCTH.

50. Tlcuxomornueckoe Bo3aeicTBUE HHGOPMAIIMU Ha YETIOBEKA.

51. Kpurepun 3aBUCUMOCTH (IPUOPUTETHOCTD, U3MEHEHUSI HACTPOEHUS, TOJIEPAHTHOCTD,
CUMITOM pa3pbiBa, KOHQIUKT, PELUIUB).

52. Knaccudukamys HHTEpHET-3aBUCUMOCTEH

53. Ilpu3Haku 3apaxxeHHs] KOMITbIOTEPA.

54. AHTUBUpYCHAas 3allUTa.

55. OpraHu3anMoHHBIEC, IOPUAMYECKHE, MPOrpaMMHBIE M TMPOTrPaMMHO-AaNNapaTHbIE Mepbl
3allUTHL.

56. 3amura mporpaMM M JaHHBIX C TOMOINBIO MAapojeil, MPOrpaMMHBIX U 3JIEKTPOHHBIX
KJIFOYEH, CEpUHBIX HOMEPOB, IIEPEHOCA B OHJIAWH U T.II.

57. AwntuBupycHoe [10, Buapl u Ha3HaueHHEe. MeTo bl 3alUTHl OT BUPYCOB.

58.  Mepsl 6e3onacuoctu ais nmonb3oBarens WiFi. Hacrpoiika 6e3onacHocTy.

59. Bupycsl ans MOOMIBHBIX YCTPOMCTB (MOOUIIEHBIE OaHKEPHI U JIP.).

Kpurepun onenku:

- OLICHKA «3a4TE€HO» BBICTABJIAETCS CTYAEHTY, €CIIM OH IIPOAEMOHCTPUPOBAI JIOCTATOYHO HOJIHOE
3HQHUe MaTepuana; MPOAEMOHCTPUPOBAN 3HAHUE OCHOBHBIX TEOPETHUYECKUX IOHSITHIA;
JIOCTaTOYHO IIOCIEA0BAaTENbHO, TIPAMOTHO M JIOTMUECKH CTPOWHO W3JIOKHI MaTepual;
IPOJEMOHCTPUPOBAIl YMeHUe OPUEHTUPOBATHCSA B JUTEpaType MO MpoOiIeMaTUKe IUCHUIUIMHBI;
YMeem CAENATh JOCTATOYHO 0OOCHOBAHHBIE BBIBOJIBI IO M3JIAraeMOMY MaTepHaiy.

- OIICHKA «HE 3a4TE€HO)» BBICTABIIETCS B Cllydae HE3HAHUS 3HAUUTEIbHOW YacTU MPOrpPaMMHOTO
MaTepHala; He BJaJeHUs MOHATHHHBIM annapaToM AMCLUUIUIMHBL, CYLIECTBEHHBIX OLIMOOK MpHU
U3JIO)KEHUU y4eOHOro MarepHalia; HEYMEHMsI CTPOUTh OTBET B COOTBETCTBUU CO CTPYKTYpOMl
M3JIaraeMoro BOIPOCA; HEYMEHMSI JI€1aTh BBIBOJBI 110 U3JIaraéMOMY MaTEpHaly.
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JIucT n3MeHeHnit padoveil MPoOrpaMmbl AU CIUATIIAHBI

PexBu3uThI 10Ky

aTta
Ne . MeHTa 00 A
Coneprxanrie ”3BMEHEHHI BHECEHMUSI
m\it YTBEPKACHUU .
. U3MEHEHU N
U3MEHEHUN
1. | AxryanusupoBaHa B yacTu yueOHO- [Iporokon 28.05.2024 r.
METOIUYECKOT0 u MHGOPMAIIMOHHOTO | T'YMaHUTApHBIX U
obecriedyeHus: B CBSI3U C MPOJUICHUEM KOHTPAKTa C COIMAJIBHO —
OBC u B 4YacTM 1epe4yHs OCHOBHOM U SKOHOMHUYECKUX
JOTIOJHUTENIbHON JIUTepaTypsl B CBsi3u ¢ ero | aucuuruiuH Nell ot
U3MEHEeHHEM. BHeECeHbl M3MEHEHUSI B TUTYJbHbBIN «28» mas 2024 r.

JIMCT B YaCTH JaThl, HOMEPA MPOTOKOJIA 3aCeTaHMs
Kkadeapsl.
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