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1. Heapb 1 32124 TUCHUINIHHBI

LenssMu OCBOCHUS TUCIMITIMHBI SBISTIOTCS: (DOPMUPOBAHKE IEIIOCTHOTO TPEACTABICHUS
O pOJH COBPEMEHHOI0 KHOEpIPOCTPAHCTBA B 00pa30BaTEIbHON Cpele U IeAarorHuecKou
NeSITeIbHOCTH, (POPMUPOBAHHE CHUCTEMBbl 3HAHWW, YMEHHH M HABBIKOB I OOCCIICUCHHS
krbepOe30macHoOCTH CBOEH MPpo(dhecCHOHATLHOM eI TEIILHOCTH.

YyeoHunie 3a1a94d AUCHUIIIMHEI:

- dbopMupoBaHHe OOIINX MPEICTABICHHS 0 6€30MacCHOCTH B MH(OPMAIIMOHHOM OOIIIECTBE;

—  u3ydeHHWe OOIMMUX NPUHIUIIOB TEXHOJOTUH, NPUMEHSICMBIX B HWH(POPMAIMOHHOM
0€e30I1aCHOCTH;

- dbopMUpOBaHHE YMEHUS TMPUMEHSITH MpaBWiIa KUOEpOE30macHOCTH BO Bcex cdepax
JCSITeTIbHOCTH;

—  OCBOCHHE 3HAaHWM, COCTABJISIFOIIMX Hayalia MPeJCTaBIeHU 00 HH()OPMAIIMOHHON KapTHHE
MUpa ¥ HH(HOPMAIIMOHHBIX MPOIIeccax;

—  OBIQJICHUE YMEHHEM HKCIIOJb30BaTh KOMITBIOTEPHYIO TEXHHKY KaK IPaKTHUYCCKHUI
UHCTPYMEHT Ui  paboThl ¢ HHGOPMAIIUEH B MIOBCETHEBHOMN KU3HU;

—  pa3BHUTHE HAaBBIKOB OPHECHTHPOBAHUS B MHPOPMAIMOHHBIX IOTOKAX.

2. MecCTO THCHHMIJIMHBI B CTPYKTYpe 00pa30BaTeIbHOI MPOrpaMMbl

Hucuummaa «Kubepbe3omacHOCTh» OTHOCHTCS K 4vactu bioka 1, dopmupyemoi
Y4aCTHUKaMU 00pa30BaTeIIbHBIX OTHOIICHUH, SIBISETCS AUCIUIUIMHON 1O BBIOODY.

Jlns ocBOGHMsI yd4eOHOTO Marepuaia Mo JUCIMILIMHE HCIOJIB3YIOTCS 3HAHHS, YMEHUS,
HaBBIKH, C(HOPMHUPOBAHHBIC MPEIIICCTBYIOMMME IUCHUILTHHAMU: VHpopMaTuka (IIKOJIbHBIN
Kypc), Texnonmorun uugppoBoro o0Opa3oBaHusl.

3HaHUs, YMCHHUs, HaBBIKHA, CPOPMHUPOBAHHBIC B TIPOIECCE M3YYCHHUS IUCIUTUINHBI
HEOOXOAUMBI JIISI MPOXOXKICHHSI y4eOHOW W IMPOU3BOACTBEHHON MPAKTHK, IMOJITOTOBKH K
roCyJapCTBEHHON UTOTOBOM aTTECTAIINH.

3. [Inanupyemsle pe3yJbTaThbl 00y4eHHs 110 JUCHHUILIMHE

Koa u Kon u HanmenoBanue
PesyabTaThl 00yyeHus
HAaUMeHOBaHHe HHIMKATOPA NO0CTUKEHHUS
N0 AUCHHUILINHE
KOMIIeTeHIIHH KOMIIeTeHIUH
Ynusepcanvnvie komnemenyuu
YK-1. VK-1.1 - 3HACT IOPANOK  ONpeleiIcHUs
Cnocoben JleMoHCTpHpYyeT 3HaHHE HMCTOYHUKOB HH(MOpPMALUU, MOPAIOK
OCYIIECTBIISATh 0COOEHHOCTEH CUCTEMHOTO U | TOJIy4EHUS IOCTYIa K HUM.
MIOWCK, KPUTHYECKHH | KPUTHYECKOTO MBITIICHHS, - 3HaeT MeTOoAbl  ONHCAHWUS W
aHalU3 W CHHTE3 | apr'yMEHTHPOBAHHO (bopmanuzanuu MOJy4EeHHOM
uH(popMaluuy, dbopMupyeT cOOCTBEHHOE nHpopmManuu.
IPUMEHSTh CYXJIEHUE U OLIEHKY - 3HaeT crnocoObl  BepUUKALUH
CHCTEMHBIH TOIXOA | WH(pOpMAINU, TPUHAMAET oJIy4aeMoil HHpOpMaIiH.
JUIS peleHns | 000CHOBaHHOE pelleHHE. - 3HAaeT NPUHLUIBI  CHUCTEMHOTO
MOCTaBJIEHHBIX 3aJa4 MO/IX0/1a.
- croco0eH BbIpabaThIBaTh CTPATETUIO
NeWCTBUIT Ha OCHOBE CHCTEMHOTO
MOAX0/la HCMOIBb3ys 00paboTaHHYIO
MOJIYY€HHYI0 HHPOPMAIHIO.
VK-1.2 - crioco0eH MPOBECTH AHAIN3
[Ipumensier noruyeckue nH(pOpMaIUU MPeAMETHON 00IacTH
(bopMBI U MTPOLIEAYPHI, nosry4eHHoil ¢ ucnonb3oanuem UKT.
croco0eH K pedIeKkcuu mo - 3HAaeT OCHOBBI 0OPaOOTKHU
MOBOJAY COOCTBEHHOMU M UyOi | MHPOpMaLUHU B MPodhecCHOHATBHOM
MBICITUTEJILHON IeATENbHOCTH. | cephl;




- CTIOCOOEH MPOBECTU BHIOOP
Heo0X0AUMOM nHpopMaUu
IpeMETHOI 00J1acTH ¢
ucnosibzoBanreM [1K u nakeToB
NPUKJIAJHBIX TIPOTPAMM.

yMEeT TOJy4aTh HOBbIE 3HAHUSA Ha
OCHOBE aHam3a u CHHTE32
undopmanuu; cobupath U 0000mMATH
JAHHBIE TI0 Hay4YyHBIM MpoliieMawm,
OTHOCALIMMCS K Tpo(ecCHOHAIBHOM
obnacTu;

OCYILIECTBIISATh MOMCK WH(POpPMAUU H
NPUMEHSTh CUCTEMHBIA TOAXOJ JUIS

peICHUA IIOCTAaBJICHHBIX 3aaa4,
OIIPECACIIATh u OLICHUBAThb
IMPAKTUYICCKHUC IIOCICACTBUA

BO3MOXKHBIX peH_IeHI/Iﬁ 3aJa4du.

VK-1.3.

AHanM3upyeT UCTOYHUKH
MH(OpPMALIUU C LIEBIO
BBISIBIICHUS KX TTPOTUBOPEUYHI
Y TIOMCKA JJOCTOBEPHBIX
CYXKJICHUH.

BJIaJIeeT HaBBIKAMU MCCIICIOBAHUS
npo0semM npodeccruoHanTbHON
NEeSITebHOCTH C TIPUMEHEHUEM
aHalM3a, CUHTE3a U IPYTHX METOJIOB
MHTEJUICKTYaIbHOH IS TETbHOCTH;
BBISIBJICHHSI HAYYHBIX ITPOOJIEM U
UCTIOJIb30BaHUS aICKBATHBIX
METOJIOB JIJISl KX PEIICHUS;
(hopMyIIpOBaHUS OIICHOYHBIX
CYXJICHUH NPH PEIICHUH
npodecCHOHATBHBIX 3aj1a4.

YK-8.

CriocobeH co3aBarhb
U TOAJAEPXHUBATh B
MTOBCETHEBHOM
KU3ZHU u B
npoQeCCHOHAIBHON
JEeSITEIbHOCTH
Oe3omacHbIe
YCIOBUS
KU3ZHEICATCIIEHOCTH
VIS COXpaHEHHUS
MPUPOAHON  Cpelibl,
obecrnieueHus
YCTOMYUBOTO
pa3BUTHS OOIIECTBA,
B TOM 4YHCIIEC TIpH
yrpose u
BO3HUKHOBEHUH
Ype3BBIYANHBIX
CUTyarun u
BOCHHBIX
KOH(JIMKTOB

VYK-8.1

OuenuBaer (akTopbl pHUCKA,
yMmeeT obecreynBaTh JTUYHYIO
0e30IacHOCTh M 0S30IaCHOCTh

Crnoco0eH co3iaBath U MOJIEPKUBATD
HEOOXOANMBIE YCIIOBUSI 0€301MaCHOCTH
JUISL y9aCTHUKOB 00pa30oBaTeNbHOTO
mporiecca 1 JMIHONW Oe30MacHOCTH.

OKPY’KaIOIINX B | BnaneeTr HaBbIkamMM OLICHUBaHUS,
MOBCEIHEBHOM JKM3HM U B | (PaKTOpPOB pUCKa, U 0OecrieueHus
npodeccuoHaIbHON JIUYHON 6€30IacHOCTH U 0€30MaCHOCTH
JIeSITEIbHOCTH. Y4aCTHUKOB 00pa30BaTeIbHOTO
npolecca.
VYK-8.2 3HaeT OCHOBHBIE METOILI CO3JaHUS U
3HaeT M MOXKET MPHUMEHATH | MOAJAEPKAHUS B IOBCEAHEBHOM KU3HU
METO/IbI 3aIlUTHI B | ¥ Ipo(ecCHOHANBHOM eI TeIbHOCTH
Ype3BbIUANHBIX CUTYallUsIX HMB | YCIOBHH B Upe3BbIYANHBIX CUTYAIUIX.
YCIIOBUSAX BOCHHBIX | [I[puMeHseT Ha MPaKTUKE METOIBI
KOH(JIUKTOB, (dopMUpyeT | 3aIIUThI B UYpe3BbIYAMHBIX CUTYaLIUsX,
KyIbTypy  0€30MacHOro U | JOHECTU IPUHLHUIIBI KYJIbTYpbl

OTBCTCTBCHHOI'O ITIOBCACHMA.

0€30MacHOT0 M OTBETCTBEHHOTO
MOBEICHUS 00y4aeMbIX.

CnocoOeH 00yYuTh HaBBIKAM CO3JaHUS
U TO/IJICP)KaHKS B TIOBCETHEBHOM
KHM3HU ¥ IPOECCHOHATBHOM
JeATEIbHOCTH HEOOXOAUMBIX YCIOBHI
ISl OTBETCTBEHHOT'O TTOBEICHUS
00yJaeMbIX.




4. O0beM y4eOHOI TMCHUIIJIMHBI M BH/ABI Y4e0HOH padoThl
OO0mas TpyAOEMKOCTh AMCITUIUIMHBI COCTaBJIsET 2 3adeTHbIe enuHuIbl (72 dYacom),

BKJIIO4as MPOMECIKKYTOUYHYIO aTTCCTALUIO.

C
By yueOHol paboThl Bcero gacos eM(;CTpH
2 Bcero: 36,3 72
§ Jexumu (Jex) 16 16
E [TpakTrueckue 3aHTHS (B T.4. CEMHHAPHI) 20 20
= (ITp/Cem)
= JlaGopaTtopHsbie 3ansTHs (J1ab)
S
N NunuBunyanbabie 3ansatus (M13)
xR
;m? = 3ader, 3a4eT ¢ OomeHKOoH, 3k3ameH (KITA) 0,3 0,3
S =
=
%‘ g Koncynpramnus k sx3ameny (Konc)
= E
é ® | Kypcosas pa6ora (Kp)
CamocrositenpHas padota cryaeHtos (CP) 35,7 35,7
[TonroroBka k sk3ameny (KoHTpoib)
By mpoMeXyTO4HOM aTTecTaliu 3a4eT 3a4€T
OO6mas TpynoeMKkocTh (110 MJIAHY) 72 72

5. Conep:kanne TUCHUIVIMHBI 110 pa3aejaM (TeMaM) U BUIaM 3aHATHI

g
=]
° 5y | 2 v 5 | &
< | 253 £ =% | o
HaumenoBanue pazzaena (TemMbl) sl 2 E/ § ° E 0 g % S § g
=
JUCIUILIAHBI S|EE5 &5 0| 8| £¢ z E
gz28g” gz g2 =
=8 = = = o
8 S
Q.
Cemectp 7
Kubep6e3omnacHoCTh B cucteMe VK-1.1 Toknan
HaIlMOHAILHONI Ge3omacHocTH PO YK-1.2 | cobecenopanme
2 4 4 10 | YK-1.3
YK-8.1
YK-8.2
KubGepnpecTyrienus npoTus VK-1.1 JIOKJIa]
JIMYHOCTH, OOIIECTBA U TOCYIAPCTBA YK-1.2 | cobecenopanmue
2 4 6 12 | YK-1.3
YK-8.1
YK-8.2
CoBpemMeHHOEe KHOEepIpoCTPaHCTBO VK-1.1 JOKIIa
Texuuka 6e30MaCHOCTH B YK-1.2 | cobecenosanne
OeprpocTpaHCTBE 4 4 8 16 | YK-1.3
KHbepnpoctp VK-8.1
YK-8.2
[TpoGiembr IHTEpHET-3aBUCUMOCTH, YK-1.1 JOKIIAN
KkubepOyIIIMHra VK-1.2 | cobecenoBanue
4 4 8 16 | YK-1.3
YK-8.1
YK-8.2




Mertonasl o0ecnieuenus oezonacuoctd I1K

VK-1.1 JIOKJIaT

u MnTepuera. Bupycsl 1 aHTUBUPYCBI YK-1.2 recr
4 4 9,7 17,7 | YK-1.3 | cobGecenoBanmne
VK-8.1
YK-8.2
dopma MPOMEKYTOUHOM aTTECTALUU 0.3 cobecenoBanne
(3auer) ’
Bcero 3a cemecTp: | 16 20 357 | 72

[Inansr IIPOBCACHUA y‘le6HBIX 3aHATUH OTpa’)X€Hbl B MCETOJUYCCKHUX MaTepuaiax

(ITpunoxenue 1.).

6. KOHTPOHL KayeCcTBa OCBOCHUSA JUCHUIIJIMHBI

KOHTpOHB KadyeCTBa OCBOCHHA yqe6Hor0 Marcepuajga Mo AJUCHUILUIMHE IIPOBOJUTCA B

dopMe TEKyLIero KOHTPOJI yCHEBAeMOCTH M MPOMEXKYTOYHON aTTeCTallud B COOTBETCTBUU C
«[lonoxxennem o ¢opmax, MEPUOAUYHOCTH U MOPSAAKE TEKYIIErOo KOHTPOJIS YCIIEBaeMOCTH U
npomexyrouHoi arrectanuu odyqaromuxcs B ['BOY BO CI'TIN u ero ¢puinanaxy».

Jns arrectauuu OOYyYaroIUMXCS Ha COOTBETCTBHE HUX IEPCOHANBHBIX JOCTHXEHHUH

TpeOOBaHUSM 00pa30BATEIILHON MPOrPAMMBI UCTIONB3YIOTCSI OIICHOYHBIC MaTEPHAIBI TEKYIIETO

KOHTPOJISl YCIIEBAEMOCTHU M MpoMekyTouHo aTTectauuil (IIpunoxenue 2).

YpoBenb chopMUPOBAHHOCTH KOMIIETEHIIMU
He chopMEpoBaHA copmupoBaHa chopmupoBana chopmupoBana
YACTUYHO B LIEJIOM MOJIHOCTBIO
«He 3auTeHo» «3auTeHo»
«Heyuon:).J:{eOT):;opuTen «Y10BJICTBOPHUTEJIBHO» «Xopomo» «OTIHYHO»
Onucanue KpuTepues OlleHUBAHUS

OO6yuatronuiics OO6yuaromuiics OO6yuaromuiics OOyuaronmiics
JEMOHCTPUPYET: JIEMOHCTPHUPYET: JEMOHCTPHUPYET: JIEMOHCTPUPYET:
- CYILIECTBEHHBIE - 3HaHUA - 3HaHHE U - riry0oKkue,
HpO6€J’IBI B 3HAaHHUAX TCOPECTUUCCKOTI'O IIOHUMAaHUEC BCCCTOPOHHHUC U
y4eOHOro MaTepuana; | MaTepuaa,; OCHOBHBIX apryMEeHTHPOBAHHBIE
- IOTTYCKaIoTCs - HETIOJIHbIE OTBETHI HA | BOIIPOCOB 3HAHUS
PUHLUIIAATIbHBIE OCHOBHBIE BOITPOCHI, KOHTPOJIUPYEMOTO | IPOrPAMMHOTO
OIIMOKY IIPU OTBETE | OIIMOKU B OTBETE, o0Bbema MaTepHuana;
Ha OCHOBHBIE HEZ0CTaTOYHOE IPOrPaMMHOTO - IIOJIHOE TIOHUMaHUE
BOITPOCHI 6I/IJ'I€Ta, IIOHUMAHHEC CYIITHOCTHU Marcpuraia, CYIIHOCTHU 1
OTCYTCTBYET 3HaHUE | M3JIara€MbIX BOIIPOCOB; | - TBEPABIE 3HAHUSA | B3aMMOCBSA3HU
U IIOHUMaHUue - HCYBCPCHHEIC U TCOPECTUUCCKOTI'O paccMaTpruBaCMbIX
OCHOBHBIX IIOHSTUH U | HETOYHBIE OTBETHI HA MaTtepuania. IIPOLIECCOB U
KaTeFOprI; JOITOJIHUTECIIBHBIC - CIIOCOOHOCTD ﬂBHGHI/Iﬁ, TOYHOC
- HEIIOHMMAaHHE BOIIPOCHI; yCTaHaBJIMBaTh U 3HAaHHUE OCHOBHBIX
CYIITHOCTH - HEAOCTAaTOYHOC O0OBSICHSTH CBS3b MOHSTHH B paMKax
JIOTIOJTHUTEIIbHBIX BJIa/ICHUE JINTEPATYPOH, | IPAKTUKHU U 00CyX/1aeMBbIX
BOITPOCOB B paMKax peKOMeHHOBaHHOﬁ TCOPHHU, BBIABJIATH 3anaH1/1171;
3aaHuil OuieTa; IIPOrpaMMon IIPOTUBOpPEYHS, - CI0COOHOCTh
- OTCYTCTBHEC YMCHHA JAUCHUITIIMHBI, HpO6J’IeMBI n YCTaHAaBJIMBATh U




BBITIOJTHSITh - yMeHue 0e3 rpyOnix TEHJICHIIUN OOBSICHATH CBS3b
MIPAKTUIECKHE OIIMOOK peniaTh pa3BHTHS, MPAKTUKU U TEOPHH;
3aaHus, MPaKTUYECKHE 3a/1aHusl. | - IPABUIIbHBIE U - IOTUYECKH
PEyCMOTPECHHBIE KOHKpETHbIE, 0e3 1OCJIeI0BATENIbHEIE,
POrpaMMoit rpyObIX OMIHUOOK, coJiepKaTesbHbIe,
JICITUTLIAHBI, OTBETHI HA KOHKpETHBIC U
- OTCYTCTBUE MOCTaBJICHHbIE MCYEPIBIBAIOIINE
TOTOBHOCTHU BOIIPOCHI; OTBETHI Ha BCE
(cmocoOGHOCTH) K - YMEHHE peniaTh 3aanus OuseTa, a
JTUCKYCCHH Y HU3Kas MIPAKTUIECKHE TaKxKe
CTEMeHb 3a/laHusl, KOTOpbIe | IOTIOJHUTENbHBIE
KOHTaKTHOCTH. clemyer BOTIPOCHI
BBITOJIHUTD; HK3aMEHAaTOopa;
- BJIaJICHUE - YMEHHE peniaTh
OCHOBHO MPAKTUYECKHE
JUTEPATypou, 3a1aHus;
PEKOMEHJIOBAaHHOW | - HAJIMYHE
MPOTrPaMMOit COOCTBEHHOM
IV CITATIIINHEL, 000CHOBaHHOI
BozmoxHbI MO3UIUH 110
HE3HAYUTEIILHBIC 00CyX1aeMbIM
HETOYHOCTH B BOIIPOCaM;
pacKpbITUU - cBOOOIHOE
OTJIEIbHBIX UCIIOJIb30BaHUE B
MIOJIOKCHU OTBETax Ha BOIPOCHI
BOMPOCOB Omiiera, | MaTepuasoB
PHUCYTCTBYET PEKOMEHIOBAaHHOM
HEYBEPEHHOCTH B OCHOBHOII U
OTBETax Ha JIOTIOTHUTEILHOM
JIOTIOTHUTEIIbHBIC JTUTEPATYPHI.
BOTIPOCHI.

7. YyeOHO-MeTOAMYecKoe o0eceYeHue TUCIUIINHbI

VY4yebHO-MeToIMUecKoe obecreueHne TUCHMIUIMHBI BKJIIOYaeT padouyylo Mporpammy

JUCUHUIIIIMHBI, METOJUYECKHE MaTepUallbl, OLICHOYHbIE MaTEpUAJIbI.
[TonHBINH KOMITIEKT MeTOIUMYECKHX HOKyMeHTOB pa3merieH Ha DUOC dumana CI'TIN B

r. JKene3HoBOACKE.

VY4eOHO-MeTOINYECKOE  OOECeueHue CaMOCTOSITENIbHOM  paboThl  oOyyaroumxcs
BKJIIOYAeT: y4eOHUKH, YydeOHble TOCOOMs, JJEKTpOHHbIE 0Opa3oBaTelIbHBIE PECYPCHI,
MCTOANYCCKUEC MaTCPHAJIbI.

CamocrosarenbHass  pabota  oOywaromuxcst — siBiasercs  (GopMoil  opraHuzanuu

00pa30BaTeNbHOTO Ipolecca MO AUCHUILNIMHE U BKIIOYAET CIEAYIOUINE BUJbI JEATEIbHOCTH:
nouck (mogdop) u 0030p HayyHOH M Y4eOHOW JHUTEpaTyphl, SJEKTPOHHBIX HCTOYHUKOB
nH(pOopMaIuK 1Mo U3y4aeMoi TeMe; paboTa ¢ KOHCIIEKTOM JISKIIHH, DJIEKTPOHHBIM y4eOHHUKOM, CO
CJIOBApsIMU U CIPAaBOYHHKAMH, HOPMATUBHBIMU JIOKyMEHTAMHU, apXUBHBIMU U JAp. UCTOYHUKAMU
uHpopMaluu (KOHCIIEKTUPOBAHHE); COCTABJIEHUE TIUIaHA U TE3UCOB OTBETa; IOATrOTOBKA
coobuienus (pedepara); coOeceroBaHMe; NPE3CHTAIMM; BBIMOJIHEHUE WHIUBHIYaIbHBIX
3aJJaHU}; MOJArOTOBKA K MPAKTUUYECKUM 3aHATUSAM U JIp.; OJITOTOBKA K 3a4eTy.

8. [lepeueHb OCHOBHOI1 1 10TIOJHUTEJIbHOI y4eOHOH JIUTEPATyphI



OcHognas numepamypa:

1. Jlocs, A. b. Kpunrorpaduueckie METO bl 3aIIUTHI HHPOPMALIUHN IS
M3YyYaloluX KOMIIBIOTEPHYIO 0€3011acHOCTS : yueOHUK 1i1s By30B / A. b. Jlocs, A. 1O.
Hecrepenko, M. U. PoxkoB. — 2-e uz ., ucnp. — Mocksa : M3znarensctBo HOpaiit, 2022. —
473 c. — (Beicuee ob6pazoBanue). — ISBN 978-5-534-12474-3. — TekcT : 3MEKTPOHHBIH //
Oo6pazoBarenpHas mwatdopma FOpaiir [caiit]. — URL: https://urait.ru/bcode/489242

2. borynbckas, H. A. Moaenu 6e30macHOCTH KOMITBIOTEPHBIX CUCTEM : yueOHOE
nocobue / H. A. Borynsckas, M. M. KyaepoB. — KpachHosipck : CDY, 2019. — 206 c. — ISBN
978-5-7638-4008-7. — TekcT : a51eKTpOHHBIN // JIaHb : 2IeKTPOHHO-OUOINOTeYHasl CUCTEMA. —
URL: https://e.Janbook.com/book/157578

Jononnumenvnas numepamypa:

1. Jleontren, A. C. 3ammura nuapopmanmu : yuedHoe mocooue / A. C. JleoHTbeB. —
Mocksa : PTY MUPDA, 2021. — 79 c¢. — Tekct : anektpoHHbiil // JIaHb : 3JIEKTPOHHO-
oubmoteynas cuctema. — URL: https://e.Jlanbook.com/book/182491

2. [Myrun, B. B. 3ammra wHpOpManmuu B KOMIBIOTEPHBIX HH(POPMAITMOHHBIX
cucreMax : yuebHoe nocobue / B. B. Ilyrun, E. }O. I'onyOuuuas, C. A. Jlabaga. — Camapa :
[I'YTHU, 2018. — 119 c¢. — Teker : snekTpoHHBIA // JlaHB : 3JMEKTPOHHO-OMOIHMOTEYHAS
cucrema. — URL: https://e.lanbook.com/book/182299

3. Kupnuek, Kcenust Anekcanaposna , Kak obecnieunTs HHPOPMALMOHHYIO 3aLIUTY

aBTOpcKux npaB? Meroauueckue pekomenaanuu / K.A. Kupeuek, O.B. Ilenux, A.C. Peasanos,
B.C. Touckun — CraBpono:is : u3a-so «Tumuenko O.I'.». 2020.- 51 c.

4. bubapcosa T'.III. IIpaBoBoe obOecneueHrue WHGOOPMAIMOHHBIX TEXHOJOTHMN:
Yuyebnoe mocobue.- CraBponons: CI'TIN, 2010.- 100 c.

5. ®opmupoBanue HHYOPMALMOHHOW TUTHEHBI y OYyIyIIMX IEelaroroB: ydeOHOE
nocooue / bypnakosa W.C., Cutak JI.A, u n1p. Mocksa, 2020.- 3aanue —M- 80 c.

6. Touckun B.C. u gap. HHpopManmoHHBIE TEXHOJOTMHM  Oe30IacHas
oOpa3oBarenpHas cpena B oomectBe XXI Beka — yuntensm uHGOpMaTHKU: yueOHOE mocodue /
B,C. Touckun, B.B. KpacunsuukoB, O.B. Ilenux.- CraBponoisib: M3n-Bo «Tumyenko O.I.»,
2021. - 121 c.

Ilepeuenv neuamuuvlx nepuoOUtecKux u30aHuiL:
1. Briciiee oOpa3oBaHue ceroHs

2. KnaccHblif pyKOBOJAHUTEIb

3. [lenaroruka

Humepnem-pecypcul:
SnekmpoHHble 6ubnuomeyHbie cucmemsi

No HaumeHnoBanue Anpec caiita
n/m
1. | ObC «tOpaiit» www.urait.ru
2. | OBC «Jlanb» http://e.lanbook.com/
3. | OBC «Aibykc.py/ibooks.ru» http://ibooks.ru
4. | «HanmonanpHast »yekTpoHHass OuOmmoreka» | https://rusneb.ru/
(HOb)
20P
Ne Haumenosanue Anpec caiita
/11




1. | OBC «llemarornueckas OnOIMOTEKAY http://pedlib.ru

2. | Hayunas snekrpoHHast OubimoTexa https://elibrary.ru

3. | Hayunas AJIEKTPOHHAS oubnmoteka | https://cyberleninka.ru/
«Kubepnennnka»

4. | bubnmoreka akagemun HayK (BAH). Pecypcrr | http://www.rasl.ru/e_resours/resursy
OTKPBITOTO JOCTyNa otkrytogo_dostupa.php

5. | CioBapu ¥ SHIMKJIONE AN https://dic.academic.ru

6. | [legarornueckass ~ mactepckass  «llepoe | https://fond.1sept.ru
CEHTAOPSI»

7. | Hanmonanenass ~ miarpopma  «OtkpseiTOoe | https://openedu.ru
00pazoBaHuey

8. | [lopran «Enunas xkomnexkumst 1udpoBbIX | http://school-collection.edu.ru

00pa30BaTEIbHBIX PECYPCOBY

9. | Poccuiickoe oOpazoBanue. @Denepanbhblil | http://edu.ru
nopra

10. | [Topran denepanbHbIX TOCyIapCTBEHHBIX | http://fgosvo.ru
00pa30BaTe/bHbIX  CTaHAAPTOB  BBICLIETO
00pazoBaHMs

11. | ITopran npoekrta «CoBpemeHHass uudposas | https://online.edu.ru
obOpasoBarenbHas cpena B POy

12. | HudpoBass  obpazoBarenpHas miaTdopma | https://media.prosv.ru/

«Media» (LECTA), I'K «IIpocBemienue»

9. MaTrepuajibHO-TeXHUYECKOE oDecriedeHne TUCIUNINHBI

3aHATHS, TEKYIIUHA KOHTPOJb YCIIEBAEMOCTH M MPOMEXYTOUYHAsI aTTECTAlUs IO
JTMCLUIUIMHE TPOBOAATCS B YUYEOHBIX ayAWTOPHAX, YKOMIUIEKTOBAHHBIX THIIOBOU
MeOenplo A oOywaromuxcss ¥ mpenojaBaresisi. Ilo  3asiBKe  yCTaHaBIMBAETCS
MOOWIBHBIA KOMIUIEKT (HOYTOYK, TPOEKTOP, IKPaH, KOJIOHKH).

[Tomemennss A7t  CaMOCTOSITENBHOM  PabOTHI  OOY4aroOmMXCS  OCHAIIEHBI
KOMITbIOTEPHOM TEXHUKOMN C MOKIIOUEHHEM K ceTH MHTepHeT u oGecredeHbl 10CTyIoM
B 3JIEKTPOHHYIO HH(OPMAIIIOHHO-00pa30BaTEIbHYIO CPEy BYy3a.

KomnbroTrepHoe 000pynoBaHME OCHAIEHO KOMILJIEKTOM JIMIIEH3HOHHOTO H

CBOOOZHO  pacHpOCTPaHSEMOro MPOrpaMMHOTO oOecredeHus, B TOM  4YHCIe
OTEYECTBEHHOT'O MPOMU3BO/ICTBA:

1. [TakeTsl mporpamMMHoOro ooecreueHuss OOLIero Ha3HAa4YeHUs (BO3MOXHBI
CIIeyIoIIre BapUAHTHI: «MoitOducy, «MicrosoftOfficey, «LibreOffice»,
«ApacheOpenOffice»).

2. [Ipunoxxenne, NMO3BOJISAIONIEE MPOCMATPUBATE U BOCIPOM3BOAUTH METHAKOHTEHT

PDF-paiinos «Sumatra PDF Reader», «AdobeAcrobatReaderDC».

3. [Tpunoxenue, MO3BOJSAIOIIEE CKAHUPOBAaTh M PACMO3HABaTh TEKCTOBBIE
JIOKYMEHTHI (BO3MOXKHBI ciiefyronue BapuanTel: «ABBY YFineReader», «WinScan2PDFy).

4, [IporpamMma-¢aiiinoBbiii apXuBaTop (BO3MOXHBI CIEAYIOUINE BapUaHTHI: «7-
zip», <K WInRARY).

5. [Iporpamma nasi OpraHM3allid U TPOBEACHHUS TECTUPOBAHUS (BO3MOXKHBI
CJIEMYIOIINE BapUAHTHI: «Alpeny, «MytestX»).

6. [Iporpamma  mpocMoTpa
ciemyromuid BapuaHT: «Yandexy).

(BO3MOXKEH

WHTEpHET-KOHTeHTa  (Opaysep)
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IIpuaoxenue 1

MeTtoanyeckue MaTepUuaIbI 0 JHCHHUIIIMHE
« Knbepoezonacnocrn»

1. IInanbr NMPAKTUIECCKUX p360T H METOAUIECCKUE PEKOMEHAALIUNA

Tema 1. Kubep6e3omacHOCTh B cUCTEME HAIMOHAIBHOUN Oe3omacHoctu PO

IIpakTnyeckoe 3ansaTue 1.1.

Bormpocs! 1uist 00y ieHust:

l.

ARl o

['ocymapcTBeHHas MOIUTUKA B 00JIaCTH KHOEPOE30MaCHOCTH KOMIIBIOTEPHBIM aTakaM OT
15 suBapsa 2013 r.

VYronoBusii Koneke PO, paznen «[Ipectyminenus B chepe KOMIBIOTEPHON HHDOPMAITII.
3amura kubepnpocTpaHcTBa rocynapctsoM. Kubeppoiina.

[TpaBo Ha nuaopmanuio B Koncrurynuu PO.

3amurTa rocyAapcTBa U 3aliuTa KuoepnpocTpaHCTBa.

JlokTprHa MHPOPMALIMOHHOM O€30MacHOCTH.

IIpakTnyeckoe 3ansaTue 1.2.

Bonpocs! 1ia o6cyxnenus

l.

AR

Kubeppoiicka. 3amuTa KHOSpIIPOCTPAHCTBA KaK OHA U3 3a/1a4 BOOPYKCHHBIX CHII.
HNudopmannonnas Boina. IHpopMaIimoHHOE OpyXKHe.

ITaTpuOTH3M M UHTEPHET.

NudopmanronHoe Bo3aeiicTBHE.

Boennas, rocytapcTBeHHas1, KOMMEpUYecKas TaiHa.

3amuTa caiiTOB TOCYJapPCTBEHHBIX OPraHoOB (JIEKTPOHHOE MPABUTEILCTBO).

Tema 2. KuGepnpecrymjieHusi IpOTUB JIHYHOCTH, 001IeCTBA M TOCYAapCcTBa

IIpakTuyeckoe 3ansaTue 2.1.

BOHpOCBI JJIA O6Cy)KI[CHI/I$I

1.
2.

(98]

XA

PeanbHas 1 BUpTyallbHAS IMYHOCTb.

[Tcuxonorunueckas oocraHoBka B MHTepHeTe: rpuduHr, kKubepOyuIMHT, KHOEpMOOOUHT,
TPOJLTUHT, OYJITUITU]L.

bezonacHas pabora B ceTH B Ipolecce CeTeBOM KOMMYHHMKAalMU (4aThl, (OPYMBI,
KOH(epeHIIMH, CKalIl, COLUaIbHbIE CETH U TP.).

TepMHUHBI CETEBOIO ATUKETA: OBEPKBOTHUHT, (hiieiM, iy, odpPToNuK, CMalIuKK U ap.
[TprMepsl STHUECKUX HapyIIEHUH. 3HaYeHHE CETEBOT0 3TUKETA.

CobcTBeHHOCTh B IHTEpHETE. ABTOPCKOE MPaBo.

WuTennexTyanbHas COOCTBEHHOCTb.

[TnatHast u 6ecruiatHast UH(GOpPMAIHSL.

3amuTa MpaB MOTpeOUTeNed Npu Hcnonb3oBaHUM ycayr WMHrepHer. 3ammra mpas
noTpeduTeneil yciyr nposaiinepa.

IIpakTnHyeckoe 3ansaTHe 2.2.

Bormpocs! 11t 00CykaeHus

1.
2.

OTBETCTBEHHOCTh 32 HHTEPHET-MOLIEHHUYECTBO.

[IpaBoBbie  akThl B 0O0sacTd  MHGOPMALMOHHBIX  TEXHOJOTMH U 3aIIUTHI
kubepnpocTtpancTBa. OTBETCTBEHHOCTD 32 KHOEPIPECTYIICHUS.

KoHcTuTynimonHoe mnpaBo Ha TMOHCK, MOJY4YEHHE M paclpocTpaHeHHe HHGOPMAaLUU.
®enepanbHblil 3ak0H 0T 29.12.2010 Ne 436-D3 (pen. ot 28.07.2012) «O 3ammute aeten or
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uH(pOpMaIH, IPUYUHSIONIEH Bpel UX 370POBBIO U PA3BUTHION» (IEHCTBYET ¢ 1 ceHTAOps
2012 rona).

WNudopmanrnoHHoe 3aKOHOIATENBCTBO PO.

3akoH PO «O06 nndopmannu, “HPOPMAIMOHHBIX TEXHOJIOTHAX U O 3alIUTE HH(HOPMAITUN.
VYroyioBHas OTBETCTBEHHOCTh 3a CO3JaHUE, WCIOJb30BAHUE U  PACIPOCTPAHECHHE
BPEJIOHOCHBIX KOMMBIOTEpHBIX Mporpamm (ct. 237 YK P®). [IpaBoBas oxpaHa mporpamm
s OBM u BJI. Kommepueckoe I1O. becrmatnoe IO (FreeWare, Free, Free GPL,
Adware), ycnoHo-6ecriatHoe [1O (Trial, Shareware, Demo).

[IpaBOBbIE OCHOBBI JJIs 3AIIMTHI OT CIIAMA.

IIpaBoBasi oxpana mporpamm st OBM u BJl. Jlunensuonnoe I10. Buasl nunensuit
(OEM, FPP, kopnoparuBHbie uiieH3uu, noamnucka). [10 ¢ orkpsiteim kogom (GNU GPL,
FreeBSD).

[TpaBo Ha MHpOPMAIUIO, HA COKPBITHE JTAHHBIX, KATETOPHH UH()OPMAIIHH.

[lepconanbHple W OOMIEAOCTYIHBIC JIaHHBIC, OTPAaHUYCHHBIA JOCTyH. 3akoH «O
MEPCOHANIBHBIX JTAHHBIX).

Tema 3. CoBpemenHoe kudeprnpocTpancTBo TexHuka 6e30nacHOCTH B KMOEPNPOCTPAHCTBE
IIpakTuyeckoe 3ansitue 3.1.
Bompocsr 11st o6cyxaenust

1.

2
3.
4.

hd

*®

Momennuueckue neiictsus B arepuete. Kubepnpectymninenus

CereBoii atuket. [Icuxomnorus u cetb

[TpaBoBbIE acTIEKTHI 3aLTUTHI KUOEPIIPOCTPAHCTBA
OmnnaiiH  cepBUCHl s O€30MACHOCTH IOJI30BATEIsl B HMH-TEpHETE (IIpOBEpKa
KOMIbloTepa W (aillioB Ha BUPYCHl OHJANH, OHNAWH JeakTuBauus SMS-BHUPYCOB,
IpoBEpKa caiiTa Ha BHPYCH, HpoBepka (HaioB mo e-mail, ompeneneHue aapeca
CTpaHullbl, mpoBepka croumoct CMC u nip.).
Hactpoiiku 6€301macHOCTH MOYTOBBIX TPOTPaMM.
3amuTa B MOMCKOBBIX cUCTeMax ((UIbTPHI ISl OTPAaHUYEHHUS MTOTEHIIU-aTbHO OIACHOTO
COJIEPKUMOTO).
HacTtpoiiku 6e3omacnoctu BeO-0pay3epoB (Internet Explorer, Firefox u 1.1m.).
DIIeKTPOHHAs M0YTa U CUCTEMBI MTHOBEHHOTO OOMEHa COOOIIECHUSIMH.
Hacrpoiiku 6e3onacHoct Ckaiin, ICQ u mp. Crioco6s! o0ecrieueHus: 6e301macHOCTH BeO-
caifra.

10. Kubepnpecrynnenus. Buabl nHTepHET-MOIIEHHUYECTBA (MIMChMa, PEK-JaMa, 0XOoTa 3a

JTUYHBIMHA JAaHHBIMH U T.11.). OnacHOCTH MOOWMIIBHOU CBsi3H. [IpenioskeHus mo ycTaHOBKe
BPEIOHOCHBIX MPUITI0KEHHI.

11. Momennnueckue CMC. VYTeuka u 0OHapojOBaHHE JUYHBIX JaHHBIX. [logbop u

nepexsar naponeﬁ.

12. B3110MBI aKKayHTOB B COLMAIbHBIX ceTAX. Buabl Mmomennuuectsa B UuTepuere. @umumHr

(papmuHr). A3apTHBIE UTPBHI.

13. Jloxxuble antuBHpychl. [logmeHa cTpaHUIl B MHTEpHETE (CalThI-KJIOHBI). DanblInBbIE

¢baitnooOMeHHUKH.

14. DnexTpoHHBIN Koulenek. MoleHHn4ecTBO Npu pacrpocTpaneHuu «oecruiatnoroy» I10.
15. TexHonornn MmanunyiaupoBanus B IHTepHeTe.
16. Th npu uHTepHET-O0IIEHUH.

IIpakTuyeckoe 3ansTue 3.2.

BOHpOCBI JJIA 06cy>1<z[eHH${

1

2.
3.
4.

Tb npu peructpanuu Ha BeO-caliTax.
Kommnbroteproe nuparctso. [lnaruar.
KubepnaemMHuKH U KHOEPIETEKTUBBI.
Onenka ymep6a oT KuOeprpecTymnIeHUH.
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9.

Wutepner-stuker. [IpaBuia obmenus B UnTepHere.
OCHOBBI CETEBOT0 ITHKETA.

IIepenucka B ceTu.

[IpaBuna noBenenus B ckaie. @opym.

OO0111eHNE B CETU U €r0 MOCIEACTBHUSL.

10. Arpeccus B cetu.
11. AHOHUMHOCTb B CETH.
12. Buapl sTukeTra (JWYHBIA, JEI0BOM, NMUCHMEHHBIM, TUCKYCCHOHHBIM W Tip.). Pazmmuums

9THUKCTA B Ppa3HbIX CTPAaHaX.

13. Dtuka guckyccuii. B3anmMHoe yBakeHHE MPU HHTEPHET-O0IIEHUH.
14. DTuker u 6€30MaCHOCTb.

Tema 4. IIpo6siembl UHTEpHET-3aBHCUMOCTH, KHOEPOYJIIHHTA
IIpakTuyeckoe 3ansitue 4.1.
Bompocs! 11t 06cyxaeHust

SO XA R D=

14.
15.
16.

['uruena kommneroTepa.

Kommbrorep u kpoBooOpaleHue.

[Tonb3a 1 Bpel KOMIBIOTEPHBIX UTP.

Kommbrorep u 30K.

du3nUecKoe U ICUXUUYECKOE 3J0POBbE.

[TpaBuiia noBeieHUsI B KOMIIBIOTEPHOM KJlacce.

HuTepHeT B cucreMe 6€30MacHOCTH.

TexHHKa 0€30IIaCHOCTH MPHU PAdOTE C KOMITBIOTEPOM.

KomnbroTep 1 MOOMIIBHBIE YCTPOICTBA B UpE3BbIUANHBIX CUTYaLUSX.

Menuuunckas uHpopmanus B MutepHere. KommbroTepsl 1 MOOWIBHBIE yCTPOHCTBAa B
9KCTPEMAIIbHBIX YCIIOBHSIX.

Bo3zgeiicTBue paanoBoiIH Ha 3J0pOBbe U OKpyKatotryto cpeny (Wi-Fi, Bluetooth, GSM).
Kommeke ynpaxHeHui npu padboTe 3a KOMIIbIOTEPOM.

BoszneiictBue Ha 3penue DJIT, KUIKOKPUCTAUIMYECKUX, CBETOAMOIAHBIX, MOHOXPOMHBIX
MOHHUTOPOB.

KomnreioTep B pexxumMe TpyJa U OT/bIXa.

BnusiHue koMnbroTEPa Ha PENPOAYKTUBHYIO CUCTEMY.

Bpennslie ¢pakTopbl paboThI 32 KOMIIBIOTEPOM U UX MOCIEICTBUS.

IIpakTuueckoe 3ansaTue 4.2.

BOHpOCBI JJIA O6Cy)KI[CHI/I$I

17.

PNk W=

k) p—
A~ WO =O

Opranuzanus pabodero Mecra
WuTepHeT-coo011ecTBo.
HNHTepHEeT-3aBUCUMOCTb.
ConuanbsHble ceTu. J[eTckue ColManbHbIE CETH.
BupryansHas TM4HOCTS.
3aBucuMOCTh OT MIHTEepHET-001IeHMS.
PazBneuenus B MuTepHere.
IIpu3Haky UrpoBOM 3aBUCUMOCTH.
CeteBble UIPBI.
Caiitsl 3HaKoMcTB. 30K 1 koMIbIOTED.
. Bunet 3aBucumoctu. JlectpykrtuBHas nndopmanus B UutepHere.
. Bunst THTEpHET-3aBUCUMOCTH.
. KubepkynpTypa (MaccoBasi KylbTypa B CETH) U JTUUYHOCTbD.
. Ilcuxonoruueckoe Bo3zeicTBUE HH(OPMAIIMM HA YeTIOBEKa.
. YIIpaBieHrue JIMYHOCTBIO Yepe3 ceTb. VIHTEepHET M KOMIBIOTEpHAs 3aBUCHMOCTH
(amauKims).
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15.

16.

17.

Kputepun 3aBUCHMMOCTH (IIPHOPUTETHOCTb, W3MEHEHUS HACTPOEHMsI, TOJIEPAHTHOCT,
CHUMIITOM Pa3pbiBa, KOHQIMKT, PEIIU/IUB).

Tubl UHTEPHET-3aBUCUMOCTH (TIPHCTpPAacTUE K paboTe ¢ KOMIIBIOTEPOM, K HaBUTALIUU H
MOUCKY MH(OPMAIIUU, UTPOMAHHUS U AJIEKTPOHHBIC MOKYIKH, 3aBUCUMOCTh OT CETEBOTO
001IIeHUA).

Knaccudukanus HHTEpHET-3aBUCUMOCTEH

Tema 5. MeTtoabl ob6ecniedenusi 6esonacHoctTu [IK n Uurepuera. Bupycol 1 aHTUBHPYChI

NoUnA W=

9.

10.
11.
12.

IIpakTnyeckoe 3ansaTue S.1.

KonTeHT-QunsTpsl.

IlouckoBble cepBEPBI.

[Ipu3Haku 3apaxeHusi KOMIIbIOTEpA.

AHTHBUpPYCHas 3aIIMTA.

3amura daitios. bezonacHocTh npu ckaunBaHUU (HaNIIOB.

3amuTa nNporpamMm U JaHHbIX OT HECAHKIIMOHUPOBAHHOTO KOIMPOBAHMUSI.
Opranu3alvOHHbIE, IOPUINYECKHUE, NMPOTrPpaMMHBIE U MPOrpaMMHO-aNIapaTHble MeEpbI
3aIIUTBHI.

3amura nporpaMM M JIaHHBIX C MOMOUIBIO IApOJIEH, MPOTPAMMHBIX M 3JEKTPOHHBIX
KJIFOYEH, CEpUIHBIX HOMEPOB, IIEPEHOCA B OHJIAKH U T.II.

Henepemeniaempie nporpaMMsl.

3amuTa OT KONMPOBAaHUS KOHTEHTA cailTa.

Uctounuku 3apaxenus [1K.

AntuupycHoe [10, Buabl n HazHaueHHe. MeTobl 3alUThl OT BUPYCOB.

IIpakTHyeckoe 3ansaTHe 5.2.

Bonpocs! mia o6cyxenus

l.

AR

10.
11.
12.

13.

14.

[Tpobnemsr GezonacHocT MHPpacTpyKTypsl VHTEpHETA (IIPOTOKOIBI MapIIPyTH3AIHH
CeTH, CUCTeMa JJOMEHHBIX UMEH, CPEJCTBA MapLIPYTU3ALIUHU U T.I1.).

[TpoBepka nomHHOCTH (ayTeHTH(UKanus) B UHTepHETE.

Meps! 6e3onacHocTu A nonb3oBarens WiFi. Hactpoiika 6e3omacHocTH.

Bupycsl 1151 MOOMIBHBIX YCTPONCTB (MOOMIIbHBIE OaHKEPHI U JIP.).

Hacrpoiika komnbroTepa aiis 6e3onacHoil paboTbl. OMmMOKY MOIb30BaTENS.

Mepsl  nuyHOM ~ Oe3omacHocTH  mpu  cereBoM  obOmeHuu.  [IpenorBpaiieHue
HECaHKIMOHMpOBaHHOTOo nocrymna k [1K.

[Taponu, 6uoMeTpuyecKUe METOABI 3alIUTHl U ayTeHTHU(PHUKALMSA C MOMOIIbI0 BHEIIHUX
HOCHUTEJIEH.

[TpocThie M AMHAMUYECKU U3MEHstoLIMecs napoiu. boppba ¢ yreukamu nH(OpMAaIIIH.
CpenctBa konTposist goctyna. [IpaBa nons3oBareneit. CriocoObl pa3rpaHUYEeHUs JOCTYIA.
OTau4usi BUPYCOB U 3aKJIaJIOK.

AnTuBHpycHble nporpaMmsl ais 11K: ckanepsl, peBU30pEI U Ap.

Haubonee n3BectHble anTHBHpYyCcHbIe porpaMmMbl. Kaspersky Internet Security. Dr.Web
Security Space. ESET NOD32 Smart Security. Kommepueckoe u OecruiaTHOe
antuBupycHoe I10.

OmnuaitH cepBHUCHI 17151 0€30MaCHOCTH OJIb30BaTENsl B MHTEPHETE (MIPOBEpKa KOMITBIOTEpa
u (aiiyIoB HA BUPYCHl OHJIAMH, OHJIAWH neakTuBanus SMS-BUpycoOB, MpoBepKa caiTa Ha
BUPYCBHI, IpoBepka (QaiioB mo e-mail, ompeneneHue aapeca CTpaHUIBI, MPOBEpKa
cronoctu CMC u ap.).
Hactpoiiku 06e30MacHOCTH IOYTOBBIX MpOrpamMM. 3aliuTa B TOUCKOBBIX CHCTEMax
(unbTpHI A1 OrpaHUUYEHUS TOTEHIIUAIBHO OMACHOTO COAEPKUMOTO).

2. 3ajgaHus A cCaMOCTOSITeIbHON PadoThl
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Tema 1. KubGepbe3omnacHOCTh B CHCTEME HAlIMOHAIBHOM Oe3omacHocT PO
[ToAroToBUTH AOKJIAM MO TEME:

1. Hudopmanmonnas BoitHa. MH(boOpManimoHHOE OpyKHeE.

2. TlaTpyoTH3M U UHTEPHET.

3. HWudopmanmnoHHOE BO3ACHCTBHE.

Tema 2. KuOepnpecTyniaeHus NpoTUB JUYHOCTH, OOLIECTBA U FOCYAAPCTBA
[ToAroToBUTH AOKJIA] MO TEME:
1. PeanbpHas 1 BUPTyaJIbHASI JINYHOCTD.
2. Ilcuxonoruueckass oocranoBka B MHTepHETE: TpudUHT, KHOSPOY/UTHMHT, KHOSpMOOOHHT,
TPOJUIMHT, OYJUIULINL.

Tema 3. CoBpemMeHHOE KHOEpIpocTpaHCTBO TexHHMKa 0€30MaCHOCTH B KHOEPIIPOCTPAHCTBE
[ToAroToBUTH AOKJIA MO TEME:

1. DneKTpoHHBIN KOIIETEK.

2. MOIIeHHHYECTBO MPH pacpocTpaHeHuH «OecraaTHoro» I10.

3. IlpaBuia nmoBeneHUs B CKaMIIe.

4. ®opym. IlpaBuna noeeneHus

Tema 4. [Ipo6nemsl HTEpHET-3aBUCHMOCTH, KMOEPOYIIIHMHTA
[ToaroToBUTH JOKJIAL IO TEME:
1. Bunael UHTEpHET-3aBUCUMOCTH.
2. Kubepkynbrypa (MaccoBasi KyJabTypa B CETH) U JIMIHOCTD.
3. Tlcuxomoruyeckoe BO3AeHCTBUE HHPOPMAIMH HA YETIOBEKA

Tema 5. Metoast obecrieuenus 6ezonacHoctu [1K u MaTepuera. Bupycsl u aHTUBHPYCHI
IToAroTOBUTH NOKIA IO TEME:

1. Mepsi 6e3onacHoctu ans noaszoBatens WiFi. Hactpoiika 6e30macHoCTH.

2. Bupychl 111 MOOWIIBHBIX YCTPOWCTB (MOOUIIBHBIE OAaHKEPHI U Ap.).

3. IIpumepHbie TeMbl pepepaToB

1. WNudopmanus - pakrop cymecTBoBaHUs U pa3BuTHs oduiectBa. OCHOBHbBIE (HOPMBI

nposiBIeHUs] MH(OpMaluu, €€ CBOMCTBA Kak 00bEKTa OE30MacCHOCTH.

ITonsatue GezomacHocTH U €€ cocTapistomue. bezonacHocts nHGOpMaIy.

Obecrnieuenre HHPOPMALIMOHHON 0€30MaCHOCTH: COAEPKAHUE U CTPYKTYpa MOHSITHSL.

HanuonaneHble HHTEpECH! B MHGOPMALMOHHOI cepe.

Ucrounuku u copepxanue yrpo3 B uH(GOpMaImoHHOM cdepe.

CooTHolleHne MOHATHH «MH(pOpMallMOHHAsE 6€30MaCHOCThY U «HALlMOHATIbHAS

0€30I1aCHOCTBY

7. Puck paboTsl Ha MEpPCOHATBHOM KoMITbloTepe. [InanupoBanue 6e3omacHoi paboThl Ha
NEPCOHAIBHOM KOMIIBIOTEPE.

8. MHudopmarus - pakTop CylecTBOBaHUS U pa3BUTHA 00IIECTBA.

9. Uenu u 3amauu 3aiUTHl HHOOPMALIUH.

10. Opranuzanus 3auThl KOHPHUIESHIHATEHONH HHPOPMAIIH.

11. Bunp! 3amumaemoit uHdopMaluu B cpepe rocy1apcCTBEHHOI0 U MyHUIIUTIATbHOTO
yIpaBIEHUS.

12. YpoBHHU BeneHUsT HTHPOPMAIIMOHHOM BOWHBI. OnepaTvBHasi MACKMPOBKA.
PagunosnextponHas 6ops0a. BoszneiicTBue Ha ceTH.

13. OcHOBHbIE TOJIOKEHUS TOCYAAPCTBEHHOW HWH(POPMAIIMOHHON MONUTUKH Poccuiickoit
denepanuu.

ANl N
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Kpurepun onenkn peepara

Kpurepusimu onieHku pedepara MOTYT BHICTYIHUTD CIIEIYIOUIHE MOMEHTHI:

— B KaKoOH Mepe pacKpbIBACTCS aKTyaIbHOCTh TEMBI;

—  KakoOB TEOPETUYECKHH YPOBEHb CYXJCHUH aBTOpa, Kak BIJIAZACET OH COBPEMEHHBIMHU
METOAOJIOTMYECKIMH OCHOBAaMM HayK NIpU OCBEIICHUH IIOCTAaBJICHHBIX B pedepate
BOIIPOCOB;

—  COOTBETCTBHE CTPYKTYpBI H coJiepaHus pedepara miany;

—  LeJIOCTHOE, ITyOOKOE NOHMMAaHUE BOIIPOCOB TEMBI HIIH pa3pabaThiBaeMoOi IpoOIeMBbl;

—  KaK yJaJloch aBTOpPY CBs3aTh M3JlaracMele B pedepare BOIPOCHI TEOPUU € IpodiieMaMu
CeTOIHSIIHEr0 JHSA, yMEHHE MHCIONb30BaTh TEOPETUYECKHE WCTOYHMKH M y4eOHO-
METOIMYECKYIO JINTEPATypy;

—  JIOCTaTOYHO JH TMpPOSBICHA aBTOPOM CAMOCTOSITEILHOCTh B TIOCTAHOBKE BOIIPOCOB, B
TPAaKTOBKE HX, €CTh JM B Pa0OTE OpPUTHHAJBbHBIE MBICIH, CBEXHE (DAKTHI, OMHCAHUE
Jy4IIEro OMbITa pPabOThI, KOHKPETHBIX MHPUMEPOB U3 MPAKTUKH, COOTBETCTBYIOIIHE
PEKOMEHAALNY 1 MTPEIOKEHUS;

—  u3Jaraercs Ju B pedepare COOCTBEHHOE IIOHMMaHHE pacCMaTpUBaeMO IPOOIIEMBI,
JOCTaTOYHA JIX €T0 apryMEHTAIIHS;

—  Kak odopmiteH pedepar wiH Jokia (00beM, HaIM4ue IIaHa, CoAep)KaTeIbHOCTh
BBEJICHHSI, TIOJIHOTA CITMCKA UCIIOJIb3yEeMOH JINTEPATypPhl, HATMYUE MTPUI0KEHHI, aHAIn3a
OIBITa Pa0OTHI, CXEM, TAOJIHII, AUArpaMM, TUTAHOB, aHKET H T.J.);

—  uMeeT i paboTa OmpeiesIeHHYIO IEHHOCTh, YTOOBI PEKOMEHI0BATh €€ B (hOHT y4eOHBIX
ocoOuii Mo Kypcam.

Pedepat onenuBaercs no 4-x 0auIbHON CUCTEME - «HEYIOBJIETBOPUTEIHHO,

«yJIOBIIETBOPUTEIBHOY, «XOPOILOY, KOTIUIHOY.
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ITpunoxxenue 2

OueHouyHbIe MATEPHAJIBI 110 TUCHUILIHHE
« Kubep0e3onacHocTb)

1. OueHouyHble MaTepUAJIbI 1JIsl TEKYIIET0 KOHTPOJIS
1.1. TecToBBIe MaTEepHAIBI
Tect 2

1. K mpaBoBBIM MeTOaM, 00ecreurBaOIINM HHPOPMAIIMOHHYIO 0€3011aCHOCTh, OTHOCSITCS:
1. Pa3paborka anmapaTHBIX CPEICTB 00CCIEUCHHS MPABOBBIX JaHHBIX
2. Pa3paboTka M yCcTaHOBKa BO BCEX KOMIBIOTEPHBIX NMPABOBBIX CETAX )KYpPHAJIOB ydeTa
NEeUCTBUN
3. Pa3pa0oTka u KOHKpeTH3alMs IPAaBOBbIX HOPMATUBHBIX aKTOB 00eCIIeUEeHUS
Oe3omacHOCTH
2. Bunbl uHQoOpMaIMOHHON 0€301aCHOCTH:
1. IlepcoHanbHas, KOPIOpAaTUBHAS, TOCYAapPCTBEHHAS
2. Knuenrtckas, cepBepHasi, ceTeBas
3. JlokanpHas, riao0anbHas, CMCIIaHHAS
3. Uenu nndopmanuoHHOi 0€30MaCHOCTH — CBOEBPEMEHHOE OOHAPYKEHHE,
npeaynpexacHue:
1. HECaHKIMOHHPOBAHHOTO JOCTYIa, BO3ACHCTBUS B CETU
2. WHCcalJepcTBa B OpraHu3anuu
3. 4pe3BbIYANHBIX CUTyallHil
4. OcHoBHBIE 00BEKTHI HH()OPMAITMOHHOW 0€30MMaCHOCTH:
1. KommnbroTepHble ceTH, 6a3bl JTaHHBIX
2. WndopManoHHBIE CUCTEMBI, ICUXOJOTMYECKOE COCTOSIHUE MOJIb30BaT e
3. busHec-opueHTUpPOBaHHbIE, KOMMEPUYECKHUE CUCTEMBI
5. OCHOBHBIMHU pUCKaMH MH(GOPMAIIMOHHON 0€30MaCHOCTH SBIISIOTCS:
1. HckaxeHue, yMeHblIEHHE 00bEMa, IEPEKOIUPOBKA HHPOPMALIUU
2. TexHuYeckoe BMEIIATEIbCTBO, BEIBEJIEHNUE U3 CTPOs 000pyAOBaHUS CETU
3. Tloteps, uckaxxeHnue, yreuka HHPOpPMaLUH
6. K 0oCHOBHBIM ()yHKIIMSIM CUCTEMBI O€30MaCHOCTH MOYKHO OTHECTH BCE€ MEPEUHUCIEHHOE:!
1. YcraHoBieHue periiaMeHTa, ayJJuT CUCTEMBI, BBISIBIIEHUE PUCKOB
2. YcraHOBKAa HOBBIX O(HUCHBIX MPUIIOKEHHUH, CMEHA XOCTUHT-KOMIIaHUU
3. Baenpenue ayreHTH(HKAIINN, TPOBEPKU KOHTAKTHBIX JAHHBIX MOJIb30BATEICH
7. K OCHOBHBIM THIIaM CpPEJCTB BO3/€HCTBUS Ha KOMIIBIOTEPHYIO C€Th OTHOCUTCS:
1. KomnbiotepHslii cOoi
2. Jlornueckue 3aKkiaaKku («KMHHBI»)
3. ABapuiiHO€ OTKJIIOYEHHE MUTAHUS
8. Korna monyuen cram 1o e-mail ¢ npuioxxeHHbIM ¢ailiom, caeayer:
1. TlpouuTtarh mpUIIOKEHHUE, €CIIM OHO HE COACPKUT HUUETO LIEHHOTO — YJAJIUTh
2. Coxpanuth npuiioxkeHue B napke «Cram», BBISICHUTB 3ateM [P-anpec reneparopa
crama
3. Yaanuth NUCBMO C IPUIIOKEHHEM, HE pacKpbIBas (He 4UTast) €ro



9. BIII — sro:
1. DnextpoHHO-1IUPPOBOM TPeoOpPa3oBaATETh
2. DIeKTpOHHO-UHK(pOBas MOANUCH
3. DIeKTpOHHO-IU(PPOBON MPOIIECCOP
10. CgoiictBamu nH(OpMaIum, HanOoJIee aKTyaJIbHBIMU MPU 00ECIICYCHU N
uH(OpPMAITMOHHOM 0€30MacHOCTH SIBISIOTCS:
1. IlenocTHOCTH
2. JlocTynHOCTb
3. AxryanpHOCTB]
11. PazHoBugHOCTAMH yrpo3 0€30MacHOCTH (CETHU, CUCTEMBI) SBIISIIOTCS BCE MEPUHCICHHOE
B CIIUCKE:!
1. IlIporpamMmHbie, TEXHUYECKHE, OPTaHU3AIMOHHBIE, TEXHOJIOTUYECKHUE
2. CepBepHble, KIUEHTCKHE, CIyTHUKOBBIE, HA3€MHbIE
3. JlnuHble, KOPIIOPATUBHBIE, COLIMATIbHbBIE, HALIMOHAJIbHbIE
12. Tlonutuka 6€30MaCHOCTH B CUCTEME (CETH) — ATO KOMILIEKC:
1. PykoBoacTs, TpeboBaHuil 0becedeHrs] HE0OXO0JUMOTO YPOBHS 0€30MacHOCTH
2. WHcTpyKumii, anropuTMOB OBEIECHUS MOJIb30BATENS B CETU
3. HopwMmbl nuHQOpMAIIMOHHOTO MpaBa, COOII0IaeMbI€ B CETH

Kpurepum ouenku:
s oneHKH pe3yJbTATOB TECTMPOBAHUA IPEIYCMOTPEHA CIEAYIOIIAasi CUCTEMa OLICHUBAHUS
y4eOHBIX TOCTHKEHUHN CTYJACHTOB:
3a KaxAbli MPaBUIBHBIN OTBET CTaBUTCS 1 Oa,
3a HempaBWIbHBIN 0TBET — () 0aoB.
Ecnu crynent nabupaer
ot 85 110 100 % npaBuIbHBIX OTBETOB €MY BBICTABIISIETCS OLIEHKA «OTIIMYHOY;
oT 72 10 84 % npaBUIBLHBIX OTBETOB — OLIEHKA «XOPOLIO»,
oT 51 10 71 % npaBUIIBHBIX OTBETOB — OLIEHKA «YJOBJIETBOPUTEIBHO,
MeHee 50 0ayioB — OLIEHKA «HEYOBICTBOPUTEIHLHO.

1.2. Bonpocsl 1151 cobece1oBaHusA

Tema 1. KubGepOe3onacHocTh B cMCTeMe HALIMOHAJIBHOM Oe3onacHocTu PD
1. TocynapcTtBeHHasi MONIUTHKA B 00J1aCTH KHOEpOE30MaCHOCTH KOMITbIOTEPHBIM aTakaM OT
15 suBaps 2013 r.
VYronosubii konekc PD, paznen «lIpectymienus B chepe KOMIBIOTEPHOM
UHpOpMALIUN.
3amuTa KubeprpoctpaHcTsa rocyaapctsoMm. Kubepsoiina.
IIpaBo Ha unpopmanuto B Koncruryiuu PO.
3amuTa rocyapcTBa U 3aliuTa KuOepnpocTpaHCTBa.
JlokTprHa HHPOPMALIMOHHOM 6€30MacHOCTH.
Kubeppoticka. 3anuTta KuOepnpocTpaHCTBa KaK OJTHA M3 3a7a49 BOOPYKEHHBIX CHJL.
WNudopmannonnas BoitHa. MH(popMaIimoHHOE OpyXHUe.
. IlaTpuOTH3M M UHTEpHET.
10. UndopmannonHoe Bo3aeiicTBHE.
11. Boennas, rocygapcTBeHHas, KOMMepYeCKas TalHa.
12. 3amuTa caiiTOB rOCy1apCTBEHHBIX OPTaHOB (JIEKTPOHHOE MPABUTEIIBCTRBO).

N

000 N oL A W

Tema 2. KubGepnpectynjieHusi IpOTUB JUYHOCTH, 001IeCTBA U FOCYAapCcTBa
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(98]

e

10.

12.

13.
14.

15.

16.

17.
18.

PeanbHast u BUpTyanbHast THYHOCTb.

[Tcuxonoruueckass o0ctanoBka B MHTepHere: rpuduHr, KUOSpOYIIHHT, KHOEpMOOOUHT,
TPOJUIMHT, OYJUTULIU].

Besonacnass pabora B ceTH B MpoOLECCe CETeBOM KOMMYHUKAUUHU (4aTbl, (HOpPYMBI,
KOH(epeHIINH, CKalIl, COLUATbHbIE CETH U TIP.).

TepMUHBI CETEBOTO 3TUKETA: OBEPKBOTHHT, (uiekiM, Gy, op(TOMHK, CMAWITUKU U JIp.
[Tpumepsl STUUECKUX HApyIIEHUH. 3HaYeHHE CETEBOT0 3TUKETA.

CobcrBenHocTh B IHTEpHETE. ABTOPCKOE MPaBo.

HuTennextyanbHasi COOCTBEHHOCTb.

[TnatHast u 6ecrutatHast UH(HOPMAITHSL.

3amuTa mpaB MNOTpeOHUTENell MpH UCHOIb30BaHUU yciayr VHTepHeT. 3ammra mpas
noTpeduTenelt ycayr npoBanaepa.

OTBETCTBEHHOCTh 32 HHTEPHET-MOLICHHIUYECTBO.

[IpaBoBbeie  akThl B  oOJacTd  WHMDOPMALNMOHHBIX  TEXHOJOTUA W 3AIIUTHI
kubeprnpocTpaHcTBa. OTBETCTBEHHOCTD 32 KHOEPIIPECTYIIICHUSI.

KoHCTUTYIIMOHHOE TIpaBO Ha TIOHMCK, MOJYYCHHE M pPacCIpOoCTpaHeHHWE HH(OPMAIIH.
®denepanbHbii 3ak0H OT 29.12.2010 Ne 436-D3 (pex. ot 28.07.2012) «O 3ammure aereit ot
uH(popMaLny, MPUUMUHAIOIEH Bpe] UX 3J0POBBIO U Pa3BUTHUIO» (AeHcTBYET ¢ 1 ceHTAOps
2012 rona).

WHupopmaninoHHOE 3aKOHO1aTeNbCTBO PO.

3akon P® «O06 unbopmainu, HHPOPMAITMOHHBIX TEXHOJIOTHUSIX U O 3alUTe UH(DOpMAITUI.
VYrojoBHass OTBETCTBEHHOCTb 3a CO3/laHUE, UCIOJb30BAHWE U  PaCIpOCTPAHEHUE
BPEJIOHOCHBIX KOMIBIOTEpHBIX Iporpamm (ct. 237 YK P®). [IpaBoBas oxpaHa mnporpamm
st OBM u BJI. Kommepueckoe I1O. becrmatnoe IO (FreeWare, Free, Free GPL,
Adware), ycnoBno-6ecratnoe 10 (Trial, Shareware, Demo).

[IpaBoBbI€ OCHOBBI JUIs 3aILIUTHI OT CIIaMa.

IIpaBoBasi oxpana mporpamm st OBM u BJl. Jlunensuonnoe I10. Buawl nunensuit
(OEM, FPP, xopnioparusHble auueH3uu, noanucka). I[10 ¢ otkpeireiv kogom (GNU GPL,
FreeBSD).

[TpaBo Ha MHpOpPMAIHUIO, HA COKPBITUE JAHHBIX, KATErOpUH HH(OPMALINH.

[lepconanbHble U OOIIENOCTYMHBIE JaHHBIE, OTPAaHUYEHHBIM goctym. 3akoH «O
MIEPCOHAIIBHBIX JTAHHBIX).

Tema 3. CoBpemenHoe kudepnpocTpancTBo TexHUKA 0e€30M1aCHOCTH B KHOEPNPOCTPAHCTBE

1.

2.
3.
4

b

*

10.

Momennnueckue aeiicteust B UntepHere. Kubepnpecryminenus

CereBoii aTuker. [Icuxonorus u cetb

[TpaBoBBIE acTIEKThI 3aLIUTHl KHOEPIPOCTPAHCTBA

OmnunaiiH cepBHCHI AJis1 O€30MIaCHOCTH I0JIb30BATENS B HHTEpHETE (IIPOBEpPKa KOMIIbIOTEPA U
(aiinoB Ha BUPYCHI OHJIAIH, OHJIAMH JeakTuBanus SMS-BUpYCOB, IpOBEpKa caiita Ha
BUPYCHI, TpoBepKa (hailioB 1o e-mail, onpenenaeHue agpeca CTpaHULbl, IPOBEPKa
croumoct CMC u nip.).

Hactpoiiku 6€301macHOCTH OUYTOBBIX MTPOTPaMM.

3amuTa B MOMCKOBBIX cUCTeMax ((MIIBTPHI sl OTpaHUYECHUS TOTEHIIMATBHO OIIAaCHOTO
COJIEPKUMOTO).

Hactpoiiku 6e3omacHocTr Be6-OpaysepoB (Internet Explorer, Firefox u T.11.).
DNEeKTPOHHAs OYTa U CUCTEMbI MTHOBEHHOTO OOMEHa COOOIIEHUSIMH.

Hacrpoiiku 6e3onacHoctu Ckaiirn, ICQ u np. Crioco6s1 o0ecrieueHust 6€30macHOCTH BeO-
caura.

Kubepnpectyruienus. Busibl nHTEpHET-MOILIEHHUYECTBA (MIMChMa, peK-Jlama, 0X0Ta 3a
JUYHBIMH JTAaHHBIMU U T.11.). OnacHOCTH MOOMIIbHOM CBs3H. [Ipenokenust mo ycTaHOBKE
BPEIOHOCHBIX MTPUIIOKEHU.
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11.

12.

13.

14.
15.
16.
17.
18.

Momennnyeckne CMC. YTeuka u o0Hapo10BaHKE JIMYHBIX AaHHBIX. [lonbop n nepexsar
napoJiei.

B310MBI aKKayHTOB B COLIMANIBHBIX CETAX. Buasl MomenunuecTsa B Miarepuere. GuUmmHr
(dbapmuHT). A3apTHBIE UTPHI.

Jloxuble anTUBUpYCHL. [TonMeHa cTpaHull B MHTEpHETE (CalThI-KJIOHBI). DasbIInBbIE
(haliI000MEHHUKH.

DJEeKTPOHHBIN Kolenek. MOIIEeHHNYeCTBO MU pacnpocTpaHeHun «oecruiataoroy [10.
TexHonornn Manunynuposanus B lHTepHere.

Tb npu nHTEpPHET-OOLIEHUH.

Tb npu perucrpaiuu Ha BeO-caiTax.

Komnsroreproe nuparctso. Ilnaruar.

Tema 4. IIpodaembl UHTepHeT-3aBHCHMOCTH, KHOEpPOYJUIMHT A

[S—

(98]

hd

10.
11.
12.
13.
14.
15.
16.
17.
18.
19.
20.
21.
22.
23.

24.

25.

TexHHKa 0€30MaCHOCTH MPHU PAdOTE C KOMITBIOTEPOM.

KomnbroTep 1 MOOMIIBHBIE YCTPOICTBA B UpE3BbIUANHBIX CUTYaLIUSX.

Menuuunckas uHpopmanus B HMutepHere. KoMmbroTepsl 1 MOOHIBHBIE YCTPOWCTBA B
9KCTPEMAJIBHBIX YCIOBHSX.

Bo3zaeiicTBue paanoBoIH Ha 3J0pOBbe U OKpy»Katotryto cpeny (Wi-Fi, Bluetooth, GSM).
Kommekc ynpaxHeHui npu padboTe 3a KOMIIbIOTEPOM.

BoszneiictBue Ha 3penue DJIT, KUIKOKPUCTAUIMYECKUX, CBETOAMOIAHBIX, MOHOXPOMHBIX
MOHMTOPOB.

Komnreiotep B pexume TpyJa U OTAbIXA.

BnusiHue KoMIbrOTEPa Ha PENPOAYKTUBHYIO CUCTEMY.

Bpennbie ¢pakTopsl pabOThI 32 KOMITBIOTEPOM H UX MTOCIIE/ICTBUSI.

Opranuzanus pabouyero Mecta

WuTepHeT-coo0mecTBo.

HHTEepHET-3aBUCUMOCTb.

ConuanbHble ceTu. JleTckue colranbHble CETH.

BuptyanbHast IM4HOCTS.

3aBucuMocTh 0T HTEpHET-001IeH S

PazBneuenus B atepHere.

IIpu3Haky UrpoBOM 3aBUCUMOCTH.

CereBble UIPBIL.

Caiitsl 3HaKoMcTB. 30K 1 KOMIIBIOTED.

Bunpl 3aBucumoctu. JlectpyktuBHas unpopmanus B HTepHere.

Buael IHTEpHET-3aBUCUMOCTH.

KubepkynpTypa (MaccoBas KyJabTypa B CETH) U JJUYHOCTb.

Kpurepun 3aBucumoctu (IPUOPUTETHOCTb, HM3MEHEHMS] HACTPOEHMSI, TOJIEPAHTHOCTD,
CHUMIITOM pa3pbiBa, KOHQIIUKT, PELUIUB).

Tunsl UHTEpHET-3aBUCUMOCTH (TIPUCTpAcTUE K paboTe C KOMIIBIOTEPOM, K HaBUTALUU U
HOUCKY MH(OpMaIK, UTPOMAHUS U 3JIEKTPOHHbBIE MOKYNKH, 3aBUCUMOCTb OT CETEBOTO
o01eHus).

Knaccugukanus MHTEpHET-3aBUCUMOCTEH

Tema 5. Metoabl o0ecneuenus 0ezonacnoctu IIK u UntepHera. Bupycbl 1 aHTHBHPYCHI

el N

IIpu3Haky 3apaxeHUs1 KOMIIBIOTEPA.

AHTUBHpYCHAs 3alIUTAa.

3ammra ¢aitnos. besonacHOCTh py ckauMBaHUU (PaitIoB.

3aiuTa NporpamMm U JaHHBIX OT HECAHKIIMOHUPOBAHHOTO KOMTMPOBAHMUSI.

20



5. OpraHu3zanuoHHBIC, IOPUIUYECKHE, MPOrPaMMHBIE W MPOTPAMMHO-AIIAPATHBIE MEPbI
3aIUTHI.

6. 3amura mporpaMM M JaHHBIX C IIOMOIIBIO IapOJEH, MPOrpaMMHBIX M 3JIEKTPOHHBIX

KJIFOYEH, CEpUMHBIX HOMEPOB, IEPEHOCA B OHJIAWH U T.II.

Henepemeraembie mporpaMmsl.

3amuTa OT KONUPOBAHUSI KOHTEHTA caifTa.

Ncrounuku 3apaxenus [1K.

0. AwntuBupycnoe I10, Busbl u Ha3HaueHHE. MeTOIbl 3aIUThI OT BUPYCOB.

1. TIpobnemsl Oe3zomacHocTH HH(pacTpykTypel MHTepHETa (MPOTOKOIBI MAapIIPYTH3AIMH

CETH, CUCTEMA JIOMEHHBIX UMEH, CPEJICTBA MAPUIPYTH3ALUU U T.I1.).

12. Ilposepka moanuHHOCTH (ayTeHTHUKaus) B HTEepHETE.

13.  Mepsl 6e30nacHocTH 1151 mosib3oBatens WiFi. Hactpoiika 6e3omacHoCTH.

14. Bwupycsl 11t MOOMIJIBHBIX YCTPOMCTB (MOOMIIbHBIEC OAHKEPHI U Ap.).

15. Hactpotika kommbroTepa Jyisi 6e3omacHoi padoThl. OMIMOKHU MOJIb30BaTEII.

16. IlpocTeie M TMHAMHYECKH U3MEHsIONIHECs napoiu. bopbda ¢ yreukamu nHpOpMaIuy.

17. CpenctBa koHTpoJis qoctyna. [IpaBa monb3oBateneir. CriocoObl pa3rpaHUYCHHS JOCTYyIIA.

18.  OTinuus BUPYCOB M 3aKJIAJIOK.

19. AwntuBupycusie nporpammsl ais [1K: ckanepsl, peBu30psl u ap.

e~ i

Kpurepum ouenku:

OLIEHKA «OTJHMYHO» BBICTABISICTCS CTYACHTY, €CIM OH TMPOJEMOHCTPUPOBAI TMOJHOTY |
rnyOuHyY 3HaHUM MO BCEM BOMPOCaM, 3HAET OCHOBHBIE TEPMHHBI IO KOHTPOJIUPYEMBIM TeMaM,
BJIaJi€eT 3HAHUAMH 00 OCHOBHBIX OCOOCHHOCTSIX PEIICHUs 3a7a4. YMEET IPHUMEHSTH ITOTydeHHbIC
3HAHUSI [T PELLIEHNs] KOHKPETHBIX MPAKTIYECKHX 3a/1a4.

OLICHKA «XOPOILLUO0» BBICTABIACTCS CTYIEHTY, KOTOPBIA IIPOJEMOHCTPUPOBAN IIOJHOTY U
IyOMHY 3HAHUH 10 BCEM BOIMPOCaM paszelia, IOTUYHO U3llaraeT MaTepua.

OLIEHKA «YJAOBJIETBOPUTEJIbHO» BBICTABIIACTCA CTYJACHTY, NP HAJIWYUU Yy HEro 3HAHUU
OCHOBHBIX KaT€TOPHM M MOHATHI MO MpeIMeTy, YMEHHs IOCTaTOYHO TPaMOTHO H3IIOKUTh
MaTepual.

OlleHKAa «HEeY/0BJIETBOPHUTEJIBHO» BBICTABISACTCS CTYIEHTY, KOTOPBII HE OCBOMJI OCHOBHOI'O
COZIepKaHMs TpeIMeTa, He BIaJIeeT 3HAHUSIMU TUCIUTUIUHE.

21



XN A DD

10.
11.
12.
13.
14.

15.
16.

17.
18.
19.

20.

21.
22.
23.
24.

25.
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28.
29.
30.
31.
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34.
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37.

2. OueHoYHBIE MATEPHAJIBI AJ IPOMEKYTOUYHOH aTTeCTALMHI
2.1. lIpumepHbIii IepevYeHb BONPOCOB JIJIS 3a4eTa.

KoHcTuTylimonHoe npaBo Ha IOUCK, MOJIyY€HHE U pacpoCTpaHeHUue HH(OPMALIHH.
®epnepanbubliit 3ak0H 0T 29.12.2010 Ne 436-D3 (pex. ot 28.07.2012) «O 3amure nereit ot
UH(pOpMaLUK, IPUUUHSIIOIEH Bpea UX 310POBbIO U Pa3BUTUIO» (IeHCTBYET ¢ 1 ceHTIOps
2012 ropa).

3amurTa rocyAapcTBa U 3aliuTa KHOepnpoCcTpaHCTBa.

JlokTprHa HHPOPMALMOHHOM 6€30MacHOCTH.

Kubeppoiicka. 3amura kubepnpocTpaHCTBa Kak OHA U3 337a4 BOOPYKEHHBIX CHUIL.
WNudopmannonnas BoiiHa. THpOpMAIIMOHHOE OpYXKHE.

[TaTpnOTH3M U HHTEPHET.

WNudopmannonHoe Bo3/eicTBuIE.

bezonacHas pabota B ceTM B IIpolecce CETEBOM KOMMYHUKAIMM (4aTbl, (OPYMBI,
KOH(EepEHIINH, CKAHII, COIUAILHBIC CETH H TIp. ).

[TprMepsl 3THUECKUX HapyLLIeHUH. 3HaYeHHe CETEBOr0 ITUKETA.

CobcrBeHHocTh B IHTEpHETE. ABTOPCKOE MPaBO.

WuTemiekTyanbHast COOCTBEHHOCTb.

[TnatHas u 6ecrmataast uHGOpPMAIIHS.

NudopmanmonHoe 3akoHoAaTeIbcTBO PD.

[IpaBoBas oxpana nporpamm ansi OBM u BJl. Kommepueckoe I1O. becmatnoe 110
(FreeWare, Free, Free GPL, Adware), ycinoBHo-0ecriarnoe [10 (Trial, Shareware, Demo).
[TpaBoBbI€ OCHOBBI JUIs 3AILUTHI OT CIIaMa.

[lepcoHanbHble W OOLIENOCTYNHBIE JAHHBIE, OrPAHMYEHHBIH JocTyn. 3akoH «O
NEPCOHAIBHBIX JTaHHBIX).

CereBoii atuker. [Icuxomnorus u cetb

OmnuaiiH cepBHUCHI AJis OE30MIACHOCTH 10JIb30BATENsl B UHTEPHETE

3amuTa B MOMCKOBBIX cUcTeMax ((MIBTPHI sl OTPAHUYEHUS OTEHIIMAIbHO OIIACHOTO
COJIEPKUMOTO).

Bupl HHTEpHET-MOIIEHHUYECTBA (TUCbMa, PeK-JIaMa, 0X0Ta 3a JMYHBIMU JJAHHBIMH U
T.IL.).

OnacHocTu MOOMIIbHOM CBsi3U. [Ipenoxkenns o yCTaHOBKE BPEIOHOCHBIX MPUIIOKEHHH.
Buast momennnvectBa B UntepHere. @umunr (papmMuHr).

A3apTHBIE UTPBI.

Jloxubie anTUBUpPYCHL. [TonMeHa cTpaHull B MUHTEpHETE (CalThI-KJIOHBI). DabIInBbIe
¢baitnooOMeHHUKH.

DNeKTPOHHBIN Koliesnek. MollleHHU4ecTBO Npu pacipocTpaHeHnu «oecriataoro» I10.
WntepHer-sTukert. [IpaBuiia obmenus B MuTepHere.

OCHOBBI CETEBOI0 ITHKETA.

ITepenncka B ceTu.

[IpaBuna noBeneHus B ckaie. opym.

OO11eHne B CETU U €r0 MOCIEICTBHS.

Arpeccusi B CeTH.

AHOHUMHOCTbD B CETH.

Bunael sTukera (JIMUHBIHN, 1€710BOM, MUCbMEHHBIN, AUCKYCCUOHHBIN U 11p.). Pasnuuus
ATUKETA B PA3HBIX CTPAHAX.

['uruena kommneroTEpAa.

ITosb3a 1 Bpes KOMIIBIOTEPHBIX UTP.

TexHuka 6€30MaCHOCTH MPU PabOTE ¢ KOMIIBIOTEPOM.

KommnbroTep 1 MOOMIIbHBIE YCTPOICTBA B UpE3BBIYAHBIX CUTYaLIUsAX.
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38. Meauuunckas nadopmarus B Matepuere. Komnbiorepsl 1 MOOMIIBHBIE YCTPOHCTBA B
9KCTpPEMaJIbHBIX YCIOBHSIX.

39. KomneioTep B pexXUMe TpyJa U OTAbIXA.

40. Bpenusie hakTopsl pabOTHI 32 KOMIBIOTEPOM U MX MOCIEACTBHUS.

41. HHTepHET-3aBUCUMOCTb.

42. CouunanbHble ceTH. JleTcKHue colualbHBIC CETH.

43. BupryaiibHas IUYHOCTb.

44. 3aBucuMocTh 0T IHTEpHET-00IIEeHN .

45. Pasneuenus B nTepHere.

46. Ilpu3zHaku UTPOBOM 3aBUCHMOCTH.

47. CeTteBbl€ UTPHL.

48. Bwunsl 3aBucumoct. [dectpykruBHas napopmanus B aTEpHETE.

49. Bunabl IHTEpHET-3aBUCUMOCTH.

50. Tlcuxomoruueckoe Bo3aelcTBUE HHGOPMAIIMH HA YEIOBEKa.

51. Kpurepun 3aBUCUMOCTH (IIPUOPUTETHOCTD, U3MEHEHUSI HACTPOEHUS, TOJIEPAHTHOCTb,
CUMITOM pa3pbiBa, KOHQIIUKT, PEIUIUB).

52. Knaccudukamusi HHTEpHET-3aBUCUMOCTEH

53. Ilpu3Haku 3apa)keHHs] KOMIIBIOTEpa.

54. AHTUBHpYCHAas 3allUTA.

55. OpraHu3anMoHHBIC, IOPUAMYECKHE, MPOrpaMMHBIE U MPOTrPAMMHO-aNNapaTHbIE Mepbl
3allUTHI.

56. 3amura mporpaMM M JaHHBIX C TOMOIIBIO MapoJiel, MPOTrPaMMHBIX U DIEKTPOHHBIX
KJIFOYEH, CEpUHBIX HOMEPOB, IIEPEHOCA B OHJIAKH U T.II.

57. AwntuBupycHoe [10, Buapl u Ha3HaueHHEe. MeTo bl 3alIUTHl OT BUPYCOB.

58. Mepsl 6e3onacuoctu s nonb3osarens WiFi. Hacrpoiika 6e3omacHocTH.

59. Bupycsl ans MOOUIBHBIX YCTPOHCTB (MOOHUIbHBIE OAaHKEPHI U AP.).

Kpurepun onenku:

- OLICHKA «3a4TEHO» BBICTABJIAETCS CTY/AEHTY, €CIIM OH IPOAEMOHCTPUPOBAJ IOCTATOYHO MOJIHOE
3HQHUe MaTepuaina; MPOAEMOHCTPUPOBA 3HAHUE OCHOBHBIX TEOPETUYECKHX IOHATHII;
JIOCTaTOYHO IIOCIEA0BAaTENbHO, TI'PAMOTHO M JIOTMUECKH CTPOMHO M3JIOKWI MaTepHual;
IPOJEMOHCTPUPOBAIl yMeHUe OPUEHTUPOBATHCSA B JIUTEpAType MO MpoOIeMaTUKE JUCHUIUIMHBI;
YMeem CAENaTh JOCTATOYHO 0OOCHOBAHHBIE BHIBOJIBI IO U3JIAaraeMOMy MaTepHaiy.

- OIICHKA «HE 3a4TE€HO)» BBICTABIISETCS B Cllydyae HE3HAHUS 3HAUUTEIbHOW YacTH MPOrpaMMHOTO
MaTepHala; He BJIaJIeHUs] MOHATHHHBIM annapaToM AMCLUIUIMHBL, CYLIECTBEHHBIX OLIMOOK MpHU
U3JI0)KEHUU y4eOHOro MarepHualia; HEYMEHMsI CTPOMTb OTBET B COOTBETCTBHM CO CTPYKTYpOIl
M3JIaraeMOor0 BOIIPOCA; HEYMEHMSI IENaTh BHIBOJBI 110 U3JIaraéMOMY MaTepHaiy.
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JIucT n3MeHeHnit padoyveil MPpoOrpaMmbl AU CIUATIIHHBI

PexBu3uThI 10Ky

No . MeHTa 00 Mlara
Coneprxkanre ”3MEHEHHI BHECEHMUSI
m\it YTBEPKACHUU .
. U3MEHEHU N
U3MEHEHUN

1 | AxryanusupoBaHa B yacTu yueOHO- IIporokon 05.05.2022 r.
METOIUYECKOT0 u MHGOPMAIIMOHHOTO | T'YMaHUTApHBIX U
o0ecrieyeHus: B CBSA3U C MPOJICHUEM KOHTpPAKTa C COLIMAIBHO —
OBC u B yacTM 1mepe4yHs OCHOBHOW U SKOHOMHUYECKHUX
JIOTIOJIHUTENIBHOM JIUTEpaTypbl B CBSA3M € e€ro | aucuuiuivH Nel3 or
U3MEHEeHHEM. BHeCeHbl M3MEHEHUsI B TUTYJbHbBIN «05» masa 2022 r.
JIUCT B 4acTU JaThl, HOMEpa IMPOTOKOJIA 3aceJaHUs
Kkadeapsl.

2 | AxTyanusupoBaHa B 4acTu yueOHo- [Iporokon 22.05.2023 1.
METOIUYECKOTO u MHGOPMAIIMOHHOTO | TYMaHUTApPHBIX U
o0ecrieyeHus B CBSA3U C MPOJICHHEM KOHTpPAKTa C COLIMAIBHO —
OBC u B yacTM 1epe4yHs OCHOBHOM U 3KOHOMHUYECKHUX
JIOTIOJIHUTENIBHOM JIUTEpaTypbl B CBS3M ¢ ero | aucuuiuiud NelO ot
M3MEHEHHEeM. BHeceHbl U3MeHEeHUs B TUTYJbHBIN | «22» mas 2023 r.
JIUCT B YacTU JaThl, HOMEpa MPOTOKOJIA 3acCelaHus
Kadeapsl.

3 | AxryanusupoBaHa B yacTu y4eOHO- [Iporokon 28.05.2024 r.
METOIUYECKOTO u MHGOPMAIIMOHHOTO | TYMaHUTAPHBIX U
o0ecrieyeHus B CBSA3U C MPOJICHHEM KOHTpPAKTa C COLIMAIBHO —
OBC u B yacTM 1epe4yHs OCHOBHOW U 3KOHOMHUYECKHUX
JIOTIOJIHUTENIBHOM JIUTEpaTypbl B CBs3M ¢ ero | aucuuiuiud Nell or
M3MEHEHHEeM. BHeceHbl U3MeHeHUs B TUTYJbHbIN | «28» mas 2024 r.

JHMCT B 4aCTU AaThl, HOMEpPA MIPOTOKOJIA 3acCEeJaHus
Kadeapsl.



http://www.tcpdf.org

		pedagogkmv@sspi.ru
	2024-05-31T13:24:00+0000
	Филиал СГПИ в г. Железноводске
	Иванченко Ирина Васильевна




