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1. Heapb ¥ 3a1a4u TUCHHILTHHBI

LlensiMu OCBOCHUS TUCHUTUTUHBIIBISIOTCS:(DOPMHUPOBAHKE IETOCTHOTONPEICTABICHHS O
pOJIM  COBPEMEHHOT'O KHOEpIpOCTPaHCTBA B 00pa30BaTEIbHOW Cpele M IeJaroruyecKoit
JEATebHOCTH;  (OPMHUPOBAHME CHUCTEMbI 3HAHHWH, YMEHHH M HaBBIKOB Ui OOECICUCHHUS
krOepOe30macHOCTH CBOEH MpodecCHOHAIBHOM 1eITeTbHOCTH.

3aa4u AUCIUILUTHHBL:
—  ¢opmupoBaHHE OOIIMX TMPEJICTABICHUS O OE30MaCHOCTH B HWHGOPMAIIMOHHOM

00I1IeCTBE;

—  H3ydYeHHWE OONMX MPUHIMIIOB TEXHOJIOTHH, MPHUMEHAEMBIX B HH(POPMAIMOHHOM
0e30I1acHOCTH;

- (dbopMUpOBaHHE YMEHHUs TPUMEHSATh MpaBWia KuOEepOEe30macHOCTH BO Bcex cdepax
NeSITeIbHOCTH;

— OCBOCHHME 3HAHWH, COCTaBISIOIIMX Hayaja MpeACTaBlIeHUul 00 WHPOPMALMOHHOM
KapTUHE MHUpa U HH()OPMAIIMOHHBIX MPOIIECCax;

- OBIIQJICHHE YMEHHEM WCIIONIb30BaTh  KOMIBIOTEPHYIO  TEXHUKY  KaKIMPAaKTHUECKUU
MHCTPYMEHT JUIsl  paboThl ¢ MHOpMaIMel B TOBCEAHEBHOMN KU3HU;

—  pa3BUTHE HaBBIKOB OPUEHTHUPOBAHUA B MH(OPMALIMOHHBIX MOTOKAX.

2. MecTO JUCHUIJIMHBI B CTPYKTYpe 00pa30BaTeIbHON NMPOrpaMMbl

Huctunmuaa  «KubepOe30macHOCTB»OTHOCUTCS K =~ BapuaTHBHOM  yacth  broka
1, SIBASCTCAAUCIUTITMHOUIIOBBIOOPY .

Jlns ocBoeHust yuyeOHOTO MaTepuaia Mo AUCHMILIUHE HCMOJIb3YIOTCS 3HAHUS, YMEHHS,
HABBIKK, C(OPMUPOBAHHBIC MPEANMISCTBYIOMMMH TuciuIuimHaMu: MHbopmarrka (MIKOIHHBIN
Kypc), TexHnonoruu mudpoBoro o06pa3oBaHus.

3HaHMs, YMEHHS, HaBBIKH, C(HOPMHpPOBAHHBIE B IMPOLECCE HU3YYCHUS TUCIUTLIAHBI
HEOOXOMUMBI Ui TPOXOXKACHUS Y4eOHOW M MPOU3BOJCTBEHHOM MPAKTHK, MOATOTOBKH K
rOCy/IapCTBEHHOW UTOTOBOM aTTECTALUU.

3. [InanupyemMsble pe3yJbTaThl 00y4eHHS MO JUCHUIINHE

Kon n Kon n HaumeHnoBanme
Pe3yabTarsl 00y4yeHus
HAMMeHOBaHHe HHIAMKATOPA TO0CTHKEHUS
MO TUCIUIITHHE
KOMIeTEeHI[HH KOMIIETEHIIUH
Ynueepcanvnovie komnemenyuu
YK-I1. VYK-1.1 - 3HaeT TOpPANOK  OIpEICIICHUs
Crniocoben JleMOHCTpUpYeT 3HaHUE UCTOYHUKOB HWHGOpMaIlMU, TOPAIAOK
OCYIIECTBIISATh 0COOEHHOCTEH CUCTEMHOTO U | MOJIyYEHHsI JOCTYTIA K HUM.
MOUCK, KPUTHUUECKUN | KPUTUUECKOTO MBIIIJICHHUS, - 3HaeT MeTOoAbl  OMNHCAHUS H
aHalM3 W  CHHTE3 | apryMEHTHPOBAHHO dbopManm3anuu MOJTy9EeHHOM
nHpopmanuu, dhopmupyer coOCTBEHHOE nH(pOpMaIuu.
MPUMCHSITh CY)KJICHHUE U OIICHKY - 3HaeT CHOCOOBl  BepU(PHKAIHNU
CUCTEMHBIH MO0JAX0J | HH(pOPMaLUU, MPUHUMAET noJjryyaeMoi nHdopMaIuu.
ISt peieHust | 000CHOBaHHOE PELICHHUE. - 3HAeT TPUHIMIBI  CHUCTEMHOTO
MOCTaBJICHHBIX 3aJa4 MOJIX0/1a.
- crocoOeH BbIpabaThIBATh CTPATETHIO
JNEUCTBUII HA OCHOBE CHCTEMHOIO
MOJIX0Ja HCIONB3ys 00paboTaHHYIO
MOJIYYCHHYIO HH(HOPMAITHIO.
YK-1.2 - CIIOCOOEH MPOBECTH aHAH3
[IpumeHnsiet Joruueckue uHbOopMaIuu NpeaMeTHON o0nacTu
(hOpMBI U TIPOLIEYPHI, MOJy4YeHHOM ¢ ucnonbzoBanuem MKT.
croco0eH K pedeKkcuu mo - 3HAeT OCHOBBI 00PaOOTKH
NOBOJIY COOCTBEHHOM M 4yXOH | mH(opMaImu B mpodecCuOHATHHON




MBICTIUTEIBLHOMN ACATCIIBHOCTH.

cepsr;

- CIIOCOOEH MPOBECTH BBHIOOP
HEoO0XoIMMoN MH(POpPMALTUT
NpeMETHOU 00JIacTH ¢
ucnonb3oBanueM 1K u makeros
NPUKJIIAJHBIX TIPOTPAMM.

yMeeT TOJy4aTh HOBbIE 3HAHUS Ha
OCHOBE aHam3a " CHHTE32
uHpOpManuu; coOupaTh M 0000mATH
JaHHBIE TI0 HAay4YHBIM TpoliieMawm,
OTHOCAIIMMCS K TPo(ecCHOHATBHOM
obnacry;

OCYILECTBIIATH TOMCK WH(POpPMAIUU H
NPUMEHSTh CUCTEMHBIA TOAXOJ JUIS

peIICHUA IIOCTAaBJICHHBIX 3aJa4,
OIIpEACIIATD n OLICHUBATH
MPAKTUYCCKUC MOCICACTBUA

BO3MOJXHBIX pCI_HeHI/Iﬁ 3aJa4dH.

VK-1.3.

AHanu3upyeT UCTOUHUKH
MH(POpPMAIUH C LIETIbIO
BBISIBJICHUS UX TIPOTUBOPEUYHI
Y TIOMCKA JOCTOBEPHBIX
CYKJICHUH.

BJIaJICET HABBIKAMU HCCIICIOBAHMUS
npo06emM npodecCHoHaTbLHOM
NeSITeIbHOCTH C IPUMEHEHUEM
aHaJM3a, CUHTE3a U JIPYTHX METOJIOB
UHTEJUICKTYaJIbHOH IS TEbHOCTH;
BBISIBIICHHSI HAYYHBIX ITPOOJIEM U
UCTIOJIb30BaHUS aJICKBaTHBIX
METOJIOB JIJISl MX PEIICHUS;
(hopMyTHpOBaHHS OIICHOYHBIX
CYXJICHUH MPH PEIICHUH
npodecCHOHATbHBIX 3a1a4.

YK-8.

CriocobeH co3naBath
U TOAJAEPXKHUBATh B
TIOBCETHEBHOM
KU3ZHU u B
npoQeCCuoHAIbHON
JeSTeNbHOCTH
Oe3omacHble
YCIIOBHS
KHU3HEAESITEIbHOCTH
s COXpaHEHHMS
MIPUPOJHON  Cpensl,
obecrieyeHus
YCTOMYHBOTO
pa3BuUTHs OOIIECTBa,
B TOM 4YHCIIE TIpH
yrpose u
BO3HHUKHOBEHUH
Ype3BhIYAITHBIX
CUTyaIui 151
BOEHHBIX
KOH(JIMKTOB

YVK-8.1

OnenuBaeT QakTophl pHUCKA,
yMmeeT obecrednBaTh JTUYHYIO
0€301acHOCTh M 0S30IaCHOCTh

CnocoOeH co3/1aBaTh U MOJACPKUBATh
HEO0OXOMMBIE YCIOBHS 0€30MacHOCTH
JUTSL y9aCTHUKOB 00pa30BaTeIbHOTO
mporiecca v JMIHOM 0€301acHOCTH.

OKPYKAFOIINX B | BrianeeT HaBbIKaMu OLIEHUBAHUA,
MOBCETHEBHOM JKM3HM U B | (PAKTOPOB pUCKa, U 0OecreueHus
npoecCuoHaTbHOU JUYHOM 6e30macHOCTH U 0€30MacHOCTH
JeSITeTbHOCTH. Y4aCTHUKOB 00pa30BaTeIbHOTO
npolecca.
VK-8.2 3HaeT OCHOBHEIE METOALI CO3JaHUS U
3HaeT W MOXET MPUMEHSTH | MOIAEPKAHUSI B TIOBCETHEBHOM KUZHU
METOIbI 3aITUTHI B | ¥ Mpo(hecCHOHANBHON esITeThHOCTH
Ype3BBIYANHBIX CUTYAIlMSX UB | YCIOBUHN B UPE3BBHIYAMHBIX CUTYALIUSX.
YCIIOBUSAX BOCHHBIX | [IprMeHseT Ha MPaKTHKE METOIBI
KOH(JIMKTOB, dbopMUpYeT | 3alTUTHI B YPE3BBIYANHBIX CUTYAIIHSIX,

KyJabTypy  O€30MmacHoro u
OTBETCTBEHHOTO MOBEICHUSI.

JIOHECTH TIPHUHIUIIBI KYJIbTYPbI
0€301MacHOTr0 M OTBETCTBEHHOTO
NoBe/IeHUs1 00y4aeMbIX.

CnocoOeH 00yYuTh HaBBIKAM CO3JaHHS
Y MOJICP)KAHUS B TOBCEIHEBHOMN
KHM3HU U IPO(ECCHOHATBHOM
JIeSATEIbHOCTH HEOOXOAUMBIX YCIOBHUI
JUISIOTBETCTBEHHOTO TIOBE/ICHHUSI




| | 0GyuaeMbIx.

4. O0bem y4eOHOH TUCHMILIMHBI M BUAbI Y4eOHOI padoThI
OOmass TpyJAOEeMKOCTh JTUCIUIUIMHBI COCTaBIIIET 2 3adeTHbe eauHUIBl (72daca),
BKJIIOUAsl IPOMEKYTOUHYIO aTTECTAIHIO.
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5. Coneprxxanue IMCUMILIHHBI N0 pa3jeiaM (TeMaM) U BUaM 3aHATHI
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[Tnanel mpoBeneHUs YYEOHBIX 3aHATUH OTPaXEHBI B METOAMYECKMX MaTepHaiax
(ITpunoxenwue 1.).

6. KonTpoJb kauecTBa 0OCBOCHUS M CIUIIINHbBI

KonTponbp kauecTBa OCBOEHHs Yy4eOHOTro Marepuaia IO AUCUMILIMHE HPOBOAUTCA B
¢dopMe TEKymIero KOHTPOJIS YCIIEBAEMOCTH U MPOMEXYTOYHOW aTTECTallMd B COOTBETCTBHUHU C
«Ilonoxennem o gopmax, MEPUOJUYHOCTH U TMOPSAIKE TEKYIIEro KOHTPOJIS YCHEBAEMOCTU U
poMexXyTouHOH arrectanuu odydatomuxcs B 'BOY BO CI'TIN u ero ¢punnanax».

Jisa arrectauuu OO0y4YarOLIMXCS HA COOTBETCTBUE MX IE€PCOHAIBHBIX JOCTHXKEHUI
TpeOoBaHUSAM 00pa30BaTEIbHON MPOrPaMMbl UCHIOIb3YIOTCS OIIEHOYHBIE MaTepHalbl TEKYLIETO

KOHTPOJIS YCIIEBAEMOCTH U TpOMEKyTouHOM aTTecTaruil (IIpunoxenue 2).

YpoBeHb chOPpMUPOBAHHOCTH KOMITIETEHIIMHU

He cpopMHpoBaHA chopmupoBana copmupoBana copmupoBana
YACTHYHO B 1eJIOM MOJHOCTBIO
«He 3auTeno» «3auTeHo»
«Heyzm]:)J:[eOT;;opnTeJI «Y10BJIETBOPUTEIbHO» «Xopouo» «OTIMYHO»
Onucanue KpuTepues OLlCHUBAHUS

Ob6yuaromumiics OObyuaromuiicst OO0yyarommiics OObyuarommiics
JEMOHCTPUPYET: JEMOHCTPUPYET: JEMOHCTPUPYET: JIEMOHCTPHUPYET:
- CyILIECTBEHHbIE - 3HaHUS - 3HaHHE U - r1yOoKue,
npoOenbl B 3HAHUAX | TEOPETUYECKOTO IIOHMMAaHHE BCECTOPOHHME U
y4eOHOro Matepuasa; | Marepuana; OCHOBHBIX apryMEHTHUPOBAaHHbIE
- JIOIIyCKarTCA - HETIOJIHBIE OTBETHI HA | BOIIPOCOB 3HAHHUSA
MPUHLUIIAATIbHBIE OCHOBHBIE BOITPOCHI, KOHTPOJIMPYEMOI'O | IPOTPaMMHOIO
OLIMOKM NIPpU OTBETE | OLIMOKM B OTBETE, o0BbeMa MaTepuaia,
Ha OCHOBHbIE HEJ0CTaTOYHOE IIPOrpaMMHOT0 - TIOJIHOE TIOHUMaHUe
BOIIPOCHI OuIieTa, MIOHMMAHHE CYIIHOCTH | MaTepuala; CYILIHOCTHU U
OTCYTCTBYET 3HaHUE | M3JIaraeMbIX BOIPOCOB; | - TBEP/bIC 3HAHUS | B3aUMOCBS3HU
Y TIOHUMaHue - HEYBEPEHHBIE U TEOPETUIECKOTO paccMaTpuBaeMBbIX
OCHOBHBIX MOHSTUN U | HETOYHBIE OTBETHI Ha MaTepuaa. IIPOLIECCOB U
KaTeropui; JIOTIOJIHUTENbHbBIE -CIIOCOOHOCTD SBJICHUH, TOYHOE
- HETIOHMMAaHUe BOIIPOCHI; YCTaHABJIUBATh U 3HaHHE OCHOBHBIX
CYLIHOCTH - HEJJOCTaTOYHOE OOBSICHATH CBSI3b MIOHSTHH B paMKax
JIOTIOTHUTEIbHBIX BJIa/ICHUE JIUTEPATYPOH, | IPAKTUKH U 00CyKaeMBbIX
BOIIPOCOB B paMKax PEKOMEHI0BAaHHOU TEOpUH, BBIABIATE | 3aJaHM;
3aJaHull Ousera; IIpOrpaMMon IIPOTUBOPEYUS, - CIIOCOOHOCTH
- OTCYTCTBUE YMEHUS | NUCLUIUIMHBI; npooIeMbl U YCTaHABJIMBATb U
BBIIIOJIHATH - ymeHue 0e3 rpyobIx TEHJICHIIUH OOBSICHAITH CBSI3b
IIPAKTHYECKHE olMOOK periaTh pa3BUTHS; IIPAKTUKU U TEOPHH;
3aJjaHus, MPAKTUYECKHE 3a/1aHus. | - IPaBUIIbHBIE U - JIOTUYECKH
IIPEyCMOTPEHHBIE KOHKpETHbIE, 0e3 MIOCJIEI0BATENbHBIE,
IIpOrpamMmoit rpyObIX OIIHOOK, CoJiepKaTeIbHbIE,
JUCLUIINHBL, OTBETHI HA KOHKPETHBIE U
- OTCYTCTBHUE MIOCTaBJICHHbBIE HCYEpIIbIBAIOIINE




TOTOBHOCTH BOTIPOCHI; OTBETHI Ha BCE

(cmocoOGHOCTH) K - YMEHHE peniaTh 3a/1aHus OuseTa, a

JUCKYCCHH U HU3KAsI MIPAKTUIECKHE TaKxke

CTETEHb 3aJjaHusl, KOTOPbIE | TOTIOJTHUTEIbHBIC

KOHTaKTHOCTH. ClleayeT BOTIPOCHI
BBITIOJTHUTD; HK3aMEHATOpa;
- BJIaJICHUE - YMEHHE peliaTh
OCHOBHOI MIPaKTHYECKHE
JIUTEPATYpOil, 3a71aHus;
PEKOMEH/IOBAaHHOW | - HATMYUE
porpamMmoit COOCTBEHHOU
JUCIUTIINHBI, 000CHOBaHHOM
Bo3MoxHBI MO3ULIUH T10
HE3HAYUTENbHbIE 00CyKIaeMbIM
HETOYHOCTH B BOIIPOCAM;
PacKpbITUU - cBOOOIHOE
OTJICTBHBIX HCTIOJIb30BaHUE B
MOJIOXKEHU N OTBETax Ha BOIMPOCHI
BOIIPOCOB OMjeTa, | MaTepualioB
MPUCYTCTBYET PEKOMEH/I0BaHHOM
HEYBEPEHHOCTH B OCHOBHOU U
OTBETax Ha JTOTIOTHUTEIHLHOU
JIOTIOTHATEILHBIC JTUTEPATYPHI.
BOIPOCHL.

7. Y4eOHO-MeTOANYEeCKOEe 00ecTIedeHHe N CIINIIIHHDBI

Y4eOHo-MeToAMYeCKOe OOecTeueHUue AUCHUIUIMHBI BKIOYAeT pabodylo MporpaMmmy
JTUCIUILTAHBI, METOIUICCKIEC MaTePHAIIbI, OIICHOYHBIC MAaTCPHUAITEI.

[TonHbI KOMILIEKT METOIUYECKHUX TOKYMEHTOB pa3dmenieH Ha DMOC dunuana CI'TIA B
r. JKene3HoBoJICKe.

Y4eOHO-MeTOAMYECKOE  OOECIeueHue CaMOCTOSTENbHOM  paboThl  O0yYaromuxcs
BKJIIOYAET: Yy4YeOHMKH, y4eOHbIE TIOCOOMs, AJIEKTPOHHBIE OOpa30BaTEIbHBIE PECYPCHI,
METOJIMYECKUE MAaTepPHAIIbI.

CamocrosarenbHast  pabora  oOywaroumuxcs — sBiseTcss  (GopMOMl  opraHu3aluu
00pa30BaTeNpHOr0 Mpolecca Mo AUCHUUIUIMHE M BKIIOYACT CIEAYIOIINE BHUABI JCSTEIbHOCTH:
nouck (mombop) m 0030p HaydyHOW W Y4YeOHOW JHUTEPATypHl, DJICKTPOHHBIX HCTOYHHUKOB
nH(pOpMaIIMKU M0 U3ydyaeMoi TeMe; paboTa ¢ KOHCIIEKTOM JIEKIIUH, JIEKTPOHHBIM YYEOHUKOM, CO
CJIOBapsIMH U CTIPAaBOYHUKAMH, HOPMATUBHBIMH JOKYMEHTaMH, aPXUBHBIMH U JIp. ICTOYHUKAMU
uHpopManuy (KOHCIIEKTHPOBAHHUE); COCTABIIEHWE IUIaHA W TE3UCOB OTBETA; IMOJrOTOBKA
coobmenust (pedepara); cobeceqoBaHHWE;, MPE3CHTAIIMHN; BBIMOJIHCHUE WHIWNBUIYATbHBIX
3aJlaHui; TOJrOTOBKA K MPAKTHUECKUM 3aHATUSAM U Jp.; TOJrOTOBKA K 3a4eTYy.

8. IlepeyeHb OCHOBHOM M I0NOJTHUTEIbHOM Y4eOHOM JTUTEPATYPBbI
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ObpazoBarenbHas miatdgopma FOpaiit [caiit]. — URL: https://urait.ru/bcode/530260

3. Cysoposa, I'. M. NHdopmarnnonHas 6€30nacHOCTS : yueOHoe mocooue st By30B / ['. M.
CyBopoBa. — 2-e u3., nepepad. u non. — Mocksa : U3natenscto FOpaiit, 2023. — 277 c.
— (Bricmiee obpazoBanue). — ISBN 978-5-534-16450-3. — TekcT : 2JI€KTPOHHBIH //
ObpazoBarenbHas miatdgopma FOpaiit [caiit]. — URL: https://urait.ru/bcode/531084

4. Hlermnos, A. 0. 3ammura nnhopmanuu: OCHOBEI TEOPHH : yUeOHHK st By30B / A. HO.
[ernos., K. A. IllernmoB. — Mocksa : U3gatenbctBo IOpaiit, 2023. — 309 c. — (Bricmee
obpazoBanue). — ISBN 978-5-534-04732-5. — TekcT : anekTpoHHbIH // OOpazoBaTenbHast
matdopma FOpaiit [caiit]. — URL: https://urait.ru/bcode/511998

Ilepuoouuecxue uzoanus:

1) XKypnan «Pu3KyabTypa v CIIOpT»
2) XKypnan «®dusnueckas KyiabTypa B ILIKOJIE»
3) XKypnan «Madopmarrka u oOpa3zoBaHHE)

Humepnem-pecypcuwi:

IbC

Ne HaumenoBanue Anpec caiita

n/n

1. OBC «lOpait» WWWw.urait.ru

2. OBbC «Jlanb» http://e.lanbook.com/

3. OBC «Anbykc.py/ibooks.ruy http://ibooks.ru

4. «HarmmonaypHas 3J1IeKTpOHHAsT OMOIMOTEKA https://rusneb.ru/
(H3b)
20P

Ne HaumenoBanue Anpec caiita

n/n

I. «YHuBepcuTeTcKas HHPOpMAaIMOHHAsl CUCTeMa | http://uisrussia.msu.ru
POCCUS»

2. «Hayunblii apxuB» https://HayunbiiiapxuB.pd)/

3. MunucTepcTBO 00pa30BaHUs U HAYKH https://minobrnauki.gov.ru/
Poccuiickoit denepanuu

4. [TapnamenTckas 6ubnuoreka. denepanbHoe http://www.duma.gov.ru/a
cobpanue Poccutickoit deneparuu. nalytics/library/
I'ocynapcrBennas Jlyma. OguimanbHbIiA CalT

5. Odunmanbupiil calT MuHHCTEpCTBA http://www.stavminobr.ru/
oOpazoBanusi CTaBpOIOJIBLCKOTO Kpasi

6. ®denepanbHbiit mopran «Poccuiickoe http://www.edu.ru/
00pa3oBaHHE

7. [Toptan deaepanbHBIX TOCYIAPCTBEHHBIX http:/fgosvo.ru/




00pa3oBaTeNbHBIX CTAHAAPTOB

8. ®denepanbHbIi IIEHTP HHPOPMALTHOHHO- http://fcior.edu.ru/
00pa30BaTesIbHBIX PECYPCOB

9. WNudopmannonnas cucrema «EnnHoe okHO http://window.edu.ru/
JIOCTYTIa K 00pa30BaTeIbHBIM PECYpPCamMy»

10. | Poccwmiickast rocyiapcTBeHHas OMOIHOTEeKa http://www.rsL.ru/

11. | HayuHnas snexktpoHHas OnbauoTexa https://elibrary.ru/defaultx.asp
eLIBRARY.RU

12. | YVupexaenue Poccuiickoit akajgeMun http:// www.gnpbu.ru/
oOpa3oBanus. HayuHas megarormueckas
ouommoreka um. K. JI. YmmuHckoro

13. | Caiitr Exatepunsl KucnoBoit http://ekislova.ru/

14. CrpaBoyHBIN MOPTaN « JHIMUKIONEINYM: http://enc.biblioclub.ru/
SHITUKJIONICINH, CJIOBAPH, CIIPABOYHUKID)

15. | CpaBouHO-MH(POPMAIIMOHHBIN MOPTA http://gramota.ru/slovari/online/#3
«'PAMOTA.PY»

16. | Caiitr «CJIOBAPU.PY» https://www.slovari.ru/start.aspx?

s=0&p=3050

17. | CnoBapu, SHIMKIJIONEIUN U CIIPABOYHUKHI https://slovaronline.com/
OHJIAMH

18. | DHIMKIONEANH U CTIPABOYHUKU HHTEPHETA https://library.mirea.ru/Pecy

19. | XypHanpHbI# 3a1: TUTEpaTyPHBIA HHTEPHET- http://magazines.russ.ru/
POEKT

20. | Pa3BuTHE TUYHOCTH: )KypHAT (BXOAUT B http://rl-online.ru/
nepeueHb BAK)

21. | DnektpoHHas 6a3a naHHbIX 0030p CMU http://polpred.com/

Polpred.com

I.

2.

9. MaTepuajibHO-TEXHUYECKOE o0ecnevyeHne TUCUMIIIMHBI

3aHATHA, TEKYIIUH KOHTPOJb YCIIEBAEMOCTH U IMPOMEXKYTOYHAs aTTecTalus [0
AUCHHUIUINHE IMMPOBOIATCA B y‘-Ie6HI:IX AyAUTOPUAX, YKOMIUVICKTOBAHHBIX TUIIOBOU MG6€HBIO JJISL
oOyyJaroruxcs u penojasarens. [1o 3asBke ycTaHaBIMBAETCS MOOWIBHBIA KOMIUIEKT (HOYTOYK,
MIPOEKTOP, FKPaH, KOJIOHKH).
[TomeneHust 1Isi CaMOCTOSATEIBLHON pabOThl 00YUYAIOIMIUXCS OCHAIICHBI KOMITBIOTEPHOM
TEXHUKOW C TOJKIIOYeHHEeM K ceTu HMHTepHeT W obOecreueHbl AOCTYNOM B JIIEKTPOHHYIO
nH(}pOpMaAITMOHHO-00pa30BaTEIBHYIO CPEy By3a.
KommsrorepHoe 000pya0oBaHHE OCHAMICHO KOMIUICKTOM JIMIIEH3MOHHOTO W CBOOOIHO
pacnpoCTpaHseMOro MporpaMMHOro 00ecredeHusi, B TOM YUCJIe OTE€YECTBEHHOIO MTPOU3BO/ICTRA!

[TakeTpImporpaMMHOT000ECTICUCHUI00IIIErOHa3HAYEHUS (BO3ZMOKHBICIIC Ty FOIITUEBAPUAHT
bl:«MoitOducy, «MicrosoftOfficen,«LibreOfficen,«ApacheOpenOffice»).

[IpunoskeHne, MO3BOJAOIIEE MPOCMATPUBATh W BOCIPOU3BOAUTH MEIMAaKOHTEHT PDF-

¢aitnos «Sumatra PDF Reader», «AdobeAcrobatReaderDC».

[TpunoxeHne,O3BONSIONIEECKAHUPOBATEUPACTIO3HABATHTEKCTOBBICIOKYMEHTHI
(Bo3moxHBI cnenytomue BapuaHThl: kKABBY YFineReader», « WinScan2PDF»).
[Iporpamma-¢aiinoBeiii  apxuBaTop  (BO3MOXHBI  CIEAYIOLIME  BapHaHTHL:  «7-
zip»,« WInRAR»).
[TporpaMmaIsiopraHu3aluuUIIPOBEICHUSTECTUPOBAHH(BO3MOXKHBICTE Y IOITEBapUaH
ThL«Aliper»,«MytestX»).

[IporpaMmMa mpocMOTpa HHTEpHET-KOHTeHTa  (Opay3ep)(BO3MOXKEH — CIEAYIOLIUi
BapHuaHT:«Y andex»).
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Ipuaoxenue 1

MeToanueckue MaTepuaibl 0 AUCHHUILINHE
«Kubep0e30macHoOCTb)

1. ILnanbl NPAKTHICCKUX paﬁoT H METOAUYECCKHUE PEKOMECHAAIIUMN

Tema 1. Kubepbe3omnacHocTh B CHCTEME HAIMOHAIBHOH Oe3omacHocT PO

IIpakTuyeckoe 3ansaTue 1.1.

Bompocsr 11t 06cyxaeHus:

1.

Sk

['ocynapcTBeHHast MOIUTHKA B 00JaCTH KHOEpOE3011aCHOCTH KOMITBIOTEPHBIM aTaKkaM OT
15 ssaBaps 2013 r.

VYronoBHsli kogekc PD, paznen «IIpectymienns B chepe KOMIBIOTEPHONH HHPOPMALTUI.
3amura kubepnpocTpancTBa rocyaapcrsoM. Kubepsoiina.

[IpaBo Ha uapopmanuio B Koncruryun PO.

3amura rocyjapcTBa 1 3alura KuoepnpocTpaHCTBa.

JlokTprHa HH(POPMAITMOHHOW 6E€30MaCHOCTH.

IIpakTuyeckoe 3ansaTue 1.2.

Bompocsr 1uist 06cyxnenus

1.

SARNANE Sl el N

Kubeppoiicka. 3amuTa KHOSpIIPOCTPAHCTBA KaK OJJHA U3 3324 BOOPYKEHHBIX CHII.
HNudopmannonnas Boina. THpopMaIimoHHOE OpyXKHeE.

ITaTpnoTH3M M UHTEPHET.

NudopmanmonHoe Bo3ciicTBYIE.

BoeHnHas, rocy1apcTBeHHas1, KOMMepUYecKas TaiHa.

3amuTa caiiToB TOCYIapCTBEHHBIX OPTraHOB (JIEKTPOHHOE IPABUTEILCTBO).

Tema 2. KuGepnpectynjieHusi HpOTHB JUYHOCTH, 0011eCTBA M TOCYAapCcTBA

IIpakTuyeckoe 3ansaTue 2.1.

Bompocsr muist 06cyxnenus

1.
2.

ORISR

Peanbnas u BUpTyasbHasi TNYHOCTb.

[Icuxonoruueckast oocranoBka B MHTEepHETE: rpuduHr, KUOEpOyIIUHT, KHOEpMOOOUHT,
TPOJUTUHT, OYJUTALIU/.

besomacnas pabota B ceTH B MpPOLECCE CETEBOW KOMMYHHUKAlUU (YaThl, (GOpPYMBI,
KOH(EepeHIIMH, CKalIl, COLUaIbHbIE CETH U TIP.).

TepMuHBI cETEBOT0 3TUKETA: OBEPKBOTHHT, (uieiiM, iy, oddTonuK, CMaliIuKy U JIp.
[Ipumepsl 3THUECKUX HApYLIEHUH. 3HaUEHUE CETEBOT0 3TUKETA.

CobctBeHHOCTH B MIHTEpHETE. ABTOPCKOE MPaBO.

WuTennexryanbHas COOCTBEHHOCTb.

[TnaTHas u 6ecruraTHass HHGOPMAILIHSL.

3amuTa npaB MOTpeOUTENed Mpu HCHoJb30BaHUU Yyciayr WHrepHer. 3amwura mnpas
noTpeduTeneil yciuyr nposaiinepa.

IIpakTnyeckoe 3ansitue 2.2.

Bomnpocs! st o6cyxaenus

1.
2.

OTBETCTBEHHOCTh 32 HHTEPHET-MOIIIECHHUYECTBO.

[IpaBoBbie  akThl B 00JacTH  HUHPOPMALMOHHBIX  TEXHOJOTUA W 3allUTHI
kubeprnpocTpancTBa. OTBETCTBEHHOCTD 32 KUOEPIPECTYILIICHUSI.

KoHCTUTYIIMOHHOE TpaBO HA TOWCK, IMOJYYCHHE W PaCIpOCTpPaHCHHWE WHQPOPMAIUH.
®denepanbHblil 3aKk0H 0T 29.12.2010 Ne 436-D3 (pen. ot 28.07.2012) «O 3amute aerei ot
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>

S

Tema

uHpOpMAaIINH, IPUUUHSIONIEH Bpe] UX 370POBBIO U PA3BUTHION (IEUCTBYET C 1 CeHTAOpS
2012 roga).

WudopmanroHHoe 3aKOHOIATENBCTBO PO.

3akoH PO «O06 nndopmanuu, vHOOPMAITMOHHBIX TEXHOJIOTHUIX U O 3aIIUTEe HHPOPMAITHI.
VYronoBHas OTBETCTBEHHOCTb 3a CO3JaHHE, MCIOJNb30BAaHUE M PaclpoOCTpaHEHHE
BPEJIOHOCHBIX KOMMBIOTEpHBIX TIporpamm (cT. 237 YK P®). [IpaBoBas oxpaHa mporpamm
st OBM u BJl. Kommepueckoe I10. becnmatnoe I10 (FreeWare, Free, Free GPL,
Adware), ycnoHo-6ecruiataoe I10 (Trial, Shareware, Demo).

[IpaBOBbBIE OCHOBBI ISl 3aIIUTHI OT ClIama.

[IpaBoBas oxpana mporpamm st OBM u B/l. Jlunenszuonnoe I1O. Bunbl nuieH3uit
(OEM, FPP, kopnoparuBHbie nuiien3uu, noanucka). [10 ¢ otkpeiteim kogom (GNU GPL,
FreeBSD).

[TpaBo Ha MHpOpPMAITHUIO, HA COKPBITHE TaHHBIX, KATErOpHH WH(OPMAIIUH.

[lepconanbaple W OOMIEAOCTYIHBIE JaHHBIE, OTPAHUYCHHBIM JOCTYI. 3akoH «O
MIEPCOHANTBHBIX JTaHHBIXY.

3. CoBpemenHoe knbepnpocTtpancTBo Texnuka 6e30MacHOCTH B KHOEPNPOCTPAHCTBE

IpakTnyeckoe 3ansitue 3.1.
Bomnpocs! it o0cyxaeHus

1.

2
3.
4

)]

>

Momenaundeckue aeicteus B Matepuere. KubepnpecryrieHus

CereBoii aTuker. [Icuxonorus u ceth

[IpaBoBbIE aceKThI 3aIUTHI KUOEPIIPOCTPAHCTBA
OnnaitH  cepBuchbl s  0€30MAaCHOCTM TOJB30BaTENss B HH-TepHETE (TMpoBEpKa
KOMITbIOTEpa M (HaiJIOB HA BHUPYCHl OHJIANH, OHIAWH [eakTHBaIusa SMS-BUPYCOB,
NpoBepKa caiiTa Ha BHpYCHl, NpoBepka (aioB mo e-mail, ompexneneHue aapeca
cTpanwuIlpl, mpoBepka croumoctd CMC u ap.).
Hactpoiiku 6€30mMacHOCTH MOYTOBBIX MPOTPAMM.
3amuTa B MOMCKOBBIX CUCTeMax ((UIBTPHI AJI OTPaHUYEHUS TOTEHIU-AIbHO OMAacHOIo
COJIEPKUMOTO).
Hacrpoiiku 6e3onmacnocTu BeO-0pay3epos (Internet Explorer, Firefox u T.11.).
DJeKTPOHHAs 10YTa U CUCTEMbI MTHOBEHHOT'O OOMEHa COOOIICHUSIMHU.
Hacrpoiiku 6e3omacnoctu Cxkaiir, ICQ u nip. CriocoOs1 obecniedeHuns: 6€30macHOCTH BeO-
caifta.

10. Kubeprnpectymienus. Bunbl mHTEpHET-MOIIEHHUYECTBa (MMMChbMa, peK-JamMa, OXOoTa 3a

11.

JMYHBIMU JaHHBIMU U T.I1.). OmacHOCTH MOOMIIbHOU cBsA3H. [IpeoxkeHust mo yCcTaHOBKe
BPEIOHOCHBIX NTPHIIOKECHHN.

Momennnueckue CMC. VYTeuka u oOHapojoBaHHME JHMYHBIX JaHHBIX. [logbop u
MepexBar naposiei.

12. B310MBI aKKayHTOB B COLIMAJIbHBIX ceTsAX. Bunpl momennnuectsa B MaTepHeTe. @ummHr

(bapmuHT). A3apTHBIE UTPHI.

13. Jloxxuble antuBupychl. [lomMena crpaHul] B MHTEpHETE (CaWThI-KJIOHBI). DanbplIuBbIe

(halimo0OMEeHHUKH.

14. DnexTpoHHBIH Komienek. MOmeHHnYeCTBO MPH pacrnpocTpaneHun «oecruatHoroy I10.
15. Texnonoruu manumyavpoBanus B UIHTepHeTe.
16. Th npu nHTEpHET-001IEHUY.

IIpakTnyeckoe 3ansaTue 3.2.

Bompocs! myist 06¢cyxeHus

1.

2.
3.
4

Tb npu peructpanuu Ha BeO-caifTax.
Komnerorepnoe nuparctBo. [lnaruar.
KubepHaeMHUKH U KUOEPIETEKTHBBI.
Orenka ymiep06a oT KuOepnpecTyIICHUH.
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N

9

Wurepuer-atuker. [IpaBuia oOuienus B MIHTepHere.
OCHOBBI CETEBOT0 ITHKETA.

[Tepenucka B ceTu.

[IpaBuna noBeaeHus B ckaiime. @opym.

OO1eHue B CETH U €T0 TOCIEICTBUS.

10. Arpeccus B ceTH.
11. AHOHUMHOCTbH B CETH.
12. Bunpl 3TukeTa (JIMYHBIN, JETOBOM, MUCHMEHHBIN, NUCKYCCHOHHBIA W Tip.). Pazmmuuns

OTHUKCTA B Pa3HbIX CTPAHAX.

13. Dtuka auckyccuii. B3aumHoe yBakeHHE MPU UHTEPHET-OOIICHUH.
14. Dtuxet u 0€30MACHOCTb.

Tema 4. IIpobsembl UHTEepHET-3aBHCUMOCTH, KUOEPOY/UIMHT A
IIpakTnyeckoe 3anstue 4.1.
Bomnpocs! it o0cyxaenus

I SR RNl el

11.

12.
13.

14.
15.
16.

0.

['uruena kommneroTEpAa.

Kommnbrotep u kpoBooOpalieHue.

[Tonb3a 1 Bpea KOMIBIOTEPHBIX UTD.

Kommnsrorep u 30K.

duznyeckoe U ICUXUYECKOE 310POBbE.

IIpaBuiia noBeieHNsI B KOMIIBIOTEPHOM KJIacce.

WuTepHeT B cucteMe 6€30MacHOCTH.

TexHuka 0€30MacHOCTH MPH pabOTe ¢ KOMITBIOTEPOM.

KoMmproTep 1 MOOMIIbHBIC YCTPONWCTBA B UPE3BBIYAHHBIX CUTYAITUSX.

Menunuackass uHpopmanus B MHrepHere. KommbioTepsl 1 MOOMIIBHBIE YCTpOMCTBa B
AKCTPEMAIBHBIX YCIOBHSIX.

BosneiicTBue paaroBoIH Ha 30pOBBE B OKpyKatomryto cpeny (Wi-Fi, Bluetooth, GSM).
Kowmmiekc ynpaxkHeHu# pu padoTe 3a KOMIBIOTEPOM.

BozneiictBue Ha 3penue DJIT, KUAKOKpUCTANIMYECKUX, CBETOIMOMHBIX, MOHOXPOMHBIX
MOHHTOPOB.

KomneioTep B pexxuMe TpyJa U OTAbIXa.

Bnusiaue koMnbroTepa Ha penpoayKTHUBHYIO CUCTEMY.

Bpenusie ¢pakTopsl paboThI 32 KOMIIBIOTEPOM U UX MOCIIEICTBHSL.

IIpakTnyeckoe 3ansTue 4.2.

Bompocs! muist 06¢cyxeHus

17.

XN R

— = = \O
LN = O

Opranuzanus pabo4ero Mecra
HNHTepHET-cO00IIeCTRO.
NHTepHeT-3aBUCUMOCTb.
ComuanbHable ceT. JIeTCKHe COUalbHBIC CETH.
BupryansHas TM4HOCTS.
3aBucuMOCTb OT IHTEpHET-0011IeHHUS.
PazBiieuenus B nTepHere.
[Ipu3Haku UTrpoBOIl 3aBUCHMOCTH.
CereBble UTpBI.
Caittel 3HakoMcTB. 30K 1 KOMIBIOTED.
. Bugp! 3aBucumoctu. JlectpyktuBHas uHpopmanus B MIHTepHeTe.
. Bugpl IaTEepHET-3aBUCUMOCTH.
. KubepxynbsTypa (MaccoBast KyJIbTypa B CETH) U JIMYHOCTb.
. [lcuxonorudeckoe Bo3aeicTBHE HH(DOPMAITUN HA YEIIOBEKA.
. YIpaBieHue JUYHOCTBIO uepe3 ceTb. VHTEpHET U KOMIBIOTEpHAs 3aBUCUMOCTh
(ammukims).
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15.

16.

17.

Kpurepun 3aBUCHMMOCTH (IIPHOPUTETHOCTb, W3MEHEHHUs HACTPOECHMS, TOJIEPAHTHOCTD,
CUMIITOM pPa3pbiBa, KOH(PIUKT, pEIIUIUB).

Turnel HHTEpHET-3aBUCUMOCTH (IIPUCTPACTHE K paboTe C KOMIBIOTEPOM, K HABUTAIlUU U
MOUCKY MH(OPMAIMK, UTPOMAHUSI U 3JIEKTPOHHBIE MOKYIKH, 3aBUCUMOCTh OT CETEBOIO
OOIIEHNS).

Knaccudukanust ”HTepHET-3aBUCUMOCTEH

Tema 5. Metoabl obecnieuenusi 6esonacHoctTu [IK u Unrepuera. Bupycsbl M aHTUBUPYCHI

Nk W=

9.

10.
1.
12.

IIpakTnyeckoe 3ansaTue 5.1.

KoHTeHT-OunbTpsI.

ITouckoBsle cepBepBHL.

ITpu3Haku 3apakeHus1 KOMIbIOTEpPA.

AHTUBUpPYCHAas 3alUTA.

3ammra daitno. bezonacHocTh mpu ckaunBaHUU (HaNIIOB.

3amuTa NporpamMm M JaHHBIX OT HECAHKIIMOHUPOBAHHOTO KOITMPOBAHUSI.
OpraHu3annoHHbIe, IOPUANYECKHE, NMPOrpaMMHBIE M IMPOrpaMMHO-AININapaTHbIE MeEpbI
3aIUTHI.

3ammra OporpaMM M JaHHBIX C MOMOIIBIO MapoJsiel, NMPOrpaMMHBIX U 3JEKTPOHHBIX
KIIFOYEH, CEpUIHBIX HOMEPOB, IIEPEHOCA B OHJIAKH U T.II.

Henepemeniaemble mporpamMmsl.

3amuTa OT KONMPOBAaHUS KOHTEHTA caiiTa.

Uctounnku 3apaxenus [1K.

AntuupycHoe 110, Buapl 1 HazHaueHHe. MeTOobI 3alUThl OT BUPYCOB.

IIpakTHyeckoe 3ansaTHe 5.2.

Bompocs! myist 06CcyxeHus

1.

AR

10.
11
12.

13.

14.

[Tpobnembl Ge3omacHOCTH UHPPACTPYKTYypbl MHTEpHETa (IPOTOKOJIBI MapUIpyTHU3ALUN
CEeTH, CUCTEMA JJOMEHHBIX UMEH, CPEACTBAa MapUIPyTU3ALUH U T.I1.).
[TpoBepka nogmuHHOCTH (ayTeHTH(UKanus) B IHTepHETE.
Mepni 6e3omacHocTH A1 nosnb3oBarenss WiFi. Hactpoiika 6e30macHOCTH.
Bupycs! a1t MOOMIIBHBIX YCTPOUCTB (MOOMIIbHBIE OaHKEPHI U Jp.).
Hacrpoiika kommproTepa st 6e30nacHoi paboTsl. OMMOKH MOJIB30BATENS.
Mepsl  nuuHOM  Oe3omacHocTH  mpu  ceteBoM  obuienuu.  IlpemorBparienue
HECAHKIIMOHUPOBaHHOTO octyna K [1K.
[Taponu, 6GMoMeTprUUecKrue METObl 3alIUTHl U aAyTEHTU(HUKAIMS C MMOMOIIBI0 BHEITHUX
HOCHTEIIEH.
[TpocTble ¥ AUHAMUYECKU U3MEHSIoNMecs napoyu. bops0a ¢ yreukamu nHpOpMaIum.
Cpenctsa koHTpoJisa qoctymna. [IpaBa monp3oBateneii. CriocoObl pa3rpaHUYeHUs JOCTYIIA.
OTiinums BUPYCOB U 3aKJIAJIOK.

. AHTUBHpYCHBIE TTporpamMmbl 1 [1K: ckanepsl, peBU30pHI U JIp.

Haubonee n3BecTHble aHTUBUpYCHBIE TporpaMMel. Kaspersky Internet Security. Dr.Web
Security Space. ESET NOD32 Smart Security. Kommepueckoe u OecruiaTHoe
antusupycHoe I10.

OmnunaiiH cepBHUCHI JuIs 0€30MaCHOCTH MOJIb30BATENs B MHTEpHETE (MIPOBEpKa KOMITbIOTEpa
1 ¢aiuioB Ha BUPYCHI OHJIAWH, OHJIAWH neakTuBaius SMS-BUpyCcOB, MpoBepka caiiTa Ha
BHpYCHI, TIpoBepka (aisioB mo e-mail, ompeaeneHne aapeca CTpPaHUIBI, ITPOBEpKa
cronoctu CMC u ap.).

Hacrtpoiikn 06€301macHOCTH TOYTOBBIX NPOrpaMM. 3alluTa B TOWCKOBBIX CHCTEMax
(uabTPHI A1 OrpaHUYEHUS TOTEHIIUAIBHO OTIACHOTO COJCPKHMOTO).

2. 3apaHus VIS CaMOCTOATEIbHOH PadoThI
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Tema 1. Kubepbe3omnacHoCTh B CHCTEME HAIIMOHAIbHOH Oe3omacHocT PO
[ToAroToBUTH NOKIAJ IO TEME:

1. HWuadopmanmonnas BoitHa. UH(DOpManimoHHOE OpyKHUe.

2. TlaTpuoTU3M M UHTEPHET.

3. HWHudopmammoHHOE BO3ACHCTBHE.

Tema 2. KuGeprnpecTynieHus IpOTUB JIMYHOCTH, OOIECTBA U TOCYAapCTBa
[ToAroToBUTH TOKIAJ MO TEME:
1. PeanbHas U BUPTyaslbHas JINYHOCTb.
2. Ilcuxonoruueckasi o6cranoBka B MHTEepHeTe: rpuduHT, KHOEpOYUIMHT, KHOSpMOOOUHT,
TPOJUTUHT, OyJUTHLIU.

Tema 3. CoBpemeHnHOe KnOEepnpocTpaHcTBO TexHuKa 0€30IMacHOCTH B KHOEPIPOCTPAHCTBE
[ToaroTOBUTH MOKIIAL IO TEME:

1. DneKTpoHHBIN KOIIETEK.

2. MoueHHYeCTBO MPHU pacpocTpaHeHuH «oecraTrHoro» I10.

3. IlpaBuia noBeneHHs B CKaWIIe.

4. ®opym. IlpaBuna noeaeHus

Tema 4. [Ipo6aembr IHTEpHET-3aBUCUMOCTH, KHOEPOYIITMHTA
IloaroToBUTH JOKIIAJ IO TEME:
1. Buael UHTEpHET-3aBUCUMOCTH.
2. KubepkynbTypa (MaccoBasi KyJbTypa B CETH) U JINYHOCTb.
3. Tlcuxomornueckoe Bo3aecTBUE HHGOPMAIIMH HA YEJIOBEKa

Tema 5. Metonpl o6ecrieuenus 6e3onacHoctu [1K u MaTepHeTa. Bupychl 1 aHTUBHPYCHI
IToaroToBUTH JOKIIAJ IIO0 TEME:

1. Mepsl 6e3omacHocTH s nonb3oBarens WiFi. Hactpoiika 6e3omacHOCTH.

2. Bupychl 11t MOOWIIBHBIX YCTPOMCTB (MOOUIIBHBIE OaHKEPHI U JIP.).

3. IlpuMmepHbIe TeMbl pedepaToB

1. Hudopmanus - pakTop cyliecTBOBaHUS U pa3BUTHs 001iecTBa. OCHOBHBIE (HOPMBI

nposiBIeHus: uHpopMalmu, e€ CBOWCTBa Kak 00bekTa 0€30IacHOCTH.

[TonsiTue 6e3onacHocT U €€ coctapistonue. bezomacHocTs HHPOpMAITHH.

Ob6ecneuenne HHPOPMAIIMOHHOM 0€301MaCHOCTH: COIEPIKaHUE U CTPYKTYpPa OHSATHSL.

HanmonansHblie nHTEpeck B UHGOpMaIMOHHOM cdepe.

HcTounuku u coaepkanue yrpo3 B ”HGOPMAIMOHHOH cdepe.

CooTHomieHne NOHATUH «MH(POpMaIIMOHHAs 0€30MIaCHOCTb» U «HAI[MOHATIbHAs

0€30MaCHOCTbY»

7. Puck paboThl Ha IepcoHaIbHOM KomImbloTepe. [InanupoBanue 6e3omacHoi paboThl Ha
MEPCOHAIIBHOM KOMIIBIOTEPE.

8. HHupopmanus - pakTop CylecTBOBaHMS U pa3BUTHUS OOIIECTBA.

9. Uenu u 3a1a4n 3alMTH HHPOPMALIHH.

10. Opranmzanys 3amuThl KOHOUISHIIHATEHON HH(OPMAITIH.

11. Bugsl 3amumaemMoit nHpopmanmu B chepe rocyJapCTBEHHOTO U MyHHITHITAILHOTO
yIpaBlIeHUSI.

12. YpoBHu BeneHus nHOpMAIIMOHHOHN BOHHBI. OniepaTuBHAs MACKHPOBKA.
Pannosnexrponnas 6oprba. Bo3meiicTBue Ha ceTH.

13. OcHOBHBIE TIOJOXKEHUSI TOCYJAPCTBEHHONH HH(POPMAIMOHHONW MOMUTHKH Poccuiickoit
denepanuu.

SARNANE IRl N
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[Ipunoxenue 2

OueHoyHble MaTEepHAJbI 110 JUCHHUIIUHE
« Knbepo0e3zonacnoctb»

1. OueHouyHble MaTepHAJbI 1JIsl TEKYIIEr0 KOHTPOJIS
1.1. TecToBbIe MaTEpHAJIbI

Tect 1
1. UndopmanmonHas 6€30MacHOCTb 3aBUCHUT OT:
a) KOMITBIOTEPOB, TOIepKUBAtOIIeH HHPPACTPYKTYpHI +
0) monp3oBaTeei
B) HHpOpMauu
2. TapretupoBaHHas aTaka — 3TO:
a) aTaka Ha ceTeBoe 000pyJ0BaHUE
0) aTaka Ha KOMIIBIOTEPHYIO CUCTEMY KPYITHOTO MPeInpUsiTus +
B) aTaka Ha KOHKPETHBIA KOMITBIOTEP MOJIb30BATEIS
3. Stuxnet — 370:
a) TPOSIHCKasl MporpaMma
0) MakpoBHpycC
B) MPOMBINUICHHBINA BUPYC +
4. OcHOBHas Macca yrpo3 HH(pOpMaIIMOHHOH 0€30MacHOCTH MPUXOAUTCS Ha:
a) TposiHCKHE ITporpaMMsbl +
0) llIn1oHckKMe mporpamMmbl
B) Uepsu
5. Ilox kakue CUCTEMBI paclpoCTpaHEHHE BUPYCOB MPOMCXOIUT Hauboiee TMHAMUYHO:
a) Windows
0) Mac OS
B) Android +
6. Kakoif Buj uaeHTu(uKanum 1 ayTeHTU(UKALUHU MOJTy4riT HauOoJIbIIee pacIpoCTpaHEeHuUE:
a) cuctemsl PKI
0) MOCTOSIHHBIE MApOJIH +
B) OJIHOPA30BbIE TTAPOJIH
7. Kakue yrpo3sl 6€30nacHOCTH HH(POPMALIUH SIBIISIOTCS MPEHAMEPEHHBIMU:
a) OIIMOKY TIepcoHasa
0) OTKpBITHE TEKTPOHHOIO MUCbMA, COAEPKALIETO BUPYC
B) HE aBTOPU30BAHHBIN JIOCTYII +
8. Uro Ttakoe «oddrom»:
a) coob1ienne He 1o Teme gpopyma +
0) gacTh rapaepoda
B) GyTOOJIbHBIN TEPMUH
9. Cucremoii kpunrorpagpuueckoi 3auThl HHPOPMALIUHU SABIISIETCS:
a) BFox Pro
0) CAudit Pro
B) Kpunro I1po +
10. CITAM:
a) arpeccUBHOE MOBEIeHHE Ha popymax
0) MaccoBast pacchblUIKa peKJiaMbl ¥ IPOYUX OObSABICHUN +
B) IIETIOYKA HETIOHSTHBIX, HEJIOTHYHBIX OOBSICHEHUI
11. Kakue BUpyChl akTUBU3UPYIOTCS B CAMOM Havalie paboThl C ONEpaliMOHHON CUCTEMO:
a) 3arpy304HbIC BUPYCHI +



0) TPOSHIIBI

B) UEepBU

12. IlepeBenute Ha s3Ik IHTEpHETA BBIPAXKEHHE «IUTH BOIY»:

a) neitm

0) duyn +

B) CITIAM

13. «CrnoBecHast BoiiHa», BOSHHKAIOIIAst HHOTa Ha (opyMax:

a) dueiim +

6) CITAM

B) iy n

14. J1ns BeIgesIeHUs] HANOOJIee 3HAYUMBIX CJIOB B TEKCTE UCTIONB3YIOT:

a) KypCuB

0) moT4epKUBaHUE

B) KUPHBIA MIPUPT +

15. Ha6op cnoB 3AI'JTABHBIMU GykBamMu CITyKHT:

a) JUIsl BBIPaKEHUS CUIIBHBIX YMOLIUHN +

0) U1 0003HAYEHUS YETO-TO OOJIBIIIOTO

B) /ISl IPUBJICYCHUSI BHUMAHUS cOOECeHUKA K TJIABHOMY B BbICKA3bIBAHUU

RELAP

RELAP

16. Hopmbl oOuienust B cetu MHTEpHET:!

a) MHTEKET

0) HETHKET +

B) DTHKET

17. BeiOepute BepHOE yTBEPHKACHHUE.

ABTOpCKHE MOCTHI, pa3MelaeMble MOJIb30BATEISIMU B COITMANIBHBIX CETSIX U OJIorax:

a) HUKOT/Ia HE CO/IePIKaT MePCOHATbHON MH(POPMALIUH, TOITOMY X ITyOJIHKAIHUS HE HECET
CEPBhE3HBIX MOCIIEICTBUI

0) Bceraa coliepaT U3JHIIHIO ePCOHANBHYIO HH)OPMAIIHIO O YEIOBEKE, YTO MOXKET
HABPEIUTH HE TOJIBKO €ro permyTaluu, HO U JUYHOM 0e30MacHOCTH

B) OIICHMBAIOTCS YUTATEISIMH MT0-Pa3HOMY, IOITOMY HEBO3MOXHO MPEICKa3aTh, KaK MyOJInKaIusI
MOCTa OTPA3UTCS Ha PEMyTalliu ero aBTopa +

18. Ykaxkure ycTpoMCTBO AJIs NOJIKIIOUEHHUS] KOMIIBIOTEPA K CETH:

a) MBIIIb

0) MoaeM +

B) CKaHep

19. IIpu mpocmoTpe BeO-caiiToB 1 o0ieHnn yepe3 MHTepHeT:

a) Bl ocTaBnsieTe 37€KTPOHHBIE CJ€/Ibl, KOTOPbIE MOXKHO yJIaTUTh CAMOMY

0) BeI ocTaBisieTe 3JEKTPOHHBIE CIIE/Ibl, KOTOPBIE XpaHITCs TOJIbKO Ha Bamem koMmbroTepe
B) BBl ocTaBisieTe a5eKTpoHHBIE Clie/bl («ITU(POBBIE OTIEYATKNY ), IO KOTOPHIM MOKHO
OIpENIeINTh, KaKhe CTpaHuLbl Bel mpocMarpuBanu u kakou [P-agpec komnsrorepa Bol
HCIOJIb30BaIN +

20. I'naBHoOI (hyHKIMEH OpaHIMaydIpa SBISETCS:

a) TMOTIOTHUTENIbHOE 0(HUCHOE TIPUITOKECHHS JIJTs1 pabOThI ¢ 0a3aMu TaHHBIX

0) 3aImuTa KOMIIBIOTEpPA OT B3JI0Ma XaKepaMH, a TAK)Ke BCEBO3MOKHBIX BUPYCOB U «TPOSTHOBY +
B) YIIPOIIEHUE U ONTUMHM3AIHS pabOThI ONIEPAlMOHHON CUCTEMBbI

exsama0+

21. Yro HE nomMoKeT 3aIlMUTUTh CBOKO JIEKTPOHHYIO MOYTY OT B3JIOMA:

a) IePUOINYECKU MEHSTD a/IpeC MIEKTPOHHON MOYTHI, MEHITh MTPOBaiiIepoB +

0) co3laBaTh pa3HbIC MAPOJIU OT PA3HBIX AKKAYHTOB

B) HE OTKPBIBATh COOOIICHHUS C HE3HAKOMBIX U MO/I03PUTEIBHBIX aJIpECOB
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22. Korja MOXHO TOJIHOCTBIO JIOBEPSITh HOBBIM OHJIAWH-APY3bsIM:

a) TIOTOBOPUB T10 TeNePOHY

6) aHruero He Moxet Aath 100 %-HyI0 rapaHTHIO TOTO, YTO OHJIAWH-APYTY MOXHO JIOBEPATH +
B) mocyie oomMeHa doTtorpadusMu

23. Yto nenath, €CIIM BaM MPHUIILIO TTHCHMO O TOM, YTO BbI BBIUTPAJIH B JIOTEpEE:

a) CBSI3aThCS C OTIIPaBUTENIEM TI0 TeledoHy

0) mepeiTH 1o CChUTKE B MUChME, BeIb MH(OPMAIIHS MOKET OKa3aThCs MPaBIOH

B) YIQJIUTh €ro U 3a0JIOKUPOBAThH OTIIPABUTENS +

24. Kakyto nHpopmMainio o cedbe MOKHO BBIKIIAABIBATh B IHTEpHETE B OTKPHITOM JIOCTYIIE:
a) MecTo pabOTHI pOAUTEINICH

0) 0 cBOMX MHTepecax +

B) HOMeD TenedoHa

25. Kak 3amiuTuTscst OT HETaTUBHOTO KOHTEHTA:

a) oOpaTUTHCS K aBTOPY HETaTUBHOTO KOHTEHTA

0) He oOpamaTh Ha HEr0 BHUMaHUS

B) HCIIOJIB30BaTh Oe3omacHbIi mouck Google u 6e3omacHbI pexum Ha YouTube +

26. B xakoM city4ae HapylIaeTcsl aBTOPCKOE MPaBo:

a) MpH MCTIOJIb30BAaHUM MaTepHuanoB Bukumneanu st MOArOTOBKY JTOKJIa/la CO CChUIKON Ha
HCTOYHUK

0) pu pa3menieHur Ha YouTube cOOCTBEHHOTO BHICOPOIUKA C KOHIIEPTA KAKON-TMOO0 TPYTIIbI
+

B) IIpU MIPOCMOTpPE TPAHCIISIIIMM HAa OQUIIMATIEHOM CaliTe TelleKaHata

27. TpostHCKas mporpaMmma oracHa TeM, 4To:

a) MPOHUKAET HAa KOMIBIOTEP MO/ BUJOM IOJIE3HON MPOrPaMMBbI U BBITOJIHIET BPEIOHOCHBIE
neicTBus 0e3 BeoMa Mmojib30BaTens +

0) o0J1ajlaeT BCEMH BBIIIETIEPEUYHCICHHBIMUA BO3MOYKHOCTSIMHU

B) BBIHYK/Ia€T TIOJIB30BATEINISI BO3BPAIIATh JOJTH JaHANIICB

28. KnaBuaTypHbIi IIIHOH:

a) FOPUINYECKUI TEPMHH, UCTIONB3YEMBIN 111 0003HAYCHHUSI TPABOHAPYIICHUH, CBSI3aHHBIX C
nH(pOpMaAITMOHHOM 0€30MMacCHOCTHIO

0) hu3nueckuii TEpPMUH, UCTIOIB3yEMbIN JJs1 0003HAYCHUS TPABOHAPYIIICHUH, CBSI3aHHBIX C
nH(pOpMaAITMOHHOM 0€30MMacCHOCTHIO

B) IIporpamMma, OTCJICKUBAIOIIAsI BBOJI MTOJIb30BATEIIEM MAapOJIeH U MUH-KO/I0B +

29. Yto He sABIISIETCS IEPCOHATIBHBIMU JTAHHBIMU:

a) uctopus 60ye3HU +

0) macrmopTHBIC TaHHBIE

B) aMuHs, UMs1, OTIECTBO

30. Yto nenath, €Ciiv Bbl CTAJIM KEPTBOW MHTEPHET-TPABIIHU:

a) CHIMATh yIpo3aMH B OTBET, MPEJIaraTh BCTPETUTHCS U Pa300paThes

0) 0OpaTUTHCS B aIMUHUCTPAIIMIO Pecypca ¢ MpOock00i Haka3aTh OOUIUHKA +

B) BBIKUHYTh KOMIIBIOTED

Tect 2

1) K nmnpaBoBbeIM MeTodaM, oOeclneunBaOIUM HHPOPMALHMOHHYIO 0€30MacHOCTb,
OTHOCSTCS:

- Pa3paboTka anmapaTHBIX CPEJICTB 00CCIICUEHHUS TPABOBBIX JTaHHBIX

- Pa3paboTka m ycTaHOBKa BO BCEX KOMIIBIOTEPHBIX NPABOBBIX CETSAX JKYPHAJIOB ydeTa
neucTBUI

- PaspaboTka W KOHKpeTH3amus MPaBOBBIX HOPMATHUBHBIX AaKTOB OOeCIeUYEeHUS
0e30MmacHOCTH
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2) OCHOBHBIMM HCTOYHHMKAMH YyTpo3 HHPOPMAIMOHHOW O€30MacCHOCTH SABISAIOTCA BCE
yKa3aHHOE B CIIUCKE:

- XHMIIEHUE KECTKUX AUCKOB, IOJKIIOYEHUE K CETU, HHCAUIEPCTBO

- [lepexBaT AaHHBIX, XUIIECHNUE TaHHBIX, U3MEHEHHE apXUTEKTYPbl CUCTEMBI

- XuleHue AaHHBIX, MOAKYI CHUCTEMHBIX aJMHHUCTPATOpPOB, HApyLIEHHE pErIaMeHTa
paboThI

3) Bunbl nHpOpManuoOHHOH 6€30MaCHOCTH:

- [lepconanbHast, KOprnopaTUBHas, rOCyJapCTBEHHAs

- Knuenrckas, cepBepHas, ceTeBas

- JlokanpHas, rinobanbpHas, CMEIIaHHAs

4) Ilenmm wuHbpOpManMOHHON  OE€30MaCHOCTH — CBOEBPEMEHHOE OOHapyXeHHue,
npenynpexiaeHue:

+ HECaHKIIMOHUPOBAHHOIO JI0CTYIA, BO3AEHCTBUSA B CETU

- MHCalliepcTBa B OpraHu3aluu

- Ype3BbIYAMHBIX CUTyaLUN

5) OcHoBHBIE 0O0BEKTH HHPOPMAIIMOHHONW 0€30MaCHOCTH:

- KoMmnsrotepHsie cetu, 6a3bl JaHHBIX

- UuopmManimoHHbIe CHCTEMBI, ICUXO0JOTHYECKOE COCTOSHUE MOJIb30BaTeNeH

- bu3Hec-opueHTHPOBAHHBIE, KOMMEPUYECKHE CUCTEMBI

6) OCHOBHBIMH pUCKaMU HH(POPMALIMOHHON 0€30MacCHOCTH SBIISIIOTCS:

- Uckaxxenue, ymMmeHbIIeHHE 00beMa, MEPEKOAUPOBKA HHPOpMATTUHT

- TexHuueckoe BMENIaTEeNbCTBO, BBIBEICHUE U3 CTPOSI 000PYI0BaHUS CETH

- [ToTeps, uckaxxenue, yreuka HHpOpMauu

7) K ocHOBHBIM mpuHIOHMIAM o0ecrniedeHust HHGOpMaIMOHHON 0€301MaCHOCTH OTHOCUTCS:
- DkoHOMHUYECKOH () PEKTUBHOCTH CUCTEMBI 0€30TIaCHOCTH

- MHoromiaThopMeHHON peatu3anuu CUCTEMBI

- YcuneHus 3allUIIEHHOCTH BCEX 3BEHbEB CHUCTEMBI

8) OcHOBHBIMU CyObeKTaMU HHPOPMALMOHHON 6€30MacHOCTH SIBISIOTCS:

- PYKOBOJUTEINH, MEHEIKEPhI, aIMUHUCTPATOPbl KOMIIAHUH

- Oprasbl IpaBa, rocyJapcTaa, OusHeca

- ceTeBble 0a3bl TaHHBIX, (PaepBOIIBI

9) K ocHOBHBIM (DYHKIHSIM CUCTEMBI 0€30MaCHOCTH MOKHO OTHECTH BCE MEPEUUCICHHOE!
- YCTaHOBJIEHUE PETJIaMEeHTa, ayIUT CUCTEMBI, BBISIBIIEHUE PUCKOB

- YcTaHOBKA HOBBIX O(UCHBIX MPUITOKEHUH, CMEHA XOCTUHT-KOMIIAHUH

- Baeapenue ayrenTudukanuu, npoBepku KOHTAKTHBIX JAHHBIX M10Jb30BaTeNei
10) IIpuaiunom nHGOPMAITMOHHON 0€30NMAaCHOCTH SBJISETCS MPUHIIUI HEIOMYIICHHUS:
- HeonpaBnaHHBIX OrpaHnueHuil mpu paboTe B ceTH (CUCTEME)

- PuckoB 0€30MacHOCTH CETH, CUCTEMBI

- [Ipe3ymnuuu ceKpeTHOCTH

11) IIpyHIUTIOM TOJUTUKN UHPOPMAIIMOHHON 0€30MacCHOCTH SABISAETCS MPUHITUIL:
- HeBO3MOKHOCTH MUHOBATh 3aLIUTHBIE CPEACTBA CETU (CUCTEMBI)

- YCcuneHHus OCHOBHOTO 3B€HA CETH, CUCTEMBI

- [onHoro OIOKMpPOBaHHUS AOCTYyNA PU PUCK-CUTYyaLUAX

12) IIpyHIUIIOM TOJUTUKH UHPOPMAIIMOHHON 0€30MacHOCTH SABJISAETCS MPUHITUIL:
- YcuneHus 3allUIIeHHOCTH CaMOI'0 He3alIUIIEHHOI0 3B€HA CEeTH (CUCTEMBI)

- [lepexona B 6e30macHOE COCTOSIHME pabOTHI CETH, CHCTEMBI

- [TonHoro nocrtymna noJjib3oBaTenael KO BCEM pecypcaM CeTH, CUCTEMBI

13) IIpyHIUIIOM TOJUTUKH UHPOPMAIIMOHHON 0€30MacHOCTH SABJISETCS MPUHITUIL:
- Paznenenns noctyna (00s3aHHOCTEH, MPUBUIIETUN ) KIUEHTAM CETH (CUCTEMBI)

- OnHOYPOBHEBO 3aIIUTHI CETH, CUCTEMBI

- CoBMECTUMBIX, OJJHOTUIIHBIX TPOTPAMMHO-TEXHUUYECKUX CPEICTB CETH, CHCTEMBbI
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14) K 0OCHOBHBIM THIIaM CPEJCTB BO3/CHUCTBUS HA KOMIBIOTEPHYIO CETh OTHOCHUTCS:
- KomnerorepHslit cOoit

- Jlornyeckue 3aknagku («MHHBI»)

- ABapuiiHO€ OTKJIIOUEHUE MUTAHUS

15) Korna monydeH cnam 1o e-mail ¢ mpunoxxeHHBIM (aiimoMm, cieayer:

- [IpouuTtaTh NpuI0KEHHUE, €CIU OHO HE COACPKUT HUYETO IIEHHOTO — YJIaJIUTh

- CoxpaHuTh NpujoXeHue B napke «Cnam», BBISICHUTH 3aTeM [P-agpec renepaTopa cnama
- YanuTh MUCbMO C IPUJTIOKEHUEM, HEe pacKphiBas (He 4uTas) ero

16) Ilpunnun Kupxroda:

- CekpeTHOCTh KJII04a OIpeieeHa CEKPETHOCTHIO OTKPHITOTO COOOIIEHUS

- CexpeTHOCTh HHPOPMAIIUH OTIpeiesieHa CKOPOCThIO TIepejaun TaHHBIX

- CeKkpeTHOCTh 3aKPBITOr0 COOOLIEHUS OMpPEaeIeTCs CEKPETHOCThIO KIII0Ya

17) BDIII — aTo:

- DnexTpoHHO-IUGPOBOH MpeoOpazoBaTeslb

- DneKTpOHHO-IIU(pOBas MOANHUCH

- DIEeKTpOHHO-IIU(PPOBOH MPOIIECCOp

18)  Hambomee  pacmpocTpaHeHbl  yrpo3sl  wWHQOpMaNHOHHOW  OEe30MacHOCTH
KOPIMOPAaTUBHOU CUCTEMBI:

- [loxynka HenauneHnsuonuoro 110

- OmuOKH KCIIyaTalii U HEYMBIIIJIEHHOTO U3MEHEHHS peXruMa pabOThl CHCTEMBI
- Co3HATeNbHOTO BHEJIPEHUS CETEBbIX BUPYCOB

19) Haubonee pacnpocTpaHeHbl YTpo3bl HHPOPMAITMOHHON O€30TTaCHOCTH CETH:

- PacipeeneHHbIi JOCTYN KIUEHT, OTKa3 000py10BaHUS

- MopanbHbIid U3HOC CETH, HHCANIEPCTBO

+ C06oii (0oTKa3) 000pyAOBaHUS, HEJIETATLHOEC KOMUPOBAHUE JaHHBIX

20) Hanbonee pacnpocTpaHeHBI CPEICTBA BO3ICHCTBUS HA ceTh oduca:

- CnaOsb1it Tpaduk, ”HGOPMAITMOHHBIN 0OMaH, BUPYChl B HHTEPHET

- Bupycsl B ceTn, noruueckre MUHBI (3aKJIaIKH), HHOOPMAITMOHHBIN ITEpexXBaT

- KomnbrorepHsie c60M, H3MEHEHUE aIMUHCTPUPOBAHUS, TOTIOJIOTUU

21) YTeukoit nHGOpMAIIUK B CHCTEME HA3bIBACTCS CUTYyAIlUs, XapaKTepu3yeMas:

- [loTepelt naHHBIX B CUCTEME

- U3menenuem popmbl nHGOpMALTHH

- 3MeHeHuneM coniepkanus HHPOPMaILUH

22) CsoiictBamMmu  uHbOpMaUu, Hambojee AaKTyaJIbHBIMH TPU  OOECICUYCHUH
nH(pOopMaIMoOHHON 0€30MacHOCTHU SABISIOTCSA:

- lHeaocTtHOCTH

- locTynnHOCTH

- AkTyanpHOCTBI

23) Yrpo3a nuHGpOpMaMOHHON cucTemMe (KOMIBIOTEPHON CETH) — ATO:

- BepositHoe coObiTHE

- eTepMuHupoOBaHHOE (BCErja onpeaesieHHOe) COObITHE

- CoObITHE, TpOUCXOAIIEe TEPUOUYECKHI

24) Hudopmanus, KOTOPYyIO CcIeayeT 3amuinaTh (1o HOpMaTHBaM, IpaBWiIaM CeTH,
CHUCTEMBI) Ha3bIBACTCS:

- PernmamenTupoBaHHOM

- [IpaBoBoit

- 3amumaeMon

25) Pa3HOBUIHOCTSMH yrpo3 0Oe3omacHOCTH (CeTH, CHCTEMBbI) SBJSAIOTCA BCE
MEepUYUCIEHHOE B CIIUCKE:!

- [IporpamMmHbIe, TEXHHYECKHE, OPTaHU3AIMOHHBIE, TEXHOJIOTHYECKHE

- CepBepHble, KIMEHTCKHE, CTyTHUKOBBIE, HA3EeMHBIE

- JInuHble, KOPIOpPATUBHBIE, COIlUATbHbBIE, HAIITUOHAJIbHbIE
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26) OKOHUYaTENbHO, OTBETCTBEHHOCTD 3a 3alllMIIEHHOCTh AAHHBIX B KOMIBIOTEPHON CETH
HECeT:

+ Bnangenen cetu

- AIMUHHUCTpPATOp CETH

- [lonp30BaTensb ceTu

27) llonutuka 6€30MaCHOCTH B CUCTEME (CETH) — 3TO KOMILIEKC:

- PykoBoacTB, TpeboBaHMi1 obecreueHuss HEOOXOAUMOro ypOBHs 0€30MacHOCTH

- UHCTpYyKIMii, aNTOPUTMOB MOBEACHUS MOJb30BATEINS B CETH

- Hopmel nHDOpManimoHHOTO MpaBa, cobiogaeMble B CETH

28) Haumbonee BaXHBIM TMpH pealu3allMu 3alIUTHBIX Mep IMOJUTHKH O€30MacHOCTH
SIBIISICTCSL:

- AyauT, aHaiu3 3aTpar Ha MPOBEACHUE 3aUIUTHBIX Mep

- AynuT, ananu3 0€30MacHOCTH

- AyauT, aHallu3 ysI3BUMOCTEH, PUCK-CUTYyaIIUI

Kputepun onenku:
JIsi ouleHKHM pe3yabTaTOB TECTHPOBAHHUS IMPEAYCMOTPEHA CIAEAYIONIAasl CHCTEMa OLICHUBAHUS
Y4EeOHBIX JIOCTHKCHUN CTYJCHTOB:
3a KaXK7bIii MPaBUIILHBIN OTBET CTaBUTCS 1 Oasu,
3a HenpaBWIbHEINA 0TBET — () GaIoB.
Ecnu ctynenT nHabupaet
ot 85 10 100 % npaBUIBHBIX OTBETOB €MY BBICTABIISETCS OLEHKA «OTIMYHOY;
oT 72 10 84 % npaBUIBHBIX OTBETOB — OIIEHKA «XOPOIIIOY,
ot 51 10 71 % npaBUJIBHBIX OTBETOB — OLIEHKA «YAOBJIETBOPUTEIILHOY,
MeHee 50 0a/ioB — OlleHKa «HEYIOBJICTBOPUTEIHHOY.

1.2. Bonmpocsl 1151 codece10BaHuUs

Tema 1. KubGep0e30nacHOCTH B cHCTeMe HAIMOHAJILHOI O0e3onacHocT PM
1. TocynapcTBeHHas MOMUTHKA B 001acTu KMOEepOe30MacHOCTH KOMIBIOTEPHBIM aTakam OT
15 suBaps 2013 r.
2. YronosHsIi koaekc PD, pazaen «Ilpectymienus B cdepe KOMIbIOTEPHOM
HHpOpPMALIUN.
3amuTa KubeprpocTpancTsa rocyaapctsom. Kubeppoiina.
[IpaBo Ha uapopmanuio B Koncruryun PO.
3amuTa rocyJapcTBa v 3aliuTa KubeprnpocTpaHCTBa.
JlokTprHa HH(POPMAITMOHHOW OE30MaCHOCTH.
KubGepsoiicka. 3amuTta KuOeprpoCcTpaHCTBa KaK OJJHA U3 331a4 BOOPYKEHHBIX CHIL.
Nudopmanmonnas BoiHa. THPpOpMAIIMOHHOE OpYXKHE.
. TlaTpuoTu3M U UHTEPHET.
10. UnopmarmonHoe Bo3ieiiCTBHE.
11. BoenHas, rocyaapcTBeHHasi, KOMMEpYECKas TalHa.
12. 3amura caiiTOB rocyJapCTBEHHBIX OPTraHOB (JIEKTPOHHOE MPABUTEIILCTBO).

0N L kW

Tema 2. KuOepnpecTynjieHusi HpOTHB JJMYHOCTH, 001IeCTBA M TOCY1apCcTBa
1.  PeanbHas u BUpPTyalbHAs JIUYHOCTD.

2. Tlcuxomoruueckass obcraHoBka B MHuTepHeTe: rpuduHr, KNOSpOYIIMHT, KHOepMOOOUHT,
TPOJUTUHT, OYJUTALIU/.
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13.
14.

15.

16.

17.
18.

besonacnass pabota B ceTH B MpoIecce CETeBOM KOMMYHUKAIUMH (4aThbl, (OPYMBI,
KOH(epeHInH, CKaiT, COMaIbHbBIE CETH U TIp.).

TepMUHBI CETEBOT0 ITHKETA: OBEPKBOTHHT, (hiieiiM, iy, opTONUK, CMalINKH U JIp.
[Ipumepsl 3THYECKUX HApYIICHUH. 3HAUEHHE CETEBOTO ATUKETA.

CoOcTtBenHocTh B lHTEpHETE. ABTOPCKOE MTPABO.

WuTennextyanbHas COOCTBEHHOCTb.

[Tnatnas u 6ecraTHass “HQOpPMAIIHSL.

3ammTa TpaB MOTPEOWTENICH TPH HCIONB30BaHUU yciayr HMHTepHeT. 3ammra mpaB
noTpeduTenenyciyr npopanaepa.

OTBETCTBEHHOCTH 32 MHTEPHET-MOIIEHHUYECTBO.

[IpaBoBele  akThl B  00macTdé  WHPOPMAIMOHHBIX  TEXHOJOTUH W 3allUTHI
kubeprpocTpancTBa. OTBETCTBEHHOCTD 32 KUOEPIPECTYTIICHUSI.

KoHCcTUTYLIMOHHOE TpaBO Ha TMOHMCK, MOJYYEHHE M pPACIpOCTpaHEHHE HH(OPMAIUH.
®denepanpHblil 3aK0H 0T 29.12.2010 Ne 436-D3 (pen. ot 28.07.2012) «O 3amute nereit ot
uH(pOpMaIINY, TPUINHSIONICH Bpea UX 370POBBIO M Pa3BUTHIO» (IeHCTBYET ¢ | ceHTaOps
2012 roma).

WudopmannoHHoe 3aKOHOIATeNBCTBO PO.

3akoH PO «O06 nndopmanuu, nHOOPMAITMOHHBIX TEXHOJIOTHUIX U O 3aIIUTEe HHPOPMAITHI.
VYronoBHas OTBETCTBEHHOCTb 3a CO3JaHHE, MCIOJNb30BAaHUE M PaclpOCTpaHEHHE
BPEJIOHOCHBIX KOMMBIOTEpHBIX Tporpamm (cT. 237 YK P®). [IpaBoBas oxpaHa mporpamm
st OBM u BJl. Kommepueckoe I10. becrmatnoe I10 (FreeWare, Free, Free GPL,
Adware), ycnoBao-6ecrmiataoe [10 (Trial, Shareware, Demo).

[IpaBoBBIE OCHOBBI ISl 3aLIUTHI OT ClIama.

[IpaBoBas oxpana mporpamm st OBM u B/l Jlunenszuonnoe I1O. Bunbl nuieH3uit
(OEM, FPP, xopnopatusHnbie iunen3uu,noanucka). [10 ¢ otkpeiteiM kogom (GNU GPL,
FreeBSD).

[TpaBo Ha MHpOpPMAIHUIO, HA COKPBITUE TaHHBIX, KATETOpHH WH(OPMAIIUH.

[lepconanbHple W OOIIEAOCTYIHBIE JaHHBIE, OTPAHUYCHHBIA JOCTYI. 3akoH «O
MEPCOHAJIBHBIX JTAHHBIX).

Tema 3. CoBpeMenHoe KuOepnpocTpaHcTBO TexHUKa 0€30MaCHOCTH B KHOEPIPOCTPAHCTBE

1.

2.
3.
4

)]

>

10.

11.

12.

Momenaundeckue aeicteus B MaTepuere. KubepnpecryrieHus

CereBoii sTuker. [Icuxonorus u ceth

[IpaBoBbIE aceKTHI 3aIUTHI KUOEPIIPOCTPaHCTBA

OmnutaiiH cepBHCHI AJ1s1 0€30M1aCHOCTH I10JIb30BATENS B MHTEPHETE (IIPOBEPKA KOMIIBIOTEPA U
(haiioB Ha BUPYCHI OHJIAlH, OHJIAWH JIeakTHBaIusa SMS-BUPyCOB, TpoBepKa caiiTa Ha
BUPYCHI, PpOBEpKa (aiiyioB mo e-mail, onpeaeneHue ajapeca CTpaHUIIBI, TPOBEpKa
ctoumoct CMC u ap.).

Hactpoiiku 6€30macHOCTH MOYTOBBIX MPOTPaAMM.

3amuTa B MOMCKOBBIX CUCTeMaX ((PUIIBTPHI AJI OTpaHUYEHUS TOTEHIIUAIBHO OMACHOTO
COJIEPKUMOTO).

Hacrpoiiku 6e3onmacHocTu BeO-0pay3epos (Internet Explorer, Firefox u T.11.).
DJEeKTpOHHAs MOYTa U CUCTEMbl MTHOBEHHOTO OOMEHA COOOIICHUSIMH.

Hacrpoiiku 6e3onacnoct Ckaiin, ICQ u np. Cioco6s1 obecnieueHnst 6€30macHOCTH BeO-
caura.

KubGepnpectynnenus. Bunbl HHTepHeT-MOIlIEHHUYeCTBa (TUChMa, peK-JIaMa, 0X0Ta 3a
JUYHBIMH JTAaHHBIMH U T.11.). OMTacCHOCTH MOOWMIIbHOM cBsi3u. [IpeioxkeHns Mo yCTaHOBKE
BPEJIOHOCHBIX MPHIIOKEHUH.

Momenandeckrie CMC. YTeuka u 00HapooBaHue JIMYHBIX NaHHBIX. [logbop u mepexsar
napoJiei.

B31m0MBI akKayHTOB B COLIMANBHBIX CETAX. Buabl MomeHHnuecTBa B MIHTepHere. OUILIMHT
(dbapmuHT). A3apTHBIE UTPHI.
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13.

14.
15.
16.
17.
18.

Jloxxuble anTuBHpycCHhL. [logmena cTpanuil B MHTEpHETE (CaUThI-KJIOHBI). DanbIuBbIe
(halmo0OMEeHHUKH.

DJEeKTPOHHBIN KomIesneK. MOIIEHHHYeCTBO PU pacnpocTpaHeHuu «oectutataoroy I10.
Texnonorun manumnyiaupoBanus B UHTepHeTe.

Tb npu HHTEpPHET-OOLIEHUH.

Tb npu peructparuu Ha BeO-caiiTax.

Kommnsroreproe nuparcrso. Ilnaruar.

Tema 4. IIpodiembl UHTepHeT-3aBUCMMOCTH, KHOEPOYJIMHI A

—

(98]

W

10.
11.
12.
13.
14.
15.
16.
17.
18.
19.
20.
21.
22.
23.

24.

25.

TexHuka 0€30MacHOCTH MPHU pabOTe ¢ KOMITBIOTEPOM.

KoMmbroTep 1 MOOMIIbHBIC YCTPONWCTBA B UPE3BBIYAHHBIX CUTYAITUSX.

Menunuackas uHpopmanuss B HMutepHere. KommbroTepsln MOOWIIBHBIE yCTpPOHCTBa B
AKCTPEMAIBHBIX YCIOBHSIX.

BosneiicTBue paaroBoH Ha 3M0poBke U oKpykatomryrocpeny (Wi-Fi, Bluetooth, GSM).
Kowmmiekc ynpakHeHu# npu padoTe 3a KOMIBIOTEPOM.

BoznerictBue Ha 3penue DJIT, KUAKOKpHUCTANIMYECKUX, CBETOIMOMHBIX, MOHOXPOMHBIX
MOHHTOPOB.

KomnetoTep B pexxuMe TpyJa U OTAbIXa.

BnusiHue xoMnbroTepa Ha penpoayKTHUBHYIO CUCTEMY.

Bpenusie ¢pakTopsl paboThI 32 KOMIIBIOTEPOM U UX MOCIEICTBHSL.

Opranmzaius paboyero mecra

WuTepHeT-coolmiecTno.

HNHTEepHET-3aBUCUMOCTb.

ConuanbHele ceTu. JleTckne colnaabHbIe CETH.

BupTyanbHasIMyHOCTb.

3aBucUMOCTh OT MIHTEpHET-001IeHHUS.

PazBneuenus B UnTepHere.

IIpu3Haku UrpoBOM 3aBUCUMOCTH.

CeTteBble UTPBI.

Caiirsl 3HakoMcTB. 30K 1 KoMIBIOTED.

Bunst 3aBucumoctu. [lectpyktuBHas nandopmanus B IHTEpHETE.

Bunel MHTEpHET-3aBUCUMOCTH.

KubepkynpTypa (MaccoBas KyJbTypa B CETH) U JTJUIHOCTb.

Kputepun 3aBucumoctd (IPUOPUTETHOCTb, W3MEHEHMS HACTPOEHHUS, TOJIEPAHTHOCTD,
CUMIITOM pa3pbiBa, KOH(JIUKT, PEIIU/INB).

THMbl HHTEPHET-3aBUCUMOCTH (TIpUCTpacThe K paboTe ¢ KOMIBIOTEPOM, K HABUTALUU U
MOUCKY HMH(OpMAIMK, UTPOMAHUS U DIIEKTPOHHBIE MOKYIKH, 3aBUCUMOCTH OT CETEBOTO
OOIIICHMS).

Knaccudukanust ”HTepHET-3aBUCUMOCTEH

Tema 5. Metoabl o0ecnieuenusi 6e3onacHocT IIK u UnrepHera. Bupychbl 1 aHTUBHPYCHI

Nk W=

ITpu3Haku 3apakeHus1 KOMIbIOTEpPA.

AHTUBHpYCHAas 3alUTa.

3ammra daitno. bezonacHocTh mpu ckaunBaHUU (HaNIOB.

3amuTa NporpamMm 1 JaHHBIX OT HECAHKI[MOHUPOBAHHOTO KOITMPOBAHUSI.
OpraHu3alMoHHbIe, HOPUIUYECKUE, MPOrpaMMHbIE M IPOTrPAMMHO-ANMapaTHbIE MeEpbl
3aIUTHI.

3ammra mporpaMM M JIaHHBIX C IOMOIIBIO MapoJied, MPOrpaMMHBIX U 3JIEKTPOHHBIX
KJIIOYEH, CEpUIHBIX HOMEPOB, IIEPEHOCA B OHJIAWH U T.II.

Henepemeniaemble mporpamMmsl.
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8. 3ammTa OT KOIMPOBAHUs KOHTEHTA CalTa.

9.  Uctounuku 3apaxenus [1K.

10.  Antuupychnoe I10, Buapl n Ha3HaueHHE. MeTOBI 3alUTHI OT BUPYCOB.

11. Tlpobnemsr Oe3omacHoCTH WHGPACTPyKTyphl MHTEpHeTa (IIPOTOKOIBI MapIIPyTHU3AINH
CeTH, CUCTEeMAa JJOMEHHBIX UMEH, CPEACTBAa MapIIPyTU3ALIUH U T.II.).

12. TlpoBepka nogmuHHOCTH (ayTeHTHUKaIus) B THTEpHETE.

13.  Mepsl 6e3onacHoctu ams nonb3oBatens WiFi. Hactpoiika 6ezomacHocTy.

14.  Bupycsl 1u1st MOOMIIBHBIX YCTPOUCTB (MOOMIIbHBIE OAHKEPHI U IP. ).

15. Hacrpoiika kommbsroTepa it 6e3onacHor paboTel. OMMUOKY MOTB30BATENS.

16. TlpocThie n TMHAMHYECKH U3MEHSIIONTHECS TTapoii. boprba ¢ yreukamu nHpopmaIuu.

17. CpenctBa koHTpoms goctymna. [IpaBa mons3oBareneit. CriocoObl pa3rpaHUYCHHS TOCTYTIA.

18.  Otnnuust BUPYCOB U 3aKIATOK.

19.  AnTtuBupycHsle nporpamMmsl 1is [1K: ckanepsl, peBU30pHI U Jp.

Kpurepun ouenku:

OLICHKA «OTJIMYHO» BBICTABJISIETCA CTYIEHTY, €CIIM OH HPOAEMOHCTPUPOBAI MOJIHOTY
UrIyOMHY3HAHUHWIIO BCEM BOIPOCAM, 3HAET OCHOBHBIETEPMUHBI II0 KOHTPOJIUPYEMBIM
TeMaM,BJIaJIeeT 3HAHUSAMH OO0 OCHOBHBIX OCOOCHHOCTSIX pEIICHMs 3aJad. YMEET NpPUMEHSTh
TOJTY4EHHBIE 3HAHN U PEILICHHS KOHKPETHBIX IPAKTUYECKHUX 3a/1a4.

OLICHKA «XOPOLIO»BBICTABIIACTCS CTYIEHTY, KOTOPBIM NPOJEMOHCTPUPOBAI MOJHOTY U
riyOuHY 3HaHHI IO BCEM BOIIPOCAM pasjiena, JJOTUYHO M3JIaraeT MaTepual.

OLICHKA  «yAOBJICTBOPHUTEJIbHO»BBICTABIIACTCS  CTYIEHTY, IPA  HAJIUYHUNY  HETO
3HAHUNOCHOBHBIXKATETOPUA W TIOHATHM II0 MpPEAMETy, YMEHHUS JOCTaTOYHO TI'PaMOTHO
U3JI0KUTh MAaTEPHAIL.

OLIEHKA «HEY/A0BJIETBOPHTEIbHO»BBICTABIISACT C S CTYJICHTY, KOTOPBIX HE
OCBOWJIOCHOBHOT'OCOZIEPYKAHNSI TPEIMETA, HE BIIAZieeT 3HAHUSAMU TUCLUILUIMHE.

1.3. Kpurepuu ounenku pedepara

Kpurepusimu onieHkn pedepara MOTYT BBICTYIHTD CIICAYIOIIHE MOMEHTHI:

— B Kakoi Mepe pacKpbIBaeTCsl aKTyallbHOCTh TEMBI;

—  KaKOB TEOPETHUYECKH YpOBEHb CYXKICHUN aBTOpa, Kak BIAQIEET OH COBPEMECHHBIMU
METOIOJIOTUYCCKIMIA OCHOBAMH HAayK TP OCBEIIEHHH IMOCTaBJICHHBIX B pedepare
BOTIPOCOB;

—  COOTBETCTBHE CTPYKTYPHI U COJIepKaHus pedepaTa miany;

—  IEJIOCTHOE, ITy00KOEe TOHMMaHUE BOIIPOCOB TEMBI HIIM pa3padaThIBaeMOM MPOOIEMBI;

—  Kak yJaJoch aBTOpYy CBSI3aTh W3JaraeMele B pedepare BOMPOCH TEOPUH C MpodieMamMu
CCrOAHAIIHETO JHA, YMCHUC HCIIOJIB30BATh TCOPETUYCCKUEC HUCTOYHUKHU U yqe6H0-
METOJUYECKYIO TUTEPaATypYy;

- AO0CTAaTOYHO JIM MHPOSABIICHA ABTOPOM CaMOCTOATCIBHOCTH B TIOCTAHOBKE BOIIPOCOB, B
TPAaKTOBKE WX, €CTh JH B pabdOTe OpPUTHHAIBHBIC MBICIH, CBEXKHE (DaKThI, OIHCAHHE
JTy4IIETO OmbITa paboThl, KOHKPETHBIX MPUMEPOB W3 MPAKTHUKH, COOTBETCTBYIOLIHE
PEKOMEH/IAIUH U TIPEITOKEHHS,

—  u3naraercs Jiu B pedepare COOCTBEHHOE MOHUMAaHHUE pacCMaTpUBaeMON TPOOIIEMBI,
JIOCTAaTOYHA JIK €r0 apTryMEHTAIIUS;

—  kak oopmiieH pedepat win nokiaj (00beM, HATMYUE TUTaHa, COACPKAaTeIbHOCTh
BBEJICHMS, II0JIHOTA CIIMCKA UCIIOJIB3YEMOU JIUTEPATYPBI, HAIMYUE IPUIIOKCHUM, aHAIIU3a
ombITa pabOTHI, CXeM, TAOJINII, TUATPaMM, TIJIAHOB, aHKET U T.J1.);

—  UMeeT i paboTa onpeeNieHHYI0 IIEHHOCTh, YTOOBI PEKOMEHI0BATh €€ B (DOH y4eOHBIX
MOCOOUH IO KypCaM.

Pedepar onennBaetcs no 4-x 0aIbHOM CUCTEME - «HEYAOBIECTBOPUTEIBHO,

«YIOBIIETBOPUTEIIBHOY, «XOPOIII0Y», KOTIIHIHOY.
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1.4. Kputepuu olleHKH NMpe3eHTANuMN

bammsHoe BBIPAXXCHUC OLCHKH IMPE3CHTAINU

Ne bannu
Kpumepuu ouenku Komnonenmoe npezenmanuu (makcumansnoe
Konuuecmeo npu
noJHou
8vIpadsiceHHoCmu
Kpumepus
CTpyKTYypa npe3eHTaluu
1. [TpaBunbpHOE 0POpMIICHHE TUTYIHHOTO JINCTA 4
2. Hanrune moHATHON HaBUTAIIMH 4
3. OtMeueHs! HHPOPMAIMOHHBIE PECYPCHI 4
4. Jlornueckast moCJieIoBaTeNIbHOCTh HH(GOPMAIIMU Ha claiaax 4
Odopmienne npe3eHTAUA
5. Enunslid cTHIIE 0OpMIICHHS 5
6. Hcronp30BaHKe Ha cllaiiiax pa3Horo pojia O0bEKTOB 5
7. Teker nerko untaercs, poH COYETACTCS TEKCTOM M rpapudeckuMHu GainaMmu 5
8. Hcnons3oBanre aHMMAaIMOHHBIX 00BEKTOB 5
9. IIpaBHIBHOCTD U3JIOKCHHS TCKCTA 5
10. | Hcnonp3oBaHKe 00BEKTOB, CICIAHHBIX B APYTHX MpOrpamMMax 5
Copep:xaHue npe3eHTalnu
11. | CodopmynupoBaHbl mpodiema 1 €€ IMOChUIbl, PACKPBITHI 00CTOSTENBCTBA €€ POSIBICHHS, 7
OTIPEICNIAONIIE aKTYyaJThbHOCTh PACCMOTPEHHS BOIIPOCaA.
12. | TloHATHBI 3aa49H, JIOTHKA U OOIIKI aJTOPUTM PACCMOTPEHHUS PACKPHIBAEMBIX BOIIPOCOB 7
13. | [ocraTouHas EMKOCTh, COJICPKATEIBHOCTh H YOCIUTEIBHOCTD IPEACTABISIEMOrO 7
MaTtepuaia
14. | He neperpyXeHHOCTB IPEACTABIIEMOTO MaTepPHajia BTOPOCTEIICHHBIMU TaHHBIMH U 7
CBEICHUSIMH
15. | CpenaHbI ICHBIC ISl BOCTIPUSITHS BBIBOBI (3aKITIOYCHU) 7
16. | IIpencraBieHHbI MaTepual U BBIBOJIbI COOTBETCTBYIOT OCTABICHHOMN 1IEJIU 7
AddekT npe3eHTANNI
17. | TapMOHMYHOE JOTMOJHEHUE YCTHOTO BBICTYIUICHHS U O0IIlee BIIEYATICHUE OT MPOCMOTPA 12
TIPE3CHTAIIH
Cymma 6aju10B 100

Ecnu ctynent nabupaer
ot 85 mo 100 - oIeHKa «OTIUIHO;
oT 72 10 84 — OlLIEHKa «XOPOLIO»,
oT 51 10 71— o1leHKa «yJIOBJIETBOPUTEIIBHOY,
MeHee 50 0aToB — OlLIEHKA «HEYIOBIETBOPUTEIHHOY.
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e

10.
1.
12.
13.
14.

15.
16.

17.
18.
19.

20.

21.
22.
23.
24.

25.
26.
27.
28.
29.
30.
31.
32.
33.

34.
35.
36.
37.

2. OuneHOYHbIE MATEPHUAJIBI JJIsl IPOMEKYTOUYHON aTTecTAlum
2.1. [IpuMepHBbIH NepeYyeHb BOMPOCOB JIJIs 3a4eTa.

KoHncTuTynimonHoe npaBo Ha MOUCK, MOJIYYEHHE U pacpocTpaHeHHe HH(DOpMAaIIHH.
®enepanbHblil 3akoH 0T 29.12.2010 Ne 436-D3 (pen. ot 28.07.2012) «O 3amute aereit ot
uH(bOpMaluy, TPUIUHSIIONICH Bpea UX 3J0POBBIO U Pa3BUTHIO» (JIEHCTBYET ¢ 1 ceHTsA0ps
2012 rona).

3amuTa rocyJapcTBa v 3aiiuTa KubepnpocTpaHCTBa.

JloktpuHa HHPOPMAITMOHHOW 0€30ITaCHOCTH.

Kubepsoiicka. 3anuTa KnOEpIpoCTpaHCTBA KaK OJIHA U3 3a7a9 BOOPYKEHHBIX CHJI.
WNudopmannonnas BoriHa. THpOpMaIIIOHHOE OpYXKHE.

[TatproT3M U UHTEPHET.

WNudopmanronHoe Bo3eicTBuIE.

besonachass pabora B ceTm B TIPOIIECCE CETEBOM KOMMYHHMKAUHU (4aThl, (HOpPYyMBI,
KOH(EPEeHIINH, CKATI, COIMATBHBIC CETH U TIP.).

[Ipumepsbl 3THUECKUX HApYIICHUH. 3HAUEHUE CETEBOTO ATUKETA.

CoOcTBenHocth B lHTEpHETE. ABTOPCKOE MTPABO.

WuTennextyanbHas COOCTBEHHOCTb.

[Tnatnas u 6ecraTHast “HQOpPMAIIHSL.

Nudopmannonnoe 3akoHOAaTENBCTBO PD.

IIpaBoBast oxpana nporpamm ans OBM u BJ[. Kommepueckoe I1O. becmnarnoe I1O
(FreeWare, Free, Free GPL, Adware), ycnoBrao-6ecmiatnoe 10 (Trial, Shareware, Demo).
[IpaBOBbIE OCHOBBI AJIs 3AIIUTHI OT CIIaMa.

[lepconanbHple W OOMIEAOCTYIHBIE JaHHBIC, OTPAHUYCHHBIM JOCTYI. 3akoH «O
MEPCOHANIBHBIX JTAHHBIX).

CereBoii atuker. [Icuxonorus u cetb

OmnzaitH cepBUCHI 151 06€30MaCHOCTHU MOJIB30BATENS B UHTEPHETE

3amuTa B MOMCKOBBIX CUCTeMaX ((PUIIBTPHI AJI OTpaHUYEHUS TOTEHIIUAIBHO OMACHOTO
COJIEPKUMOTO).

Bunel nHTEpHET-MOIIIEHHUYECTBA (TTMChbMa, PeK-JIaMa, 0X0Ta 3a TMYHBIMU JaHHBIMU U
T.IL.).

OnacHocTi MOOUITEHOM CBs3H. [IpenioskeHust Mo yCTaHOBKE BPEIOHOCHBIX MPUIIOKCHHM.
Buner momiennndecta B atepHere. @umuHT (hapMuHT).

A3apTHBIE UTPBHI.

Jloxxuble anTuBHUpycChL. [logmeHna cTpanuil B UHTEpHETE (CaUThI-KJIOHBI). DanbIuBbIe
(halm000OMEeHHUKH.

DJEeKTPOHHBIN KomesneK. MOIIEHHUYeCTBO NPU pacnpocTpaHeHuu «oecrutataoroy I10.
WNutepuer-atukert. [IpaBuna obmenus B UntepHere.

OCHOBBI CETEBOT0 ITHKETA.

[Tepenucka B ceTu.

[IpaBuna noseneHus B ckaiie. Popym.

OO111eHuE B CETH U €T0 MOCIE/ICTBUS.

Arpeccusi B CETH.

AHOHUMHOCTB B CETH.

Bunbl aTukera (JIMUHBIHN, 1€T0BOM, MUCHbMEHHBIN, TUCKYCCUOHHBIN U 11p.). Pazmuuns
ATHKETa B PAa3HbIX CTPAHAX.

['uruena komneroTEpAa.

[Tonb3a 1 Bpea KOMIBIOTEPHBIX UTD.

TexHrKa 0€30MaCHOCTH MPU PadOTE ¢ KOMIIBIOTEPOM.

KommproTep 1 MOOMIIBHBIE YCTPOWCTBA B UPE3BBIUYAHHBIX CUTYAITUSX.
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38. Meauuunckas nadopmarus B Matepuere. Komnbiorepsl 1 MOOMIIbHBIE YCTPOICTBA B
AKCTPEMAIIBHBIX YCIOBHSIX.

39. KomneioTep B pexXUMe TpyJa U OTAbIXA.

40. Bpennsie pakTopbl pabOTHI 32 KOMIBIOTEPOM U MX MOCIIECICTBUS.

41. HHTEepHET-3aBUCUMOCTb.

42. ComuanbHble ceTH. JIeTCKHE COUaIbHBIC CETH.

43. BupryanbHas JUYHOCTb.

44, 3aBucuMocTh 0T HTepHET-00IICHUS.

45. PasBneuenus B HTepHeTeE.

46. Ilpu3Haku UTPOBOIl 3aBUCHMOCTH.

47. CeteBble UTPBHI.

48. Bwunel 3aBucumoctu. JlectpyktuBHas nadopmarnus B IHTEpHETE.

49. Bunbl IHTEpHET-3aBUCUMOCTH.

50. Tlcuxonoruyeckoe BO3eHCTBHE HHPOPMAIIUHA HA YEITOBEKA.

51. Kpurepun 3aBUCUMOCTH (IPUOPUTETHOCTD, N3MEHEHUSI HACTPOEHM S, TOJIEPAHTHOCTb,
CUMIITOM pa3pbiBa, KOH(PIUKT, pEIIUIUB).

52. Knaccuduxanus HHTEpHET-3aBUCUMOCTEH

53. Ilpu3Haku 3apa>keHUs] KOMIBIOTEPA.

54. AwnTHBUpYCHas 3alIMTA.

55. OpranuzalvoHHbIE, IOPUIWYECKUE, MPOTpaMMHBIE U MPOrpaMMHO-aNNapaTHbIe MEphI
3aIUTHI.

56. 3amuTa mporpaMM W JaHHBIX C TOMOIIBIO MApPOJEH, MPOTPAMMHBIX U SJIEKTPOHHBIX
KJIIOYEH, CEpUIHBIX HOMEPOB, IIEPEHOCA B OHJIAKH U T.II.

57. AntuBupycHoe [10, Buapl u Ha3HaUeHHUEe. MeTOIbl 3aIUThI OT BUPYCOB.

58. Mepsl OezonacHoctu ais nonb3oBatens WiFi. Hactpoiika 6ezomacHocTu.

59. Bupycsl 111 MOOMJIBHBIX YCTPONCTB (MOOMIIbHBIE OAaHKEPHI U IP. ).

Kpurepun ouenku
0 6as710B — 337jaHIE HE BHITIOJIHEHO;
1 6ana noixyvaer CTYIEHT, JEMOHCTPHPYIONIIUI 3HAUYMTENIbHBIE MPOOETbl B 3HAHUU 0a30BOTO
TEOPETUYECKOr0 Marepuanga, W HU3KUU YPOBEHb IPAKTHUYECKUX YMEHUH M HABBIKOB,
JOMYCTUBIINN MPUHIMITHAIBHBIE OITUOKH MIPU BBITOJIHEHUH MPAKTUYECKOTO 3a/1aHusl.
2 faJs1a moaydaeT CTYJICHT, IEMOHCTPUPYIOIINKA 3HaHHUS 0a30BOT0 TEOPETHUECKOTO MaTepuala,
HECTaOMJIbHBI YPOBEHb YMEHHA, HCTIBITHIBAIOIINI 3aTPY/THEHNUS B BBINOJHEHUH MPAKTUYECKON
paboTHI.
3 6as1a moyvaeT CTyJIEeHT, IEMOHCTPUPYIOMINN IITyOOKOe 3HAHWE TEOPETUYECKOr0 MaTepualla,
BBICOKUHA YpPOBEHb YMEHHH W CIOCOOHBIM K HMX CaMOCTOATEILHOMY IPUMEHEHHUIO0, HE
UCTIBITHIBAIONIEMY 3aTPYTHEHUI TIPU BBITIOJHEHUH MPAKTHUECKON pabOTHI.
4 0a/JIOB TOJIy4aeT CTYJCHT, JEMOHCTPUPYIOMIUNA TIIYyOOKOE€ 3HAHUE TEOPETUUYECKOTO
MaTepuasa, BHICOKMI ypOBEHb YMEHMH M CIOCOOHBIM K MX CAMOCTOSTEIbHOMY NPUMEHEHHUIO,
MPOSIBUBILIEMY CTIOCOOHOCTHU MPH BBHITIOJHEHUH MPAKTUYECKON pabOTHI.
5 6a/J10B MosTyyaeT CTyJCHT, IEMOHCTPUPYIOUIHIA TITy0oKoe 3HaHHE 0a30BOTO TEOPETHUECKOTO
MaTepuasa, BHICOKHI ypOBEHb YMEHHMH M CIOCOOHBIM K MX CAMOCTOSTEILHOMY MPUMEHEHHUIO,
MPOSIBUBIIEMY TBOPUYECKHE CIIOCOOHOCTH MPH BHITIOJHEHUH MTPAKTHYECKON paOOTHI.
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JIuct n3meHeHuii paboyeid NPOrpaMmbl 1M CHUITHHbI

No PexBU3HUTH JOKYMEHTa Hata
n\1_1 ConeprxaHre U3MEHEHUI 00 yTBep:KICHUH BHECEHUS
U3MEHEHHI W3MEHEHUI
VYTBepkaeHa Ha ocHOBaHUU DeniepaibHOTO
[IpoTokon 3acenanus
rOCyJJapCTBEHHOT'O 00pa30BaTEIHLHOTO
Kadeapbl TyMaHUTAPHBIX
CTaHJIapTa BHICIIET0 00pa30BaHUs O
Y COLIMAIIBHO- 05.05.2022
1. HanpasieHuto noarorosku 44.03.05
SKOHOMUYECKUX r.
[Tegarornyeckoe obpazoBaHue MPOPUIU
" "o qucuumuivie Ne 10 ot
JomkonbHOe 00pa3oBanue" u "HavansHoe «05» Mast 2022 ¢
obpazopanmue" Nel25 ot 22.02.2018 1. )
AKTyanu3upoBaHa B 4acTU y4eOHO-
METOJUYECKOTr0 M UH(POPMALIMOHHOTO
[IpoTokon 3acenanus
o0ecrie4eHus B CBS3U C MPOJICHUEM
Kadeapbl ryMaHUTAPHBIX
KoHTpakTa ¢ ObC U B yacTu nepeyHs
o o U COIMAJILHO- 22.05.2023
2. | OCHOBHOM U JOTOJTHHUTEIBHOMN JIUTEPATYPHI B
SKOHOMUYECKUX r.
CBSI3U C €0 U3MeHeHueM. BHeceHsl
W3MEHEHUS B TUTYJILHBIN JIUCT B 4aCTH Aucrumn Ne 10 ot
y «22» mas 2023 r.
JaThl, HOMEpa MPOTOKOJIA 3aCeqaHUs
kadenpel.
AKTyanu3upoBaHa B 4acTH y4eOHO-
METOIMYECKOT0 U MH(OPMAIIMOHHOTO
[IpoTokon 3acenanus
oOecrieueHus B CBSI3U C MPOJICHUEM
koHTpakTa ¢ ObC u B yacTu nepevHs Kae/IpbI ryMaHHTAPHBIX
o 9 Y COLIMAJIBHO- 28.05.2024
3. | OCHOBHOM U JIONOJIHUTEIBHOU JTUTEPATYPHI B
SKOHOMHUYECKHX T.
CBSI3U C €ro U3MEHEHHEM. BHECEeHbI
W3MEHEHUS B TUTYJIbHBINA JIUCT B 4aCTU Auctmmi Ne 11 ot
Y «28» mas 2024 r.

JIaThl, HOMEpa MPOTOKOJIA 3aceTaHHs
kadeapsl.
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